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About This Document

This section contains the following information about this document:

» “Purpose and Audience” on page 8

+ “Document Organization” on page 8

+ “Products and Models” on page 8

+ “Related Documents” on page 9

- “Typographical Conventions” on page 9

- “Typographical Conventions” on page 9

Purpose and Audience

This guide describes how to configure the EdgeSwitch software features using the browser-based
EdgeSwitch user interface (Ul). The information in this guide is intended for system administrators who are
responsible for configuring and operating a network using EdgeSwitch devices.

To obtain the greatest benefit from this guide, you should have an understanding of the base software
and should have read the specification for your networking device platform. You should also have basic
knowledge of Ethernet and networking concepts.

Document Organization

This guide contains the following sections:

+ “Chapter 1: Getting Started” on page 10 contains information about performing the initial system
configuration and accessing the user interface.

u“

+ “Chapter 3: Configuring System Information” on page 19 describes how to configure administrative
features such as SNMP, system users, and port information.

!

« “Chapter 4: Configuring Switching Information” on page 126 describes how to manage and monitor
the Layer-2 switching features.

!

+ “Chapter 5: Configuring Routing” on page 187 describes how to configure the Layer-3 routing features.

+ “Chapter 6: Managing Device Security” on page 204 contains information about configuring switch
security information such as port access control, TACACS+, and RADIUS server settings.

+ “Chapter 7: Configuring Quality of Service” on page 229 describes how to manage the EdgeSwitch
software ACLs, and how to configure the Differentiated Services and Class of Service features.

!

- “Appendix A: Configuration Examples” on page 259 describes how to configure selected features on
the switch using either the EdgeSwitch Ul, command-line interface, and/or Simple Network Management
Protocol (SNMP).

Products and Models

This document covers the following Ubiquiti products and models:

Affected Products
Description Part Number
EdgeSwitch 48-port 750W Managed PoE+ Gigabit Switch with SFP+ ES-48-750W
EdgeSwitch 48-port 500W Managed PoE+ Gigabit Switch with SFP+ ES-48-500W
EdgeSwitch 24-port 500W Managed PoE+ Gigabit Switch with SFP ES-24-500W
EdgeSwitch 24-port 250W Managed PoE+ Gigabit Switch with SFP ES-24-250W

A1 Ubiquiti Networks, Inc. 8
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Related Documents
« EdgeSwitch CLI Command Reference
+ EdgeSwitch Quick Start Guide
For additional information, refer to the EdgeSwitch community website: community.ubnt.com/edgemax

Typographical Conventions
The following table lists typographical conventions used throughout this document.

Typographical Conventions

Convention Indicates Example
Bold User selection Select VLAN 2 from the VLAN ID list; Click Submit
User-entered text enter 3 to assign VLAN 3 as the default VLAN
Italic Name of a field delete the existing name in the Username field
Name of Ul page, dialog box, window, etc. Use the IP Address Conflict Detection page
> Order of navigation selections to access a page To access the Session page, click System > Users > Session
Courier font CLI commands and their output show network

A1 Ubiquiti Networks, Inc. 9
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Chapter 1: Getting Started

This chapter describes how to start the switch and access the user interface. It contains the following
sections:

* “Connecting the Switch to the Network” on page 10

* “Understanding the User Interfaces” on page 10

Connecting the Switch to the Network

For detailed instructions on how to connect the EdgeSwitch to your network, refer to the Quick Start Guide
that came with the switch.

Understanding the User Interfaces

The EdgeSwitch software includes a set of comprehensive management functions for configuring and
monitoring the system using the following methods:

« EdgeSwitch User Interface (Ul)
* Command-Line Interface (CLI)

Each of the standards-based management methods allows you to configure and monitor the components
of the EdgeSwitch Ul. The method you use to manage the system depends on your network size and
requirements, and on your preference.

This guide describes how to use the EdgeSwitch Ul to manage and monitor the system. For information
about how to manage and monitor the system by using the CLI, see the EdgeSwitch CLI Command Reference.

Using the EdgeSwitch Ul

This section describes how to use the EdgeSwitch UL.

Accessing the Ul

To access the switch using a web browser, the browser must meet the following software requirements:
* HTML version 4.0, or later
* HTTP version 1.1, or later
+ JavaScript® version 1.5, or later

Use the following procedures to log into the EdgeSwitch Ul:

1. Open a web browser and enter the IP address of the switch in the web browser address field. The login
screen appears, as shown in the following illustration.

FolgeMAX®

Please Login

Login

EdgeSwitch Ul Login Screen

2. Type the User Name and Password into the fields on the login screen, and then click Login.

The user name and password are the same as those you use to log on to the command-line interface. By
default, the user name is ubnt, and the password is ubnt. Passwords are case-sensitive.

A1 Ubiquiti Networks, Inc. 10
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3. If this is your first login to the Ul, read the license agreement. Then, click the | agree to the terms of this
License Agreement check box and click Log In.

4. After the system authenticates you, the System Description page is displayed.
EdgeSwitch Ul Page Layout

The following illustration shows the layout of a page in the EdgeSwitch Ul. Each Ul page contains three main
areas: the device view, the navigation menu, and the configuration and status fields. Each page also provides
buttons that let you perform operations on the displayed information, access a context-specific help page, or
log out of the system.

Device View Navigation Menu Logout Button

=) i i ol ol ol ol ol ol oy ol i W
. B Save Configurati Log Out
ngﬂMAX I N R e e

Syiam = Meopgement Acoxen > FELE System Switching Routing Security ~ QoS v

System Teinet Serial CLI Banner S55H

HTTP Configuration

HTTP Admin Mode (Opisable (®) Enable

HTTP Session Soft Time Out (Minutes) .60 {1to60)

HTTP Session Hard Time Out (Hours) 168 | (1to 168)

Maximum Number of HTTP Sessions 1 totas

Submit Refrash

Configuration and Status Fields Command Button Help Page Access

EdgeSwitch Ul Page Layout

Device View

The Device View shown in the illustration below is a Java® applet that displays the ports on the switch. This
graphic at the top of each Ul page provides an alternate way to navigate to port-related configuration and
monitoring options. The graphic also provides information about device ports, current configuration and
status, table information, and feature components.

Example of Device View (24-Port Models)

In the Device View, colors indicate status information:
+ Gray indicates that the port link is down.
* Amber indicates that the port link is up at 100 Mbps.
+ Green indicates that the port link is up at 1 Gbps.
+ A white dot indicates PoE output.

. Ubiquiti Networks, Inc. 11
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To obtain additional information on the ports:
* Click any port to display the Port Description page (System > Port > Description on the navigation menu).
+ Right-click any port to display a menu with links to the following port configuration-related pages:
* PoE (PoE > PoE Configuration)
* Port Summary (System > Port > Summary)
* Port Description (System > Port > Description)
* Port Cable Test (System > Port > Cable Test)
* Multiple Port Mirroring (System Port Mirroring)
+ Port Summatry Statistics (System > Statistics > System > Port Summary)
* Port Detailed Statistics (System > Statistics > System > Port Detailed)
* Hover over any port to display status information for that port, as shown in the following illustration.

Port: 043 C R W
Link Up BN
Aurto Megotiate

1000 Mbps

MTU: 1518

PoE Maode: 54V auty
PoE Output: O

Example of Information Displayed by Hovering over a Port

Navigation Menu

The navigation menu, located at the top right of each Ul page, lists the device’s main features: PoE, System,
Switching, Routing, Security, and QoS. You can access each feature’s Ul pages using a series of cascading
menus.

To access an individual Ul page, click the corresponding feature tab in the navigation menu to display a
menu of subcategories. Select a subcategory and repeat this process until you see the desired page, and
then select the page to display it in the main window.

For example, the following illustration shows how to access the IPv6 Network Connectivity page: first, select
the main feature (System tab); then, the appropriate subcategory (Connectivity); and finally, the desired
page (IPv6).

System ~* Switching = Routing ~ Security ~ QoS ~
Al

Advanced Conflguration
Basic Conflguration @ il Ll l

Configuration Storage

Connectivity

0.0.4664592,
FArrmware

Logs |Pv Nelghbors

Management ACCEss DHCP Client Options

B o ecusrorrie

Navigation Menu View - System Tab Submenu

Each menu option (subcategory or page name) that you select is highlighted (the color changes to a lighter
shade of gray). When you select a page, the navigation menus and submenus are again hidden, and the
selected page appears in the main window.

. Ubiquiti Networks, Inc. 12
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In addition to the navigation menu, you can use the tabs at the top left of each page to quickly navigate
among related pages. For example, from the System Resource Configuration page, simply click the ARP Cache
or Resource Status tabs to display those pages without having to access the navigation menu, as shown in the
following illustration.

Page Selection Tabs

ARP Cache Resource Status

Resource Configuration

System Resource Configuration _"'_
Rising Threshold (%) o (0 to 100, 0 = Default, 0 = Disable)
Rising Threshold Interval (Seconds) i_g — " | (0 to 86400, 0 = Default, 0 = Disable) - Multiple of 5
Falling Threshold (%) 0 | (0 to 100, 0 = Default, 0 = Disable)
Falling Threshold Interval (Seconds) | o {0 to 86400, 0 = Default, 0 = Disahle) - Multiple of 5
Free Memory Threshold (Kbytes) [0 | {0 to 256392, 0 = Default, 0 = Disable)
| submit | | metresn | | cancer |

Page Selection Tabs on System Resource Configuration Page

Configuration and Status Fields

The main area of the screen displays fields that you use to configure the switch and monitor its status.
Configuration options allow you to input information using text input boxes, or make selections from drop-
down boxes, radio buttons, and check boxes. Status fields display read-only information related to the switch
and its configuration.

Status fields Drop-down box Radio buttons

Configuration Interface Summary Interface Configuration Loopback Configuration Statistics

Routing IP Interface Config

Interface [o/1 ]

Status —————  Down

Routing Mode (=) Disable () Enabie

Admin Mode () Disable (=) Enable

State ———Active

Link Speed Data Rate L1000

IP Address Configuration Method (®None () Manual () DHCP

DHCP Client |dentifier

IP Address (%.2.%.%)

-

Check box  Textinput field

Example of Configuration and Status Fields

A1 Ubiquiti Networks, Inc. 13
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Command Buttons

Many Ul pages also contain command buttons. These buttons, which typically appear at the bottom of a
page but can also appear in the configuration and status field area, are labeled with either text or icons. The
following table lists the common command buttons found throughout the Ul pages.

Common Command Buttons

Button Text'? Icon Function

Add = Adds a new entry to a table.

Clear - Removes all entries from a table, resets statistical counters to the default value, or clears all the statistics
counters and resets all switch summary and detailed statistics to default values.

Delete _ Removes the selected entry from the running configuration.

Download + Downloads data.

Edit & Changes an existing entry.

Generate % Generates a security certificate, key, etc.

Initialize [0) Resets the 802.1X state machine on the associated interface to the initialization state.

Logout - Ends the session.

Re-Authenticate <3 Forces the associated interface to restart the authentication process.

Refresh & | Refreshes the page with the most current information, or refreshes the DHCP lease.

Remove - Deletes the selected entries.

Reset o Resets a field to its default value.

Submit - Sends the updated configuration to the switch. Configuration changes take effect immediately, but
changes are not retained across a power cycle unless you save them to the system configuration file.
IMPORTANT: To retain changes across a power cycle (reboot), you must save the configuration to
non-volatile memory, by navigating to System > Configuration Storage > Save and clicking Save.

Upload 7 Uploads data.

" This is either the text label on a button, or the text that appears when hovering over a button labeled with an icon.
2 Button names may include additional text, such as: Add Vendor Option, Clear Entries, Remove Last Rule, etc.

Table Sorting

All tables on Ul pages can be sorted by columns. By default, the information in a table is sorted in ascending
order, using the leftmost column as primary sort. To change the default sort order, click the heading above
the column you want to sort the table by. Successive clicks on the heading toggle between ascending and
descending order.

For example, the following illustration shows the Event Log page in its default sort order (sorted by Log Index).
To sort the table entries (rows) by the Event Time field, simply click the Event Time heading.

Click to sort by Event Time
Event Log 2
Display | All 2| rows Showing 1 to 6 of 6 entries Filter.
Log Index s Type ¢ Filename ] Line ] Task ID ] Code ] Event Time s
‘ ERROR cnfgr_tally.c 185 02A61644 00000098 0d:00:01:00
2 EVENT Crashed! 0 03C00804 00000000 0d:00:01:25

Column Headings in Table

. Ubiquiti Networks, Inc. 14
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Table Filtering

This feature allows you to specify a filter that limits which rows are displayed in a table. This is useful to
reduce the contents of a long table to a specific set of items or even one particular item. To use this feature,
type a string of one or more characters into the Filter field at the upper-right corner of the table, as shown in
the following illustration. If any field of a table row contains a match for the filter string, that row is displayed
in the table. Matching is not case-sensitive.

Enter filter string here

Buffered Log [

Display | 10 3| rows Showing 1 to 10 of 111 entries Filkey:

<>

Log Index % Log Time < Severity < Component & Description

1 Jul 24 23:47:38 Infa USER_MGR HTTP Session 48 started for user ubnt connected from 10.0.2.200
2 Jul 24 23:34:58 Info USER_MGR HTTP Session 47 ended for user ubnt connected from 10.0.2.200
3 Jul 24 23:29:54 Info USER_MGCR HTTP Session 47 started for user ubnt connected from 10.0.2.200
4 Jul 24 23:24:03 Info USER_MGR HTTP Session 46 ended for user ubnt connected from 10.0.2.200
5 Jul 24 23:18:51 Infa USER_MCR HTTP Session 46 started for user ubnt connected from 10.0.2.200
6 Jul 24 23:16:52 Infa USER_MGR HTTP Session 45 ended for user ubnt connected from 10.0.2.200
7 Jul 24 23:04:52 Info USER_MGR HTTP Session 45 started for user ubnt connected from 10.0.2.200

Filtering the Contents of a Table

Help Page Access

The Help icon appears in the upper right corner of each Ul page (see the illustration “EdgeSwitch Ul Page
Layout” on page 11). Click the Help icon to open a new page with information on the various fields and
command buttons on the active page. Online help pages are context-sensitive — the help topic is specific to
the active page.

?
Help Icon

User-Defined Fields
User-defined fields can contain 1-159 characters, unless otherwise noted on the configuration Ul page.
All characters may be used except for the following (unless specifically noted in the feature’s Help page):

A1 Ubiquiti Networks, Inc. 15



™

EdgeSwitch™ Administration Guide Getting Started

Using the Command-Line Interface

The command-line interface (CLI) is a text-based way to manage and monitor the system. You can access the
CLI by using a direct serial connection or by using a remote logical connection with Telnet or SSH.

The CLI groups commands into modes according to the command function. Each of the command modes
supports specific software commands. The commands in one mode are not available until you switch to
that particular mode, with the exception of the User EXEC mode commands. You can execute the User EXEC
mode commands in the Privileged EXEC mode.

To display the commands available in the current mode, enter a question mark (?) at the command prompt.
To display the available command keywords or parameters, enter a question mark (?) after each word you
type at the command prompt. If there are no additional command keywords or parameters, or if additional
parameters are optional, the following message appears in the output:

<cr> Press Enter to execute the command

For more information about the CLI, see the EdgeSwitch CLI Command Reference Guide.

The EdgeSwitch CLI Command Reference lists each command available from the CLI by the command name
and provides a brief description of the command. Each command reference also contains the following
information:

* The command keywords and the required and optional parameters.
+ The command mode you must be in to access the command.
+ The default value, if any, of a configurable setting on the device.

Each show command in this document also includes a description of the information displayed by the
command.
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Chapter 2: Configuring Power over Ethernet

Use the PoE feature menu to display and configure the switch’s Power over Ethernet (PoE) settings. The PoE
tab contains links to the following features:

» “Configuring PoE” on page 17

Configuring PoE
This page displays information about the PoE settings on the switch’s interfaces and allows you to configure
those settings.

To access the Power Over Ethernet page, click PoE > PoE Configuration in the navigation menu.

PoE Configuration I
Power Over Ethernet [zl
Display | 10 #| rows Showing 1 ta 10 of 48 entries Filter:

O Interface s PoE Mode S PoE Dutput b Current 3+ Voltage B
] 0/1 54% auto off off Off

] 0/2 54V auto Off off off

] 0/3 54V auto Off Off Off

] 0/4 54V auto Off Off off

6] 0/5 54 auto 2.65W 51.02mA 52.11v
] 0/6 54V auto Off off Off

] 0/7 54V auto 2.27W 43.45mA 52.24V
L 0/8 54V auto off Off Off

] 0/9 54V auto 0.71W 13.67mA 52.24V
U 0/10 54V auto Off Off Off

23 4 5 Next |Last |
| Refresh |

Power Over Ethernet

Power Over Ethernet Fields

Field Description

Interface The interface (slot/port) for which PoE information is displayed.

PoE Mode The PoE mode on the interface:
» Off PoEis disabled for the interface.
+ 54V auto Standard PoE/PoE+ (802.3af/at) with auto-sensing is enabled for the interface.
» 24V passive Passive 24V PoE output is enabled for the interface.
Note: The 24V passive setting causes power to be output immediately with no auto-sensing. Before

applying the 24V passive setting, ensure that the connected device can accept passive 24V PoE power.

The following fields apply only to interfaces whose PoE mode is set to 54V auto:

PoE Output The interface’s current PoE output power in W
Current The interface’s current output current in mA
Voltage The interface’s current output voltage in V
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Use the buttons to perform the following tasks:

+ To edit an interface’s PoE settings, select the interface, click Edit, and make the changes as needed. Then,
click Submit to apply the settings.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Chapter 3: Configuring System Information

Use the features in the System feature menu to define the switch’s relationship to its environment. The
System folder contains links to the following features:

* “Viewing ARP Cache” on page 20

+ “Viewing Inventory Information” on page 21

u

+ “Viewing the Dual Image Status” on page 22
* “Viewing System Resources” on page 23

* “Defining General Device Information” on page 25

+ “Basic Switch Configuration” on page 52

+ “Managing Logs” on page 53

* “Configuring Email Alerts” on page 60

* “Viewing Device Port Information” on page 65

u

+ “Defining SNMP Parameters” on page 72
+ “Viewing System Statistics” on page 80

+ “Using System Utilities” on page 91

* “Managing SNMP Traps” on page 101

* “Managing the DHCP Server” on page 103

+ “Configuring Time Ranges” on page 110

* “Configuring DNS” on page 113

+ “Configuring SNTP Settings” on page 116
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Viewing ARP Cache

The ARP cache is a table maintained locally in each station on a network. ARP cache entries are learned by
examining the source information in the ARP packet payload fields, regardless of whether it is an ARP request
or response. Thus, when an ARP request is broadcast to all stations on a LAN segment or virtual LAN (VLAN),
every recipient has the opportunity to store the sender’s IP and MAC address in their respective ARP cache.
The ARP response, being unicast, is normally seen only by the requestor, who stores the sender information
in its ARP cache. Newer information always replaces existing content in the ARP cache.

The ARP cache can support 1,024 entries, although this size is user-configurable to any value less than 1,024.
When multiple network interfaces are supported by a device, as is typical of a router, either a single ARP
cache is used for all interfaces, or a separate cache is maintained per interface. While the latter approach is
useful when network addressing is not unique per interface, this is not the case for Ethernet MAC address
assignment so a single ARP cache is employed.

To display the system ARP cache, click System > Status > ARP Cache page in the navigation menu.

ARP Cache Resource Status Resource Configuration I
ARP Cache [zl
Display [ All | rows Showing 1 to 3 of 3 entries Filter:

MAC Address v IP Address s Intarface s

00:15:60:07:08:5A 10.0.2.1 o0/1

3C:15:C2:DB:DI:BO 10.0.2.200 0/l

D0:27:88:BE:97:02 10.0.2.112 0/1

| Retresh | | ClearEntries |
ARP Cache
ARP Cache Fields
Description

MAC Address Displays the physical (MAC) address of the system in the ARP cache.
IP Address Displays the IP address associated with the system’s MAC address.
Interface Displays the unit, slot, and port number being used for the connection. For non-stacking systems, only

the slot and port number is displayed.
For units that have a service port, the service port will be listed as Management in this field.

Use the buttons to perform the following tasks:
+ Click Refresh to reload the page and refresh the ARP cache view.

+ Click Clear Entries to clear all entries from the table. The table will be repopulated as new addresses are
learned.
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Viewing Inventory Information

Use the System Inventory Information page to display the switch’s Vital Product Data, which is stored in
non-volatile memory at the factory.

To display the inventory information, click System > Summary > Inventory page in the menu.

Dashboard Description Inventory MAC Address Table
System Inventory Information 1]
System Description EdgeSwitch 24-Port 250W, v1.0.0.4664592, Linux 3.6.5-f4a26ed5
Machine Type EdgeSwitch 24-Port 250W
Machine Model ES-24-250W
Serial Number 0418D63155F4
Burned In MAC Address 04:18:D6:31:59:F4
Software Version v1.0.0.4664552

| Refresh |

System Inventory Information

System Inventory Information Fields

Field Description

System Description The product name of this switch.

Machine Type The hardware platform of this switch.

Machine Model The product model number.

Serial Number The unique serial number used to identify this switch.

Burned In MAC Address The burned-in universally administered MAC address of this switch.

Software Version The release.version.maintenance number of the code currently running on the switch. For example, if
the release is 1, the version is 2 and the maintenance number is 4, the format is “1.2.4."

Click Refresh to refresh the page with the most current data from the switch.

. Ubiquiti Networks, Inc. 21



EdgeSwitch™ Administration Guide Configuring System Information

Viewing the Dual Image Status

The Dual Image feature allows the switch to have two EdgeSwitch software images in the permanent
storage. One image is the active image, and the second image is the backup. This feature reduces the system
down-time during upgrades and downgrades. You can use the Dual Image Status page to view information
about the system images on the device.

To display the Dual Image Status page, click System > Firmware > Status in the navigation menu.

Status Configuration and Upgrade Autoinstall
Dual Image Status 1]
Active Backup Current Active Next Active
1.0.0.4664592 1.0.0.4664592 1.0.0.4664582 1.0.0.4664532

Image Description

Active

Backup

| Roresh

Dual Image Status

Dual Image Status Fields
Active Displays the version of the active code file.
Backup Displays the version of the backup code file.
Current Active Displays the currently active image on this unit.
Next Active Displays the image to be used on the next restart of this unit.
Active Displays the description associated with the active code file.
Backup Displays the description associated with the backup code file.

Click Refresh to display the latest information from the switch.
For information about how to update or change system images, see “Using System Utilities” on page 91.
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Viewing System Resources

System Resource Status
Use the System Resource Status page to display the following memory information for the switch:

* Free memory
+ Allocated memory
+ CPU utilization by task
+ Total CPU utilization at the following intervals:
* Five seconds
* One minute
* Five minutes
To display the System Resource Status page, click System > Status > Resource Status in the navigation menu.

ARP Cache Resource Status Resource Configuration

System Resource Status ’

Memory Usage
Free Memory (Kbytes) 163404

Alloc Memory (Kbytes) 92988

CPU Utilization Report

|“ Refresh I

System Resource Status

System Resource Status Fields

Memory Usage section:
Free Memory Displays the available free memory on the switch.
Alloc Memory Displays the allocated memory for the switch.
Task ID Displays the ID of running tasks.
Task Name Displays the name of the running tasks.

CPU Utilization Report section:

5 Seconds The percentage amount of CPU utilization consumed by the corresponding task in the last 5 seconds.
60 Seconds The percentage amount of CPU utilization consumed by the corresponding task in the last 60 seconds.
300 Seconds The percentage amount of CPU utilization consumed by the corresponding task in the last

300 seconds.

Click Refresh to display the latest information from the switch.
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System Resource Configuration

To display the System Resource Configuration page, click System > Status > Resource Configuration in the
navigation menu.

ARP Cache Resource Status Resource Configuration I
System Resource Configuration _"'_
Rising Threshold (%) o {0 to 100, 0 = Default, O = Disahle)

Rising Threshold Interval (Seconds) |_0 — "~ | {0 to B5400, D = Default, 0 = Disable) - Multiple of 5
Falling Threshold (%) o | (0 to 100, 0 = Default, 0 = Disable)
Falling Threshold Interval {Seconds) [ o {0 to 86400, 0 = Default, 0 = Disahle) - Multiple of 5
Free Memory Threshold (Kbytes) | o | {0 to 256392, 0 = Default, 0 = Disable)

i_ Submit | : Refresh | | Cancel |

System Resource Configuration

System Resource Configuration Fields

Field Description

Rising Threshold The CPU rising utilization threshold in percentage. A 0 (zero) percent threshold indicates that the CPU
Utilization Notification feature is disabled.

Rising Threshold Interval The CPU rising threshold interval in seconds. The time interval is configured in multiples of 5. A time
interval of 0 (zero) seconds indicates that the CPU Utilization Notification feature is disabled.

Falling Threshold The CPU falling utilization threshold in percentage. Configuration of this field is optional. If configured,
the falling threshold value must be equal to or less than the rising threshold value. If not configured, it
takes the same value as the rising threshold.

Falling Threshold Interval The CPU falling threshold interval in seconds. Configuration of this field is optional. If configured, the
falling interval value must be equal to or less than the rising interval value. If not configured, it takes
the same value as the rising interval. The time interval is configured in multiples of 5.

Free Memory Threshold The CPU free memory threshold in kilobytes. A 0 (zero) threshold value indicates that the CPU Free
Memory Notification feature is disabled.

Use the buttons to perform the following tasks:
+ Click Submit to apply the settings immediately to the running configuration.
 Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Defining General Device Information

The System menu'’s Configuration and Summary submenus contains links to pages that allow you to
configure device parameters, such as the following features:

!

+ “System Description” on page 26

!

+ “IP Address Conflict Detection” on page 27

u

* “Network Connectivity” on page 27
+ “Network Port IPv6 Neighbors” on page 30

!

+ “"DHCP Client Options” on page 31

!

« “HTTP Configuration” on page 31

!

+ “Secure HTTP Configuration” on page 32

u

+ “SSH Configuration” on page 33

!

+ “Telnet Session Configuration” on page 34

!

» “User Accounts” on page 35

!

+ “Authentication Server Users” on page 37

!

* "Logged in Sessions” on page 39

u

+ "User Domain Name” on page 39

!

+ “Accounting List” on page 40

!

+ “"Accounting Selection” on page 41

!

+ “Authentication List Configuration” on page 42

!

+ “Authentication Selection” on page 44

u

+ “Line Password Configuration” on page 44

u

+ “Enable Password Configuration” on page 45

!

+ "Password Rules” on page 46

!

+ "Last Password Result” on page 48

!

- “Denial of Service Configuration” on page 49

u“

« “CLI Banner Configuration” on page 51
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System Description

After a successful login, the System Description page displays. Use this page to configure and view general
device information.

To display the System Description page, click System > Summary > Description in the navigation menu.

Dashboard Description Inventory MAC Address Table

System Description 2
System Description EdgeSwitch 24-Port 250W, v1.0.0.4664592, Linux 3.6.5-f4a26ed5
System Name UBNT EdgeSwitch {0 to 255 alphanumeric characters)
System Location | {0 to 255 alphanumeric characters)

L — ————————
System Contact j | (D to 255 alphanumeric characters)
IP Address 10.0.2.145
System Up Time 0 days, 5 hours, 14 mins, 17 secs
Current SNTP Synchronized Time Jul 18 21:34:21 201UTC

| submit | | Refresh | | cancel

System Description

System Description Fields

Field Description

System Description The product name of this switch.

System Name Enter the name you want to use to identify this switch. You may use up to 31 alphanumeric characters.
This field is blank by default.

System Location Enter the location of this switch. You may use up to 31 alphanumeric characters. This field is blank by
default.

System Contact Enter the contact person for this switch. You may use up to 31 alphanumeric characters. This field is
blank by default.

IP Address The IP Address assigned to the network interface. The network interface is the logical interface that

allows remote management of the device via any of the front-panel switch ports. To change the IP
address, see “Network Connectivity” on page 27.

System Up Time Displays the number of days, hours, and minutes since the last system restart.

Current SNTP Synchronized Displays currently synchronized SNTP time in UTC. If no SNTP server has been configured and the time
Time is not synchronized, this field displays “Not Synchronized.” To specify an SNTP server, see “Configuring
SNTP Settings” on page 116.

Defining System Information
1. Open the System Description page.
2. Define the following fields: System Name, System Contact, and System Location.
3. Scroll to the bottom of the page and click Submit.
The system parameters are applied, and the device is updated.

Click Refresh to refresh the page with the most current data from the switch. Click Cancel to exit the page.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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IP Address Conflict Detection

Use the IP Address Conflict Detection page to run the IP Address Conflict Detection tool, which detects IP
address conflicts for IPv4 addresses. When a conflict is detected, the switch updates the status on the page,
generates an SNMP trap, and logs a message noting the conflict.

To display the IP Address Conflict Detection page, click System > Utilities > IP Address Conflict in the
navigation menu.

System Reset Ping Fing IPvG TraceRoute TraceRoute IPvG IP Address Conflict Transfer
IP Address Conflict Detection izl
Status
IP Address Conflict Currently Exists False
History

Last Conflicting IP Address
Last Conflicting MAC Address

Time Since Conflict Detected

Reesh | | RunDetoction | | Cloar History

IP Address Conflict Detection

IP Address Conflict Detection Fields

Field Description

IP Address Conflict Currently Shows whether a conflicting IP address has been detected since status was last reset.
Exists » False No conflict detected (the subsequent fields on this page are displayed as N/A).
+ True Conflict was detected (the subsequent fields on this page show the relevant information).

Last Conflicting IP Address The IP address of the interface that was last found to be in conflict. If multiple conflicts were detected,
only the most recent occurrence is displayed. This field displays only if a conflict has been detected
since the switch was last reset.

Last Conflicting MAC Address  The MAC address of the remote host associated with the IP address that was last found to be in
conflict. If multiple conflicts are detected, only the most recent occurrence is displayed. This field is
displayed only if a conflict has been detected since the switch was last reset.

Time Since Conflict Detected The time elapsed (displayed in days, hours, minutes, and seconds) since the last address conflict was
detected (provided Clear History has not yet been clicked). This field is displayed only if a conflict has
been detected since the switch was last reset.

Use the buttons to perform the following tasks:
+ To run the tool and check for possible address conflicts, click Run Detection.
« To reset the last IP address conflict detection status information seen by the switch, click Clear History.
+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Network Connectivity

The network interface is the logical interface used for in-band connectivity with the switch via any of the
switch's front panel ports. The configuration parameters associated with the switch’s network interface do
not affect the configuration of the front panel ports through which traffic is switched or routed.

The IPv4 Network Connectivity and IPv6 Network Connectivity pages allow you to change the IPv4 and IPv6
information using the EdgeSwitch Ul. To access the pages, click System > Connectivity > IPv4 or IPv6 in the
navigation menu.
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1Pv4 IPvG IPvG Neighbors DHCP Client Options I
IPv4 Network Connectivity L2
Network Configuration Protocol (INone ()Bootp (®)DHCP |° |
DHCP Client Identifier &
IP Address 10.0.2.145 {xo.K)
Subnet Mask 285 BES 25E () {.x)
Default Gateway 10.0.21 {xx)
MAC Address Type @ Burned In | :'Locaily Administered
Burned In MAC Address 04:18:06:31:59:F4
Locally Administered MAC Address 00:00:00:00:00:00 (oo xocxx)(bit format of the first byte shall be "xxxxxx107)
Management VLAN ID [4 | 1to 4003)
| submit | | mefresh | | cancel |

IPv4 Network Connectivity

IPv4 Network Connectivity Fields

Field Description

Network Configuration Specifies what the switch should do following power-up. The factory default is None. Options are as
Protocol follows:

+ None Do not send any requests following power-up.

+ Bootp Transmit a Bootp request.

* DHCP Transmit a DHCP request.

Click | ¢ to refresh the DHCP lease.

DHCP Client Identifier The DHCP Client Identifier (Option 61) is used by DHCP clients to specify their unique identifier. DHCP
servers use this value to index their database of address bindings. This value must be unique for all
clients in an administrative domain. The Client Identifier string is displayed beside the check box if
DHCP is enabled on the port on which the Client Identifier option is selected (the Ul page must be
refreshed after this change is made).

IP Address The IP address of the network interface. The factory default value is 0.0.0.0.

Note: Each part of the IP address must start with a number other than zero. For example, IP addresses
001.100.192.6 and 192.001.10.3 are not valid.

Subnet Mask The IP subnet mask for the interface. The factory default value is 0.0.0.0.

Default Gateway The default gateway for the IP interface. The factory default value is 0.0.0.0.

MAC Address Type Specifies whether to use the burned-in or the locally administered MAC address for in-band
connectivity. The factory default is Burned In.

Burned-In MAC Address This read-only field displays the MAC address that is burned-in to the network card at the factory. This
MAC address is used for in-band connectivity if you choose not to configure a locally administered
address.

Locally Administered MAC Specifies a locally administered MAC address for in-band connectivity instead of using the burned-in

Address universally administered MAC address. In addition to entering an address in this field, you must also

set the MAC address type to locally administered. Enter the address as twelve hexadecimal digits (6
bytes) with a colon between each byte. Bit 1 of byte 0 must be set to a 1 and bit 0 to a 0; i.e., byte 0
must have a value between x'40" and x'7F.

Management VLAN ID Specifies the management VLAN ID of the switch. It may be configured to any value from 7 to
4093. The management VLAN is used for management of the switch. This field is configurable for
administrative users and read-only for other users.
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1Pv4 IPvE IPvG Neighbors DHCP Client Options
IPv6 Network Connectivity L2
IPvE Mode (O pisable (=) Enable
Network Configuration Protocol (®)None () DHCP
IPvE Stateless Address AutoCenfig Mode {_;_)Disab!e { :'Eﬂab!e

DHCPwv6 Client DUID

IPvE Gateway | I & |
Static IPv6 Addresses -~ | + | Dynamic IPvb Addresses Default IPv6 Routers
Table is Empty fe80:616:d6ff:fe31:5574/64 Table is Empty
| submit | | Refresh | | cancel |

IPv6 Network Connectivity

IPv6 Network Connectivity Fields

Field Description

IPv6 Mode Enables or disables IPv6 mode.

Network Configuration Specifies whether the device should attempt to acquire network information from a DHCPV6 server.
Protocol The factory default is None, which disables the DHCPv6 client on the network interface.

IPv6 Stateless Address Sets the IPv6 stateless address autoconfiguration mode on the network interface.

AutoConfig Mode + Enabled The network interface can acquire an IPv6 address through IPv6 Neighbor Discovery

Protocol (NDP) and the use of Router Advertisement messages.
+ Disabled The network interface will not use the native IPv6 address autoconfiguration features to
acquire an IPv6 address.

DHCPv6 Client DUID The client identifier used by DHCPv6 Client when sending messages to the DHCPv6 Server. Displayed
only if IPv6 Network Configuration Protocol is set to DHCP.

IPv6 Gateway The default gateway for the IPv6 network interface. Use the buttons to perform the following:

# | Click this button to change the field’s setting.
o | Click this button to reset the field to the default value.

Static IPv6 Addresses The configured static IPv6 addresses. Use the buttons to perform the following:

+  Click this button to add an IPv6 address by configuring the New IPv6 Address and EUI Flag fields in
the Add IPv6 Address dialog box.

- Toremove an IPv6 address, select it and then click this button. To remove all IPv6 addresses, click
this button in the heading row.

New IPv6 Address Specifies the IPv6 address being added.
EUI Flag Sets the EUI flag while configuring a new IPv6 address when selected. The default is option not
selected.
Dynamic IPv6 Addresses The configured dynamic IPv6 addresses.
Default IPv6 Routers The default IPv6 Router address(es).

Use the buttons to perform the following tasks:

« If you change any of the network connectivity parameters, click Submit to apply the settings immediately
to the running configuration.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Network Port IPv6 Neighbors

When IPv6 is enabled on the service port, and a ping is initiated to a neighbor, the neighbor is added to the
cache (if successful). The Network Port IPv6 Neighbors page displays data on these ports.

To access this page, click System > Connectivity > IPv6 Neighbors.

IPvd IPVG IPv6 Neighbors DHCP Client Options I
Network Port IPv6 Neighbors 2]
Display [ All #| rows Showing 0 to 0 of O entries Filter:

IPv6 Address e+ MAC Address b Type s Is Router s Meighbor State - Last Updated v
Table is Empty
Refrash | Add

Network Port IPv6 Neighbors

Network Port IPv6 Neighbors Fields

Field Description

IPv6 Address The IPv6 address of a neighbor device that has been reachable on the local link through the network
interface.

MAC Address The MAC address of the neighboring device.

Type The type of the neighbor entry, which is one of the following:

+ Static The neighbor entry is manually configured.

+ Dynamic The neighbor entry is dynamically resolved.
+ Local The neighbor entry is a local entry.

+ Other The neighbor entry is an unknown entry.

Is Router Indicates whether the neighbor is a router. The possible values are:
+ True The neighbor device is a router.
- False The neighbor device is not a router.

Neighbor State Specifies the state of the neighbor cache entry. Following are the states for dynamic entries in the IPv6
neighbor discovery cache:

» Reachable The neighbor is reachable through the network interface.

« Stale The neighbor is not known to be reachable, and the system will begin the process to reach
the neighbor.

« Delay The neighbor is not known to be reachable, and upper-layer protocols are attempting to
provide reachability information.

« Probe The neighbor is not known to be reachable, and the device is attempting to probe for this
neighbor.

+ Unknown The reachability status cannot be determined.

Last Updated The amount of time that has passed since the neighbor entry was last updated.

Use the buttons to perform the following tasks:

+ To add a network port static IPv6 neighbor entry, click Add, configure the settings, and click Submit to
apply the changes.

+ To remove entries, select each entry to remove, click Remove, and confirm the removal.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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DHCP Client Options

Use the DHCP Client Options page to configure DHCP client settings on the system. To access the DHCP Client
Options page, click System > Connectivity > DHCP Client Options in the navigation menu.

IPvd IPVG IPvG Neighbors DHCP Client Options
DHCP Client Options Lzl
DHCP Vendor Class 1D Mode @Disab!e ! | Enable
DHCP Vendor Class 1D String {0 to 128 characters)
| submit | | Refresh | | cancel [
DHCP Client Options

DHCP Client Options Fields

Description

DHCP Vendor Class ID Mode The VCl administrative mode (Enable or Disable). When enabled, the DHCP client includes the text
configured as the DHCP Vendor Class ID String in DHCP requests.

DHCP Vendor Class ID String The text string added to DHCP requests as Option-60; i.e., Vendor Class Identifier option.

Use the buttons to perform the following tasks:
« Click Submit to apply the settings immediately to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

HTTP Configuration

Use the HTTP Configuration page to configure the HTTP server settings on the system. To access the HTTP
Configuration page, click System > Management Access > HTTP in the navigation menu.

System Telnet Serial CLI Banner HTTP HTTPS SSH I
HTTP Configuration Lzl
HTTP Admin Mode (pisable (%) Enable
HTTP Session Soft Time Out (Minutes) 5 | (1to60)

HTTP Session Hard Time Out (Hours) | 24 (1to 168)
| =3f
Maximum Number of HTTP Sessions ; 5 i (0 to3)
| Submit | | Refresh | | cancel |
HTTP Configuration

HTTP Configuration Fields

Description

HTTP Admin Mode Used to Enable (default) or Disable the HTTP administrative mode. If this field is set to Disable, access to
the Ul is limited to secure HTTP, which is disabled by default.

HTTP Session Soft Timeout Specifies the inactivity timeout value for HTTP sessions, in the range of 7 to 60 minutes (0 corresponds
to an infinite timeout). The default value is 5 minutes.
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HTTP Configuration Fields (Continued)

Description
HTTP Session Hard Timeout Specifies the hard timeout value for HTTP sessions in the range of 7 to 168 hours (0 corresponds to an
infinite timeout). The default is 24 hours. This timeout is unaffected by the activity level of the session.
Maximum Number of HTTP Specifies the maximum allowable number of HTTP sessions, in the range of 0 to 76 sessions. The
Sessions default value is 76.

Use the buttons to perform the following tasks:
+ Click Submit to apply the settings immediately to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Secure HTTP Configuration

Use the Secure HTTP Configuration page to view and modify the Secure HTTP (HTTPS) settings on the device.
HTTPS increases the security of web-based management by encrypting communication between the
administrative system and the device.

To access this page, click System > Management Access > HTTPS in the navigation menu.

System Telnet Serial CLI Banner HTTP HTTPS SSH I
Secure HTTP Configuration 2
HTTPS Admin Maode (s¥Disable (_)Enable
TLS Version 1 () Disable (®) Enabie
SSL Version 3 () Disable (%) Enable
HTTPS Port ia (1025 to 65535, 443 = Default)

HTTPS Session Soft Time Out (Minutes) 5 ] 1to60)
1 |
HTTPS Session Hard Time Out (Hours) '.24 = -| (1to 168)
Maximum Number of HTTPS Sessions [F 4 B | 0o
Certificate Status | Absent | ! . : : # !
| Submit | | Aefresh | | cancel [

Secure HTTP Configuration

Secure HTTP Configuration Fields

Field Description

HTTPS Admin Mode Used to Enable or Disable the HTTPS administrative mode. When this mode is enabled, the device can
be accessed through a web browser using the HTTPS protocol.

TLS Version 1 Used to Enable or Disable Transport Layer Security Version 1.0. When enabled, communication between
the web browser on the administrative system and the web server on the device is sent through TLS 1.0.

SSL Version 3 Used to Enable or Disable Secure Sockets Layer Version 3.0. When enabled, communication between the
administrative system’s web browser and the device’s web server is sent through SSL 3.0. SSL must be
administratively disabled while downloading an SSL certificate file from a remote server to the device.

HTTPS Port The TCP port number that HTTPS uses.

HTTPS Session Soft Time Out ~ The maximum time in minutes that a user logged into an HTTPS session can be inactive before being
(Minutes) automatically logged out of the HTTPS session.

HTTPS Session Hard Time Out ~ The maximum time in hours that a user connected to the device via an HTTPS session can be inactive
(Hours) before being automatically logged out, regardless of the amount of HTTPS activity that occurs.
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Secure HTTP Configuration Fields (Continued)

Field Description

Maximum Number of HTTPS ~ The maximum number of HTTPS sessions that can be connected to the device simultaneously.
Sessions

Certificate Status The status of the SSL certificate generation process.
+ Present The certificate has been generated and is present on the device
+ Absent Certificate is not available on the device
+ Generation In Progress An SSL certificate is currently being generated.

Use the buttons next to this field to perform the following:

+ | Click this button to download an SSL certificate file from a remote system to the device. Note
that to download SSL certificate files, SSL must be administratively disabled.

« | Click this button to generate an SSL certificate to use for secure communication between the
web browser and the embedded web server on the device.

- | Click this button to delete an SSL certificate (button available only if an SSL certificate is present
on the device).

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

SSH Configuration

Use the SSH Configuration page to view and modify the Secure Shell (SSH) server settings on the device.
SSH is a network protocol that enables access to the CLI management interface by using an SSH client

on a remote administrative system. SSH is a more secure access method than Telnet because it encrypts
communication between the administrative system and the device. This page also allows you to download
or generate SSH host keys for secure CLI-based management.

To access the page, click System > Management Access > SSH in the navigation menu.

System Telnet Serial CLI Banner HTTP HTTPS SSH I
SSH Configuration [zl
$5H Admin Mode (*) Disable () Enable
SSH Version 1 o~
SSH Varsion 2 o~
55H Connections Currently in Use o
Maximum number of SSH Sessions Allowed 2 | oo

L —— i
S5H Session Timeout (minutes) .5 | (110 160)
RSA Key Status | At I 2 || !
DSA Key Status Absent | : || & :
|
| ‘submit | | msfresn | | canca
SSH Configuration
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SSH Configuration Fields

Field Description

SSH Admin Mode Used to Enable or Disable the SSH server administrative mode. When this mode is enabled, the device
can be accessed by using an SSH client on a remote system.

SSH Version 1 Select this option to enable the device’s SSH server to accept connections from SSH clients using
SSH-1 protocol. Clear this option to disable connections from clients using SSH-1 protocol.

SSH Version 2 Select this option to enable the device’s SSH server to accept connections from SSH clients using
SSH-2 protocol. Clear this option to disable connections from clients using SSH-2 protocol.

SSH Connections Currently The number of active SSH sessions between remote SSH clients and the SSH server on the device.

in Use

Maximum number of SSH The maximum number of SSH sessions that may be connected to the device simultaneously.

Sessions Allowed

SSH Session Timeout The SSH session inactivity timeout value. A connected user that does not exhibit any SSH activity for

(minutes) this amount of time is automatically disconnected from the device.

RSA Key Status The status of the SSH-1 Rivest-Shamir-Adleman (RSA) key file or SSH-2 RSA key file (PEM Encoded) on

the device, which might be Present, Absent, or Generation in Progress. Use the buttons as follows:

+ | Click to download an SSH-1 RSA or SSH-2 RSA key file from a remote system. In the Download
Certificate dialog box, select the file type to download, browse to the file location on the remote
system, select the file, and click Begin Transfer. The Status field provides information about the file
transfer.

= Click to manually generate an RSA key on the device.
- | Click to delete an RSA key downloaded to the device or manually generated on the device.

DSA Key Status The status of the SSH-2 Digital Signature Algorithm (DSA) key file (PEM Encoded) on the device, which
might be Present, Absent, or Generation in Progress. Use the buttons as follows:

» | Click to download an SSH-2 DSA key file from a remote system. In the Download Certificate dialog
box, select the file type to download, browse to the file location on the remote system, select the
file, and click Begin Transfer. The Status field provides information about the file transfer.

# | Click to manually generate a DSA key on the device.
- | Click to delete a DSA key downloaded to the device or manually generated on the device.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Telnet Session Configuration

Telnet is a terminal emulation TCP/IP protocol. ASCIl terminals can be virtually connected to the local device
through a TCP/IP protocol network. Telnet is an alternative to a local login terminal where a remote login is
required. The switch supports up to five simultaneous Telnet sessions. All CLI commands can be used over a
Telnet session.

The Telnet Session Configuration page lets you control inbound Telnet settings on the switch. Inbound Telnet
sessions originate on a remote system and allow a user on that system to connect to the switch CLI. To
display the Telnet Session Configuration page, click System > Management Access > Telnet in the navigation
menu.
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System Telnet Serial CLI Banner HTTP HTTPS SSH I
Telnet Session Configuration L2
Admin Mode (O pisable =) Enable
Session Timeout (Minutes) | s _. (1to 160)

Maximum Number of Sessions 4— (0 to 4)
" |
Allow New Sessions =
[ eubmit | [ Bewesh | | cance

Telnet Session Configuration

Telnet Session Configuration Fields

Field Description

Admin Mode Used to Enable or Disable the Telnet administrative mode. When enabled, the device may be accessed
through the Telnet port (23). Disabling this mode value disconnects all existing Telnet connections
and shuts down the Telnet port in the device.

Session Timeout (Minutes) Specifies how many minutes (from 7 to 760) a Telnet session can be inactive before it is logged off. The
factory default is 5.
Note: When you change the timeout value, it is immediately applied to all active and inactive sessions.
Any sessions that have been idle longer than the new timeout value are disconnected immediately.

Maximum Number of Sessions ~ Specifies the maximum number of Telnet sessions that can be connected simultaneously. The
maximum is 4, which is also the factory default.

Allow New Sessions Select this option to permit new Telnet sessions until the maximum number allowed is reached.
Clear this option to disable new Telnet sessions (but existing sessions are not disconnected).

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

User Accounts

By default, the switch contains one user account with read/write privileges. This account’s default user name
is ubnt and its password is ubnt; both user name and password are case-sensitive.

If you log on to the switch with the default read/write account (ubnt), you can use the User Accounts page
to assign passwords and set security parameters for that account. You can also add up to five additional
accounts (either read-only or read/write). You can delete all accounts except for the default account.

—— Note: Only a user with read/write privileges may alter data on this screen.

To access the User Accounts page, click System > Users > Accounts in the navigation menu.
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Accounts Auth Server Users Sessions User Demain Name

Configuration L2
Display | All 2 | rows Showing 1 to 1 of 1 entries Filter:

] User Name + Access Level ] Lockout Status b Password Override - Password Expiration =

O ubnit Read Write False Disable

Refresh | | Add
User Accounts

User Accounts Fields

Field Description
User Name The unique ID or name identifying the user account.
Access Level Indicates the access or privilege level for this user. The options are:

» Read Write The user can view and modify the configuration.
+ Read Only The user can view the configuration but cannot modify any fields.
+ Suspended The user exists but is not permitted to log on to the device.

Lockout Status Displays a user’s current lockout status (True or False). A user is locked out of the system after failing to
supply the correct password within the maximum allowed number of logins defined by the Lockout
Attempts field on the Password Rules page. A locked-out user cannot log in again until an administrator
resets the account using the Unlock User Account field (see table “Add New User and Edit Existing
User Dialog Box Fields” on page 36).

Password Override Identifies the password override complexity status for this user.
+ Enable The system does not check the strength of the password.
» Disable When configuring a password, it is checked against the Strength Check rules configured
for passwords.

Password Expiration Indicates the current expiration date (if any) of the password.

The User Accounts page also provides the capability to add, edit, and remove user accounts:

+ To add a user, click Add. The Add new user dialog box opens; specify the new account information in the
available fields, and click Submit to create the new account.

+ To edit an existing user, select the user’s check box or click the row to select the account and click Edit.
The Edit existing user dialog box opens; modify the account information as needed, and click Submit to
apply the changes.

« To remove one or more user accounts, select one or more table entries, click Remove, and click OK to
delete the selected entries.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
The following table describes the fields in the Add new user and Edit existing user dialog boxes.

Add New User and Edit Existing User Dialog Box Fields

Field Description

User Name The unique name for the account. Configurable only from the Add new user dialog box. Valid user
names can contain up to 32 alphanumeric characters, plus “-” (hyphen) and ‘_’ (underscore), and are
not case-sensitive.

Password Enter the optional new or changed password for the account. The password characters are not
displayed on the page, but are disguised in a browser-specific manner. Passwords must be from 8 to
64 characters in length, and are case-sensitive.

Confirm Enter the password again, to confirm that you entered it correctly. The password characters are not
displayed on the page, but are disguised in a browser-specific manner.
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Add New User and Edit Existing User Dialog Box Fields (Continued)

Field Description

Access Level Indicates the access or privilege level for this user. The options are:
+ Read Write The user can view and modify the configuration.
Read Only The user can view the configuration but cannot modify any fields.
» Suspended The user exists but is not permitted to log on to the device.

Lockout Status (Edit existing user dialog box only) Displays a user’s current lockout status (True if user is locked out of
the system after failing to log in successfully within the configured number of login attempts).

Unlock User Account (Edit existing user dialog box only) Select this option to unlock a user account that has been locked out
(Lockout Status is True).

Password Override Identifies the password override complexity status for this user.
Enable The system does not check the strength of the password.
Disable When configuring a password, it is checked against the Strength Check rules configured
for passwords.

Password Strength Indicates the date when the user’s password will expire. This is determined by the date the password
was created and the number of days specified in the Aging setting on the Password Rules page.

Encrypted password Select this option to encrypt the password before it is stored on the device.

Authentication Server Users

Use the Auth Server Users page to add and remove users from the local authentication server user database.
For some security features, such as IEEE 802.1X port-based authentication, you can configure the device to
use the locally stored list of usernames and passwords to provide authentication to users instead of using an
external authentication server.

Note: The preconfigured users, admin and guest, are assigned to a pre-configured list named
defaultList, which you cannot delete. All newly created users are also assigned to the defaultList until
you specifically assign them to a different list.

You can create a text file that contains a list of IAS users to add to the database and then download the file to
the switch. The following script is an example of an IAS user text file that contains three users:

configure

aaa ias-user username client-1

password my-passwordl

exit

aaa ias-user username client-2

password aa5c6c251fe374d5e306c62496c3bcf6 encrypted
exit

aaa ias-user username client-3

password 1f3ccbl157

exit

After the download completes, client-1, client-2, and client-3 are added to the IAS database. The password
for client-2 is encrypted.

When 802.1X authentication is enabled on the ports and the authentication method is LOCAL, port access is
allowed only to users in this database that provide the correct name and password.

To access the Auth Server Users page, click System > Users > Auth Server Users in the navigation menu.
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Accounts Auth Server Users Sessions User Demain Name
Auth Server Users lezl
Display | All 2 | rows Showing 0 to 0 of 0 entries Filter:
User Name <

Table is Empty

| Refresh | | Add | | Clear Al Users |

Auth Server Users

The Auth Server Users page lists the users (User Name field) in the authentication server user database.
The following table describes the fields in the Add new user and Edit existing user dialog boxes.

Add New User and Edit Existing User Fields

User Name A unique name used to identify the user account. Configurable only from the Add new user dialog box.

Password Required Select this option to indicate that the user must enter a password to be authenticated. If this option is
cleared, the user is required only to enter a valid user name.

Password Specify the password to associate with the user name (if required).

Confirm Re-enter the password to confirm the entry.

Encrypted Select this option to encrypt the password before it is stored on the device.

Use the buttons to perform the following tasks:

+ To add a user to the local authentication server database, click Add, configure the settings, and click
Submit to apply the changes.

+ To change the password information for an existing user, select the user to update, click Edit, configure
the settings, and click Submit to apply the changes.

» To delete a user from the database, select each user to delete, click Remove, and confirm the deletion.
» To remove all users from the database, click Clear All Users.
+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

When you add a new user or edit an existing user, a pop-up window opens to allow you to configure the user
information. The following table describes the configurable fields in these pop-up windows.

Auth Server Users Configuration Fields

Field Description

User Name A unique name used to identify this user account. You configure the User Name when you add a
new user.

Password Required Select this option to indicate that the user must enter a password to be authenticated. If this option is
clear, the user is required only to enter a valid user name.

Password Specify the password to associate with the user name (if required).

Confirm Re-enter the password to confirm the entry.

Encrypted Select this option to encrypt the password before it is stored on the device.
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Logged in Sessions

The Logged In Sessions page identifies the users that are logged in to the management interface of the
device. The page also provides information about their connections.

To access the page, click System > Users > Sessions in the navigation menu.

Accounts Auth Server Users Sessions User Domain Name I
Logged In Sessions ?
Display [ All | rows Showing 1 to 1 of 1 entries Filter:

D e+ User Name e+ Connection From e Idle Time - Session Time v Session Type B
8 ubnt 10.0.2.200 00:00:00 00:11:12 HTTP
| metresh |

Logged In Sessions

Logged In Sessions Fields

ID The unique ID of the session.
User Name The name that identifies the user account.
Connection From Identifies the administrative system that is the source of the connection. For remote connections, this

field shows the IP address of the administrative system.
Idle Time Shows the amount of time in hours, minutes, and seconds that the logged-on user has been inactive.
Session Time Shows the amount of time in hours, minutes, and seconds since the user logged onto the system.
Session Type Shows the type of session, which can be Telnet, Serial, SSH, HTTP, or HTTPS.

Click Refresh to update the information on the screen.

User Domain Name

Use this page to configure the domain name to send to the authentication server, along with the user name
and password, to authenticate a user attempting to access the device management interface. Domain name
authentication is supported when user authentication is performed by a RADIUS server or TACACS+ server.

To access the User Domain Name page, click System > Users > User Domain Name in the navigation menu.

Accounts Auth Server Users Sessions User Domain Name
User Domain Name |2
User Domain Mame Mode @ Disable | | Enable
Domain Name P — = (0 to 64 characters)| f. ”Cl
| Submit | | Refresh | | Cancel

User Domain Name
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User Domain Name Fields

Field Description

User Domain Name Mode Used to Enable or Disable the administrative mode of domain name authentication on the device.
When enabled, the domain name is included when the user name and password are sent to the
authentication server. The domain name can be specified either by the user in the User Name field on
the login screen in a domain-name\username format, or it can be specified by the Domain Name field.

Domain Name The domain name sent to the authentication server if the user does not provide one in the User Name
field during logon. When only the username is provided, the device sends the username as domain-
name\username, where domain-name is the string configured in this field. Use the buttons as follows:

# | To configure the Domain Name field, click this button and specify the desired string.
o To reset the field to the default value, click this button and confirm the action.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
 Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Accounting List

Use the Accounting List page to view and configure the accounting lists for users who access the command-
line interface (CLI) to manage and monitor the device. Accounting lists are used to record user activity on the
device. The device is preconfigured with accounting lists. These are default lists, and they cannot be deleted.
Additionally, the List Name and Accounting Type settings for the default lists cannot be changed.

To access the Accounting List page, click System > AAA > Accounting List in the navigation menu.

Authorization Selection Accounting List

Authorization List

Authentication Selection

Authentication List

Accounting List Configuration il
Display | All 2 | rows Showing 1 to 2 of 2 entries Filter:

Accounting Type v List Name v Record Type s Method Options =+ List Type s Access Ling s s
O dfitCmdList Commands StopQnly TACACS Default o
L dfltExecList Exec StartStop TACACS Default 0

Accounting List

Accounting List Fields

Field Description

Accounting Type The type of accounting list, which is one of the following:
+ Commands Each CLI command executed by the user, along with the time the command was
executed, is recorded and sent to an external AAA server.
» EXEC User login and logout times are recorded and sent to an external AAA server.

List Name The name of the accounting list. This field can be configured only when adding a new accounting list.

Record Type Indicates when to record and send information about the user activity:

+ StartStop Accounting notifications are sent at the beginning and end of an exec session or
user-executed command. User activity does not wait for the accounting notification to be
recorded at the AAA server.

» StopOnly Accounting notifications are sent at the end of an exec session or user-executed command.

Method Options The method(s) used to record user activity. The possible methods are as follows:
+ TACACS+ Accounting notifications are sent to the configured TACACS+ server.
+ RADIUS Accounting notifications are sent to the configured RADIUS server.
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Accounting List Fields (Continued)

Field Description

List Type The type of accounting list, which is one of the following:
+ Default The listis preconfigured on the system. This type of list cannot be deleted, and only the
Method Options and Record Type settings are configurable.
» Configured The list has been added by a user.

Access Line The access method(s) that use the list for accounting user activity. The settings for this field are
configured on the Accounting Selection page.

Accounting Methods - This section of the Add New Accounting List dialog box contains the fields that you use to configure the
accounting methods for the accounting list.

Available Methods The accounting methods that can be used for the accounting list. Select the method in the Available
Methods field and click » to move it to the Selected Methods field.

Selected Methods The accounting methods currently configured for the list. If this field lists multiple methods, the methods are
applied in the order listed - if the switch fails to send accounting notifications using the first method, it tries
again using the second method, and so on. To remove a method from the list, select it and click €.

Use the buttons to perform the following tasks:

+ To configure a new accounting list, click Add, configure the settings in the Add New Accounting List dialog
box, and then click Submit to apply the new settings to the switch.

+ To edit a list, select the list’s entry, click Edit, configure the settings in the Edit Accounting List dialog box,
and then click Submit to apply the settings to the switch. The available settings depend on the list type.

+ To remove a non-default accounting list, click the entry’s |- button and confirm the action.

+ To reset the Method Options for a default accounting list to the factory default values, click the entry’s
¢ button and confirm the action.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Accounting Selection

Use this page to associate an accounting list with each access method. For each access method, the following
two accounting lists are associated:

+ Exec — The accounting list to record user login and logout times.

« Commands - The accounting list to record which actions a user takes on the system, such as page views
or configuration changes. This list also records the time when the action occurred. For Terminal access
methods, this list records the CLI commands a user executes and when each command is issued.

To access the Accounting Selection page, click System > AAA > Accounting Selection in the navigation menu.

Authentication List Authentication Selection Authorization List Authorization Selection Accounting List Accounting Selection
Accounting List Configuration 2
Console Exec |W| Commands ld_ﬂtTE_”

Telnet Exec |@| Commands I@|

SSH Exec [ dfitExecList ¢ | Commands | dfitCmdList |

HTTP Exec [ dfitExectist ¢ | Commands | dfitCmdList % |

HTTPS Exec |Ffm| Commands Im'l
| Submit ! i_Refr; [ Cancel

Accounting Selection
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Accounting Selection Fields
Field Description
Terminal — The access methods in this section are CLI-based.

Telnet The Exec accounting list and the Commands accounting list to apply to users who access the CLI using
a Telnet session.

SSH The Exec accounting list and the Commands accounting list to apply to users who access the CLI using
a secure shell (SSH) session.

Hypertext Transfer Protocol - The access methods in this section are through a web browser.

HTTP The Exec accounting list and the Commands accounting list to apply to users who access the
web-based management interface using HTTP.

HTTPS The Exec accounting list and the Commands accounting list to apply to users who access the
web-based management interface using secure HTTP.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Authentication List Configuration

Use the Authentication List Configuration page to view and configure the authentication lists used for
management access and port-based (IEEE 802.1X) access to the system. An authentication list specifies
which authentication method(s) to use to validate the credentials of a user who attempts to access the
device. Several authentication lists are preconfigured on the system. These are default lists, and they cannot
be deleted. Additionally, the List Name and Access Type settings for the default lists cannot be changed.

To access the Authentication List Configuration page, click System > AAA > Authentication List in the
navigation menu.

Authentication List Authentication Selection Authorization List Authorization Selection Accounting List

Authentication List Configuration 2|
Display |£| rows Showing 1 to 7 of 7 entries Filter: [— -

List Name e Access Type ] Method Options - List Type e Access Line . -
U defaultList Login Local Default Console | o i
0 networkList Login Local Default I‘.:l |
(] enableList Enable Enable,Mone Default Console, Telnet,55H | o I
0 enableNetlist Enable Enable,Deny Default C.l_ |
O hittpList HTTP Local Default HTTP |_’~'J |
| httpsList HTTPS Local Default HTTPS .;:, |
O dotLxList Dot lx Default Dotlx [

| Rotrosh | | Add |

Authentication List Configuration
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The following table shows the fields for the Authentication List Configuration page.

Authentication List Configuration Fields

Field Description

List Name The name of the authentication list. This field can be configured only when adding a new
authentication list.

Access Type How the user accesses the system. This field can be configured only when a new authentication list is
added, and only the Login and Enable access types can be selected. The access types are as follows:

+ Login User EXEC-level management access to the command-line interface (CLI) using a Telnet
or SSH session. Access at this level has a limited number of CLI commands available to view or
configure the system.

+ Enable Privileged EXEC-level management access to the CLI using a Telnet or SSH session. In
Privileged EXEC mode, read-write users have access to all CLI commands.

+ HTTP Management-level access to the web-based user interface using HTTP.

+ HTTPS Management-level access to the web-based user interface using secure HTTP.

+ Dot1x Port-based access to the network through a switch port that is controlled by IEEE 802.1X.

Method Options The method(s) used to authenticate a user who attempts to access the management interface or
network. The possible methods are as follows:

+ Enable Uses the locally configured Enable password to verify the user’s credentials.

+ Local Usesthe ID and password in the Local User database to verify the user’s credentials.

+ RADIUS Sends the user’s ID and password to the configured RADIUS server to verify the user’s
credentials.

+ TACACS+ Sends the user’s ID and password to the configured TACACS+ server to verify the user’s
credentials.

+ None No authentication is used.

« IAS Uses the local Internal Authentication Server (IAS) database for 802.1X port-based
authentication.

List Type The type of list, which is one of the following:
+ Default The listis preconfigured on the system. This type of list cannot be deleted, and only the
Method Options are configurable.
+ Configured The list has been added by a user.

Access Line The access method(s) that use the list for authentication. The settings for this field are configured on
the Authentication Selection page.

Authentication Methods - This section of the Add New Authentication List dialog box contains the fields that you use to configure the
authentication methods for the authentication list.

Available Methods The authentication methods that can be used for the authentication list.

To set the authentication method, select the method from the Available Methods field and click [ ® to
move it to the Selected Methods field.

Selected Methods The authentication methods currently configured for the list. If this field lists multiple methods, the
methods are applied in the order listed - if user authentication fails using the first method, the device
tries again using the second method, and so on. If the current method is None, no authentication is
performed (user is granted unconditional access); therefore, None must be the last method in the list.

To remove a method from the list, select it and click € to return it to the Available Methods field.

Use the buttons to perform the following tasks:

+ To configure a new authentication list, click Add, configure the settings in the Add New Authentication List
dialog box, and click Submit to apply the settings to the switch.

+ To edit a list, select the list’s entry, click Edit, configure the settings in the Edit Authentication List dialog
box, and click Submit to apply the settings to the switch. Available settings depend on the list type.

« To remove a non-default authentication list, click the entry’s || button and confirm the action.

+ To reset the Method Options for a default authentication list to the factory default values, click the entry’s
¢ button and confirm the action.

+ Click Refresh to update the information on the screen.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

To create a new authentication list, see “Authentication Server Users” on page 37. To assign users to a
specific authentication list, see “User Accounts” on page 35. To configure the 802.1X port security users,
see “RADIUS Settings” on page 218.
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Authentication Selection

Use the Authentication Selection page to associate an authentication list with each CLI-based access method
(Telnet and SSH). Each access method has the following two authentication lists associated with it:

+ Login - The authentication list to use for User EXEC-level management access to the CLI. Access at this
level has a limited number of CLI commands available to view or configure the system. The available
options include the default Login authentication lists as well as any user-configured Login lists.

« Enable - The authentication list to use for Privileged EXEC-level management access to the CLI. In
Privileged EXEC mode, read-write users have access to all CLI commands. The options available in this
menu include the default Enable authentication lists as well as any user-configured Enable lists.

To access this page, click System > AAA > Authentication Selection in the navigation menu.

Authentication List Authentication Selection Authorization List Authorization Selection Accounting List
Authentication List Configuration izl
Console Login I_d;FaT.JEst Ll Enable | enableList + |
Telnet Login | defaultlist : | Enable | enablelist 3 |
SSH Login | defaultlist | Enable | enableList :]
|5ubml1:|mh'uh||l:ancnll
Authentication Selection

The following table shows the fields for the Authentication Selection page.

Authentication Selection Fields

Description

Console The Login authentication list and the Enable authentication list to apply to users who attempt to
access the CLI using a connection to the console port.

Telnet The Login authentication list and the Enable authentication list to apply to users who attempt to
access the CLI using a Telnet session.

SSH The Login authentication list and the Enable authentication list to apply to users who attempt to
access the CLI using a secure shell (SSH) session.

Use the command buttons to perform the following tasks:
+ Click Submit to update the switch with the values on the screen.
+ Click Refresh to update the information on the screen.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Line Password Configuration
Use the Line Password page to configure line mode passwords.
To display the page, click System > Passwords > Line Password in the navigation menu.
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Line Password Enable Password Password Rules Last Password Reset Passwords

Line Password Configuration L2

Passwords must be from 8 1o 64 characters in length.

Line Mode Password [ Confirm Password
|_| Consale i
[l Telnet /
) ssH /
| submit | | metresh | | cancel |

Line Password Configuration

Line Password Configuration Fields

Field Description
Line Mode Any or all of the following passwords may be changed on this page by checking the adjacent box:
+ Console
+ Telnet
+ SSH
Password (8-64 characters) Enter the new password for the corresponding Line Mode in this field. Be sure the password conforms

to the allowed number of characters. The password characters are not displayed on the page, but are
disguised in a browser-specific manner.

Confirm Password (8-64 Re-enter the new password for the corresponding Line Mode in this field. This must be the same

characters) value entered in the Line Password field. Be sure the password conforms to the allowed number of
characters. The password characters are not displayed on the page, but are disguised in a browser-
specific manner.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Enable Password Configuration
Use the Enable Password Configuration page to configure the enable password.
To display the page, click System > Passwords > Enable Password in the navigation menu.

Line Password Enable Password Password Rules Last Password Reset Passwords
Enable Password Configuration el
Enable Password | (8 to 64 characters)

Confirm Enable Password {8 to 64 characters})

el [y [

Enable Password Configuration
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Enable Password Configuration Fields

Description

Enable Password Specify the password all users must enter after executing the enable command at the CLI prompt. The
password characters are not displayed on the page, but are disguised in a browser-specific manner.

Confirm Enable Password Enter the password again to confirm it. The password characters are not displayed on the page, but
are disguised in a browser-specific manner.

Use the buttons to perform the following tasks:
« If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Password Rules
Use the Password Rules page to configure settings that apply to all user passwords.
To display the page, click System > Passwords > Password Rules in the navigation menu.

Line Password Enable Password Password Rules Last Password Reset Passwords I
Password Rules _"'_
Minimum Length 8 (D to 64)

Aging (Days) [ | {1 to 365, 0 = Default, 0 = Disable)
Histary o (0 to 10)
Lockout Attempts E o |(0to5,0= Default, 0 = Disable)
Strength Check (=) Disable () Enabie
Minimum Number of Uppercase Letters o {0 to 16, 2 = Default, 0 = Disable)
Minimum Number of Lowercase Letters 2 (D to 16, 2 = Default, 0 = Disable)
Minimum Number of Numeric Characters 2 (0 to 16, 2 = Default, 0 = Disable)
Minimum Number of Special Characters 2 (D to 16, 2 = Default, 0 = Disable)
Maximum Number of Repeated Characters o (O to 15, 0 = Default, 0 = Disable)
Maximum Number of Consecutive Characters o (0 to 15, 0 = Default, 0 = Disable)
Minimum Character Classes 4 (O to 4, 4 = Default, 0 = Disable)
Exciude Keyword Name o I __+ | -— %
Table is Empty
!_Suhm_!! [ Anfresh . | Cancel |
L 0oy Ui Uil et e
Password Rules
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Password Rules Fields

Field Description

Minimum Length

Aging (days)
History

Lockout Attempts

Strength Check

Minimum Number of
Uppercase Letters

Minimum Number of
Lowercase Letters

Minimum Number of Numeric
Characters

Minimum Number of Special
Characters

Maximum Number of
Repeated Characters

Maximum Number of
Consecutive Characters

Minimum Character Classes

Exclude Keyword Name

Specifies the minimum number of characters required for a valid password.

The number of days that a user password is valid from the time the password is set. Once a password
expires, the user is required to enter a new password at the next login.

The number of previous passwords that are retained to prevent password reuse. This helps to ensure
that a user does not attempt to reuse the same password too often.

The number of local authentication attempts that are allowed to fail before the user account is
automatically locked (the account remains locked until the lockout is reset by the administrator on the
user account page).

Used to Enable or Disable the password strength checking feature. Enabling this feature forces the user
to configure passwords that satisfy the strong password requirements defined by the following fields.

Specifies the minimum number of uppercase letters a password must include.

Specifies the minimum number of lowercase letters a password must include.

Specifies the minimum number of numbers a password must include.

The minimum number of special characters (non-alphanumeric, such as @, #, &) that a valid password
must contain.

The maximum number of characters of any type that can repeat in a valid password. Repetition means
the same character occurring in succession anywhere in the password, such as 71, %%%, or EEEE.

Specifies the maximum number of characters belonging to a sequence that are allowed to occur in a
valid password. Consecutive characters are defined as a sequential pattern of case-sensitive alphabetic
or numeric characters, such as 2345, def, or YZ.

Specifies the minimum number of character classes that a valid password must contain. There are four
character classes: uppercase, lowercase, numeric, and special characters. This field allows you to define
strength checking criteria for all four classes, but require passwords to meet only some of them. The
number of character classes that must be met is specified by this value.

The list of keywords that a valid password must not contain. Excluded keyword checking is case-
insensitive. Additionally, a password cannot contain the backwards version of an excluded keyword.
For example, if pass is an excluded keyword, passwords such as 23passA2c, ssapword, and PAsSwoRD
are prohibited. Use the buttons to perform the following tasks:

+ | Click this button to add a keyword to the list. Type the word to exclude in the Exclude Keyword
Name field, and click Submit.

- | Click this button next to a keyword to remove the keyword from the list, and confirm the action.
To remove all keywords from the list, click the button in the header row and confirm the action.

Use the buttons to perform the following tasks:

+ If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Last Password Result

Use the Last Password Result page to view information about the last attempt to set a user password. If the
password set was unsuccessful, a reason for the failure is given.

To display the page, click System > Password > Last Password Result in the navigation menu.

Line Password Enable Password Password Rules Last Password Reset Passwords

Last Password Result Lzl
[ o There s currently no Last Passwaord Result, ]
Last Result
Strength Check Disabled

| Refresh |

! |

Last Password Result

Last Password Result Fields

Description

Last Result Displays information about the last (User/Line/Enable) password configuration result. If the field
is blank, no passwords have been configured on the device. Otherwise, the field shows that the
password was successfully set or provides information about the type of password configuration that
failed and why it could not be set.

Strength Check Displays Enabled if Strength Check is applied in last password change, otherwise it displays Disabled.

Click Refresh to refresh the page with the most current data from the switch.
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Denial of Service Configuration

Use the Denial of Service Configuration page to configure Denial of Service (DoS) control. The EdgeSwitch
software provides support for classifying and blocking specific types of DoS attacks. You can configure your
system to monitor and block the types of attacks listed in the table below.

To access the Denial of Service Configuration page, click System > Advanced Configuration > Protection >
Denial of Service in the navigation menu.

Denial of Service

Denial of Service Configuration izl

TCP Sertings

First Fragment .
TCP Port (]
UDP Port L]
SIP=DIP {458
SMAC=DMAC L]
TCP FIN and URG and PSH (|
TCP Flag and Sequence e
TCP SYN W
TCP SYN and FIN 21

TCP Fragment O

TCP Offset (&

Min TCP Hdr Size | 20 | (0 to 255)

ICMP Settings I
ICMP &

Max ICMPv4 Size | o | (0 to 16376)

ICMPV6 &

Max ICMPVE Size | 512 | (0 to 16376)

ICMP Fragment =

|9‘ubmi1||mfmh||t:anonl|
|

Denial of Service Configuration

Denial of Service Configuration Fields

Field Description

TCP Settings — These options help prevent the device and the network from attacks that exploit the TCP header size or the information
in the TCP or UDP headers of packets that the device receives.

First Fragment When selected, this option allows the device to drop packets that have a TCP header smaller than the
value configured in the Min TCP Hdr Size field.

TCP Port When selected, this option allows the device to drop packets that have the TCP source port equal to
the TCP destination port.

UDP Port When selected, this option allows the device to drop packets that have the UDP source port equal to
the UDP destination port.

SIP=DIP When selected, this option allows the device to drop packets that have a source IP address equal to
the destination IP address.
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Denial of Service Configuration Fields (Continued)

Field Description

SMAC=DMAC When selected, this option allows the device to drop packets that have a source MAC address equal to
the destination MAC address.

TCP FIN and URG and PSH When selected, this option allows the device to drop packets that have TCP Flags FIN, URG, and PSH
set and a TCP Sequence Number equal to 0.

TCP Flag and Sequence When selected, this option allows the device to drop packets that have TCP control flags set to 0 and
the TCP sequence number set to 0.

TCPSYN When selected, this option allows the device to drop packets that have TCP Flags SYN set.

TCP SYN and FIN When selected, this option allows the device to drop packets that have TCP Flags SYN and FIN set.

TCP Fragment When selected, this option allows the device to drop packets that have a TCP payload where the IP
payload length minus the IP header size is less than the minimum allowed TCP header size.

TCP Offset When selected, this option allows the device to drop packets that have a TCP header Offset set to 1.

Min TCP Hdr Size The minimum TCP header size allowed. If First Fragment DoS prevention is enabled, the device will

drop packets that have a TCP header smaller than this configured value.

ICMP Settings — These options help prevent the device and the network from attacks that involve issues with the ICMP echo request
packets (pings) that the device receives.

ICMP Enable this option to allow the device to drop ICMP packets that have a type set to ECHO_REQ (ping)
and a payload size greater than the ICMP payload size configured in the Max ICMPv4 Size field.

Max ICMPv4 Size The maximum allowed ICMPv4 packet size. If ICMP DoS prevention is enabled, the device will drop
ICMPv4 ping packets that have a size greater then this configured maximum ICMPv4 packet size.

ICMPv6 Enable this option to allow the device to drop ICMP packets that have a type set to ECHO_REQ (ping)
and a payload size greater than the ICMP payload size configured in the Max ICMPvé6 Size field.

Max ICMPv6 Size The maximum allowed IPv6 ICMP packet size. If ICMP DoS prevention is enabled, the switch will drop
IPv6 ICMP ping packets that have a size greater than this configured maximum ICMPv6 packet size.

ICMP Fragment Enable this option to allow the device to drop fragmented ICMP packets.

Use the buttons to perform the following tasks:
+ If you change any of the DoS settings, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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CLI Banner Configuration

Use the CLI Banner Configuration page to configure a message that appears before the user prompt as a
Pre-login banner. The message configured shows up on Telnet, SSH, and Console connections.

To access the CLI Banner Configuration page, click System > Management Access > CLI Banner in the
navigation menu.

System Telnet Serial CLI Banner HTTP HTTPS S5H I

CLI Banner Configuration ?

CLI Banner Message

(Max 2000 characters)

[ submit | | Refresn |_cau_r| | canosl |
CLI Banner Configuration

CLI Banner Configuration Fields

Description

CLI Banner Message Text area for creating, viewing, or updating the CLI banner message. To create the CLI banner message,
type the desired message in the text area. If you reach the end of the line, the text wraps to the next
line. The line might not wrap at the same location in the CLI. To create a line break (carriage return) in
the message, press Enter on the keyboard. The line break in the text area will be at the same location
in the banner message when viewed through the CLI.

Use the buttons to perform the following tasks:
« If you make changes to the page, click Submit to apply the changes to the running configuration.

+ Click Clear to clear the CLI banner message from the device. After you click Clear, you must confirm the
action. You can also clear the CLI banner by deleting the text in the CLI Banner Message field and clicking
Submit.

 Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Basic Switch Configuration

The forwarding database maintains a list of MAC addresses after having received a packet from this MAC
address. The transparent bridging function uses the forwarding database entries to determine how to
forward a received frame.

Switch Configuration

Use the Switch Configuration page to set the amount of time to keep a learned MAC address entry in the
forwarding database, or to enable or disable flow control mode on the switch.

The forwarding database contains both static entries that are never aged out, and dynamically learned
entries that are removed if they are not updated within a specified time interval. The Switch Configuration
page allows you to specify this time interval for learned entries.

IEEE 802.3x flow control works by pausing a port when the port becomes oversubscribed. It also allows a
port to drop all traffic for small bursts of time during the congestion condition. This can lead to high-priority
and/or network control traffic loss. When enabled, flow control allows lower speed or congested switches to
communicate with higher-speed switches by sending a PAUSE frame to request that the higher-speed switch
refrain from sending packets. Transmissions are temporarily halted to prevent buffer overflows.

To access the Switch Configuration page, click System > Basic Configuration > Switch in the navigation menu.

_
Switch Configuration [zl
802.3x Flow Control Mode {=)Disable (_)Enable
MAC Address Aging Interval (Seconds) 200 (10 to 1000000)

| Submit | | Pefresh | | Cancel |

Switch Configuration

Switch Configuration Fields

Description

802.3x Flow Control Mode Used to Enable or Disable 802.3x flow control on the switch:
Disable The switch does not send PAUSE frames if the port buffers become full.
Enable The switch can send PAUSE frames to a peer device if the port buffers become full.

MAC Address Aging Interval Used to specify the number of seconds a dynamic address should remain in the MAC address table
after it has been learned.

Note: IEEE 802.1D recommends a default of 300 seconds, which is the factory default.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Managing Logs

The switch may generate messages in response to events, faults, or errors occurring on the platform as well
as changes in configuration or other occurrences. These messages are stored both locally on the platform
and forwarded to one or more centralized points of collection for monitoring purposes as well as long term
archival storage. Local and remote configuration of the logging capability includes filtering of messages
logged or forwarded based on severity and generating component.

The in-memory log stores messages in memory based upon the settings for message component and
severity. On stackable systems, this log exists only on the management unit. Other platforms in the
stack forward their messages to the management unit log. Access to in-memory logs on other than the
management unit is not supported.

Log Configuration

The Log Configuration page allows administrators with the appropriate privilege level to configure the
administrative mode and various settings for logging features on the switch.

To access the Log Configuration page, click System > Logs > Configuration in the navigation menu.

Buffered Log Event Log Persistent Log Hosts Configuration Source Interface Configuration Statistics
Log Configuration [zl

Buffered Log Configuration

Admin Mode O Disable @ Enable
Behavior ®)Wrap () 5top on Full
Command Logger Configuration

Admin Mode (=) Disable (_)Enable

Console Log Configuration

Admin Mode () pisable (=) Enable

Severity Filter | Error & |

Admin Mode (®) Disable () Enable

Severity Filter |Ale1't7:_|

Admin Mode @Disab!e '\:."Errab!e

Local UDP Port |T| (1 to 65535)
|3ubmi!||ﬂﬂm_ah| |Canool|

Log Configuration
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Log Configuration Fields

Field Description

Buffered Log Configuration section:
Admin Mode Used to Enable or Disable logging to the buffered (RAM) log file.

Behavior Specify what the device should do when the buffered log is full. It can either overwrite the oldest
messages (Wrap) or stop writing new messages to the buffer (Stop on Full).

Command Logger Configuration section:

Admin Mode Used to Enable or Disable logging of the command-line interface (CLI) commands issued on the device.
Console Log Configuration section:

Admin Mode Used to Enable or Disable logging to any serial device attached to the host.

Severity Filter Select the severity of the messages to be logged. All messages at and above the selected threshold are
logged to the console. The severity can be one of the following:
+ Emergency (0) The device is unusable.
+ Alert (1) Action must be taken immediately.
+ Critical (2) The device is experiencing primary system failures.
» Error (3) The device is experiencing non-urgent failures.
+ Warning (4) The device is experiencing conditions that could lead to system errors if no action is
taken.
» Notice (5) The device is experiencing normal but significant conditions.
» Info (6) The device is providing non-critical information.
+ Debug (7) The device is providing debug-level information.

Persistent Log Configuration section:

Admin Mode Used to Enable or Disable logging to the persistent log. These messages are not deleted when the
device reboots.

Severity Filter Select the severity of the messages to be logged. All messages at and above the selected threshold
are logged to the console. See the previous severity filter description for more information about each
severity level.

Syslog Configuration section:

Admin Mode Used to Enable or Disable logging to configured syslog hosts. When the syslog admin mode is disabled
the device does not relay logs to syslog hosts, and no messages will be sent to any collector/relay.
When the syslog admin mode is enabled, messages will be sent to configured collectors/relays using
the values configured for each collector/relay.

Local UDP Port The UDP port on the local host from which syslog messages are sent.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
 Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

A1 Ubiquiti Networks, Inc. 54



™

EdgeSwitch™ Administration Guide Configuring System Information

Buffered Log

The log messages the device generates in response to events, faults, errors, and configuration changes are
stored locally on the device in the RAM (cache). This collection of log files is called the RAM log or buffered
log. When the buffered log file reaches the configured maximum size, the oldest message is deleted from the
RAM when a new message is added. If the system restarts, all messages are cleared.

To access the Buffered Log page, click System > Logs > Buffered Log in the navigation menu.

Buffered Log Event Log Persistent Log Hosts Configuration Source Interface Configuration Statistics
Buffered Log ¥
Dispiay | 10 2 | rows Showing 1 to 10 of 111 entries Filter
Log Index 3 Log Time e Severity b Component < Description =
1 Jul 24 23:47:38 Info USER_MGR HTTP Session 48 started for user ubnt connected from 10.0.2.200
2 Jul 24 23:34:58 Info USER_MGR HTTP Session 47 ended for user ubnt connected from 10.0.2.200
3 Jul 24 23:29:54 Infa USER_MCR HTTP Session 47 started for user ubnt connected from 10.0.2.200
4 Jul 24 23:24:03 Info USER_MCR HTTP Session 46 ended for user ubnt connected from 10.0.2.200
5 Jul 24 23:18:51 Info USER_MGR HTTP Session 46 started for user ubnt connected from 10.0.2.200
& Jul 24 23:16:52 Info USER_MGR HTTP Session 45 ended for user ubnt connected from 10.0.2.200
7 Jul 24 23:04:52 Info USER_MGR HTTP Session 45 started for user ubnt connected from 10.0.2.200
B Jul 24 23:04:37 Info USER_MGR HTTP Session 44 ended for user ubnt connected from 10.0.2.200
9 Jul 24 22:59:34 Info USER_MGR HTTP Session 44 started for user ubnt connected from 10.0.2.200
10 Jul 24 22:55:09 Info USER_MGR. HTTP Session 43 ended for user ubnt connected from 10.0.2.200
2 3 4| 5| Next | Last
Refresh Clear Log
Buffered Log
Buffered Log Fields
Field Description
Log Index The position of the entry within the buffered log file. The most recent log message has a Log Index
value of 1.
Log Time The time the entry was added to the log.
Severity The severity level associated with the log entry. The severity can be one of the following:

+ Emergency (0) The device is unusable.

+ Alert (1) Action must be taken immediately.

« Critical (2) The device is experiencing primary system failures.

+ Error (3) The device is experiencing non-urgent failures.

+ Warning (4) The device is experiencing conditions that could lead to system errors if no action is
taken.

+ Notice (5) The device is experiencing normal but significant conditions.

+ Info (6) The device is providing non-critical information.

+ Debug (7) The device is providing debug-level information.

Component The component that issued the log entry.

Description The text description for the log entry.

Use the buttons to perform the following tasks:

+ Click Clear Log to clear the buffered log messages and reset the counters. The buffered log will be
repopulated with new entries as they occur on the system.

+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Event Log

Use the Event Log page to display the event log, which is used to hold error messages for catastrophic events.
After the event is logged and the updated log is saved in flash memory, the switch will be reset. The log

can hold at least 2,000 entries (the actual number depends on the platform and OS), and is erased when an
attempt is made to add an entry after it is full. The event log is preserved across system resets.

To access the Event Log page, click System > Logs > Event Log in the navigation menu.

Buffered Log Event Log Persistent Log Hosts Configuration Source Interface Configuration Statistics I
Event Log 2
Display [ All #| rows Showing 1 to 6 of 6 entries Filter:

Log Index £ Type v Filename s Line ] Task ID 5 Code & Event Time B
1 ERROR cnfgr_tally.c 155 02AB1644 00000098 0d:00:01:00
2 EVENT Crashed! o D3CO0B04 00000000 0d:00:01:25
] EVENT usmdb_sim.c 3612 047A885C Q0000000 0d:00:02:38
4 EVENT usmdb_sim.c 3612 D483FCHC 00000000 0d:00:15:02
5 ERROR cnfgr_tally.c 155 02C30644 00000098 0d:00:01:00
6 EVENT Crashed! 4] 02D8680C 00000000 0d:00:01:09
Aefresh |

Event Log
Event Log Fields
Log Index A display row index number used to identify the event log entry, with the most recent entry listed first
(lowest number).
Type The incident category that indicates the cause of the log entry: EVENT, ERROR, etc.
Filename The EdgeSwitch source code filename identifying the code that detected the event.
Line The line number within the source file of the code that detected the event.
Task ID A system identifier of the task that was running when the event occurred. This value is assigned by,
and is specific to, the operating system.
Code An event-specific code value that is passed to the log handler by the source code file reporting the event.
Event Time A time stamp (days, hours, minutes, and seconds) indicating when the event occurred, measured from

the time the device was last reset. The only correlation between any two entries in the event log is the
relative amount of time after a system reset that the event occurred.

Click Refresh to update the screen and associated messages.
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Logging Hosts
Use the Logging Hosts page to configure remote logging hosts to which the switch can send logs.

To access the Logging Hosts page, click System > Logs > Hosts in the navigation menu. The Logging Hosts
page is shown below.

Buffered Log Event Log Persistent Log Hosts Configuration Source Interface Configuration Statistics
Logging Hosts ?
Display [ All 3| rows Showing 0 to 0 of 0 entries Filter:
Host e+ Status s Port ] Severity Filter B

Table is Empty

| Refresh | | Add

Logging Hosts

Logging Hosts Fields

‘

Field

Host (IP Address/Host Name) The IP address or DNS-resolvable host name of the remote host to receive log messages. This field is
not configurable when you click Edit.

Status Indicates whether the host has been configured to be actively logging or not.

Port The UDP port on the logging host to which syslog messages will be sent. The default port is 574.
Specify the port in the text field.

Severity Filter Use the menu to select the severity level threshold for log messages. Logs with a severity level at or
above the configured level are forwarded to the host. For example, if you select Error, the logged
messages include Error, Critical, Alert, and Emergency. The default severity level is Alert (1). The
severity can be one of the following levels:

+ Emergency (0) The highest warning level. If the device is down or not functioning properly, an
emergency log is saved to the device.

+ Alert (1) The second highest warning level. An alert log is saved if there is a serious device
malfunction, such as all device features being down.

«+ Critical (2) The third highest warning level. A critical log is saved if a critical device malfunction
occurs, for example, two device ports are not functioning, while the rest of the device ports remain
functional.

« Error (3) Adevice error has occurred, such as if a port is offline.

+ Warning (4) The lowest level of a device warning.

- Notice (5) Provides the network administrators with device information.

+ Info (6) Provides device information.

+ Debug (7) Provides detailed information about the log. Debugging should only be entered by qualified
support personnel.

Use the buttons to perform the following tasks:

+ To add a logging host, click Add. In the Add Host dialog box, fill in the IP Address/Host Name, Port, and
Severity Filterfields, and click Submit to apply the changes to the switch’s running configuration.

+ To change information for an existing logging host, select the entry and click Edit. In the Edit Host dialog
box, edit the Port and Severity Filterfields, and click Submit to apply the changes. You cannot edit the IP
Address/Host Name field.

+ To delete a configured logging host from the list, select the check box associated with each entry to
delete, click Remove, and confirm the deletion.

+ Click Refresh to update the screen and associated messages.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Syslog Source Interface Configuration

Use this page to specify the physical or logical interface to use as the logging (Syslog) client source interface.
When an IP address is configured on the source interface, this address is used for all Syslog communications
between the local logging client and the remote Syslog server. The IP address of the designated source
interface is used in the IP header of Syslog management protocol packets. This allows security devices, such
as firewalls, to identify all source packets coming from a specific device.

To access the Syslog Source Interface Configuration page, click System > Logs > Source Interface
Configuration in the navigation menu.

Buffered Log Event Log Persistent Log Hosts Configuration Source Interface Configuration Statistics
Syslog Source Interface Configuration ?
Type @None |_JInterface ':'Loopback (_JVLAN () Tunnel
Interface Unconfigured =
Loopback Interface Unconfigured
VLAN ID Unconfigured
Tunnel 1D Unconfigured

| submit | | Refresn Cancel |

Syslog Source Interface Configuration

Syslog Source Interface Configuration Fields

Field Description

Type The type of interface to use as the source interface:
» None The primary IP address of the originating (outbound) interface is used as the source
address.
+ Interface The primary IP address of a physical port is used as the source address.
* VLAN The primary IP address of a VLAN routing interface is used as the source address.
» Tunnel The primary IP address of a tunnel interface is used as the source address.

Interface When the selected Type is Interface, select the physical port to use as the source interface.

VLAN ID When the selected Type is VLAN, select the VLAN to use as the source interface. The menu contains
only the VLAN IDs for VLAN routing interfaces.

Tunnel ID When the selected Type is Tunnel, select the tunnel interface to use as the source interface.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.
 Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Persistent Log
Use the Persistent Log page to view the persistent log messages.
To access the Persistent Log page, click System > Log > Persistent Log in the navigation menu.

Buffered Log Event Log Persistent Log Hosts Configuration Source Interface Configuration Statistics
Persistent Log 2
Display | All = | rows Showing 0 to 0 of 0 entries Filter:

4k

Log Index £ Log Time < Severity o Component % Description

Table is Empty

‘

Persistent Log
Persistent Log Fields
Log Index The position of the entry within the buffered log file. The most recent log message always has a Log
Index value of 1.
Log Time The time the entry was added to the log.
Severity The severity level associated with the log entry. The severity can be one of the following:

+ Emergency (0) The device is unusable.

» Alert (1) Action must be taken immediately.

» Critical (2) The device is experiencing primary system failures.

» Error (3) The device is experiencing non-urgent failures.

» Warning (4) The device is experiencing conditions that could lead to system errors if no action is
taken.

+ Notice (5) The device is experiencing normal but significant conditions.

+ Info (6) The device is providing non-critical information.

+ Debug (7) The device is providing debug-level information.

Component The component that has issued the log entry.

Description The text description for the log entry.

Click Refresh to update the screen and associated messages.
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Configuring Email Alerts

With the email alerting feature, log messages can be sent to one or more email addresses. You must
configure information about the network Simple Mail Transport Protocol (SMTP) server for email to be
successfully sent from the switch.

The pages available from the Email Alerting folder allow you to configure information about what type of
log message are sent via email and to what address(es) the messages are emailed.

Email Alert Global Configuration

Use the Email Alert Global Configuration page to configure the common settings for log messages emailed
by the switch. To access the page, click System > Advanced Configuration > Email Alerts > Global in the
navigation menu.

Global Test Server Statistics Subject Address I
Email Alert Global Configuration Lzl
Admin Mode @ Disable | | Enable
From Address admin@edgeswitch {0 to 255 characters)

Log Duration (Minutes) | 2 (30 to 1440)
Urgent Messages Severity | Alert =7
Non Urgent Messages Severity | Warning )|
Traps Severity [ Info <
Submit Refresh | | Cancel |

Email Alert Global Configuration

Email Alert Global Configuration Fields

Field Description

Admin Mode The administrative mode of the feature:
« Enable The device can send email alerts to the configured SMTP server.
+ Disable The device will not send email alerts.

From Address Specifies the email address of the sender (the switch).

Log Duration This duration in minutes specifies how often to send the noncritical messages to the SMTP Server. For
example, if set to 30, the noncritical messages are sent every 30 minutes.

Urgent Messages Severity Configures the urgent severity level(s) for log messages (urgent log messages are sent immediately).
Select a severity level to define that level and all higher levels as urgent. Severity levels are (from highest
to lowest severity):

+ Emergency Indicates system is unusable (highest severity)
+ Alert Indicates action must be taken immediately

+ Critical Indicates critical conditions

+ Error Indicates error conditions

+ Warning Indicates warning conditions

+ Notice Indicates normal but significant conditions

+ Info Indicates informational messages

+ Debug Indicates debug-level messages (lowest severity)

Non Urgent Messages Severity  Configures the nonurgent severity level(s) for log messages (nonurgent log messages are collected and
sent in a digest form at the time interval specified by the Log Duration field). Select a severity level to
define that level, and all levels up to but not including the lowest urgent level, as nonurgent. Messages
below the severity level you specify are not sent via email.

See the Urgent Messages Severity field description for information about the severity levels.

Traps Severity Configures the severity level for trap log messages. See the Urgent Messages Severity field description
for information about the severity levels.
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Use the buttons to perform the following tasks:

+ If you make changes to the page, click Submit to apply the changes to the running configuration.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
After configuring all email alert settings, click Test to send a test message to the configured address(es).

Email Alert Server Configuration

Use the Email Alert Server Configuration page to add, edit, and remove information about the network SMTP
(mail) server that handles email alerts sent from the switch.

To access the Email Alert Server Configuration page, click System > Advanced Configuration > Email Alerts
> Server in the navigation menu.

Global Test Server Statistics Subject Address I
Email Alert Server Configuration il
Display | All 2| rows Showing 0 to 0 of 0 entries Filter:

Address b Port s Security = User Name B Password B
Table is Empty

| Refresh | | Add

Email Alert Server Configuration

Email Alert Server Configuration Fields

Field Description

Address The IPv4/IPv6 address or host name of the SMTP server that handles email alerts that the device sends.

Port The TCP port that email alerts are sent to on the SMTP server.

Security The type of authentication to use with the mail server, which can be TLSv1 (SMTP over SSL) or None (no
authentication is required).

User Name If the Security is TLSv1, this field specifies the user name required to access the mail server.

Password If the Security is TLSv1, this field specifies the password associated with the configured user name for

mail server access. When adding or editing the server, you must retype the password to confirm that it
is entered correctly.

Use the buttons to perform the following tasks:
+ To add an SMTP server, click Add, configure the desired settings, and click Submit to apply the changes.

+ To edit the information for an existing SMTP server (except the Host Name or IP Address field), select the
check box next to the entry and click Edit. When finished editing, click Submit to apply the changes.

+ To delete a configured SMTP server from the list, select the check box next to the entry to delete and click
Remove.

+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

A1 Ubiquiti Networks, Inc. 61



™

EdgeSwitch™ Administration Guide Configuring System Information

Email Alert Statistics

Use the Email Alert Statistics page to view information about email alerts that the switch has sent or
attempted to send. The statistics are cleared when the system is reset.

To access the page, click System > Advanced Configuration > Email Alerts > Statistics in the navigation menu.

Global Test Server Statistics Subject Address
Email Alert Statistics L2l
Number of Emails Sent 0
Number of Emails Failed 0
Time Since Last Email Sent 0 days, O hours, 0 mins, 0 secs
| metresh | | ciearCounters |
Email Alert Statistics

Email Alert Statistics Fields

Description

Number of Emails Sent The number of email alert messages successfully sent since the counters were cleared or the system
was reset

Number of Emails Failed The number of email alert messages that failed to be sent since the counters were cleared or the

system was reset

Time Since Last Email Sent The time in days, hours, minutes, and seconds that has passed since the last email alert message was
successfully sent

Use the buttons to perform the following tasks:
+ To reset the values on the page to zero, click Clear Counters.
 Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Email Alert Subject Configuration

Use the Email Alert Subject Configuration page to configure the subject line of the urgent and nonurgent
email alert messages sent from the switch. To access the page, click System > Advanced Configuration >
Email Alerts > Subject in the navigation menu.

Global Test Server Statistics Subject Address

Email Alert Subject Configuration izl

Message Type I-‘I.:Irgent s

Email Subject i Urgent Log Messages | {1 to 255 characters)

Message Type Email Subject Remove

Urgent Urgent Log Messages &

Non Urgent MNon Urgent Log Messages (]
|Bubmit|iMuh||Dolm||Cnnmll

Email Alert Subject Configuration

Email Alert Subject Configuration Fields

Description
Message Type Select the message type for which you want to configure the subject line: Urgent or Nonurgent.
Email Subject Specify the text to be displayed in the subject of the email alert message.
Remove To reset the email alert subject to the default value, select the Remove option associated with the

message type to reset, and click Delete.

Use the buttons to perform the following tasks:
+ If you make changes to the page, click Submit to apply the changes to the running configuration.

+ To remove a configured Email Subject, select the Remove check box associated with the entry, click Delete,
and confirm the deletion.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Email Alert To Address Configuration

Use the Email Alert To Address Configuration page to configure the email addresses to which alert messages
are sent.

To access the Email Alert To Address Configuration page, click System > Advanced Configuration > Email
Alerts > Address in the navigation menu.

Global Test Server Statistics Subject Address I
Email Alert To Address Configuration izl
Display [ All 3| rows Showing 0 to 0 of O entries Filter:

Message Type + To Address ¢

Table is Empty

immh |Add

Email Alert To Address Configuration

Email Alert To Address Configuration Fields

Description
Message Type Select the type of message for which you want to specify a recipient address: Urgent or Nonurgent.
To Address Specify the email address to which the selected type of messages are sent.

Use the buttons to perform the following tasks:

+ To add an email address to the list of email alert message recipients, click Add, configure the desired
settings, and click Submit to apply the changes.

+ To remove configured email addess entries from the list, select the Remove check box next to each entry
to delete, click Remove, and confirm the deletion.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Viewing Device Port Information

The pages in the Port folder allow you to view and monitor the physical port information for the ports
available on the switch. The Port folder has links to the following pages:

Port Summary

Use the Port Summary page to view and configure the settings for all physical ports and Link Aggregation
Groups (LAGs) on the switch. LAGs are also known as port channels.

To access the Port Summary page, click System > Port > Summary in the navigation menu.

Surmmary Description Cable Tust Mirraring
Port Summary

Display | 102 rows Shewing 1 16 10 of 32 entries Fllter

Intartace b baerface indey Tyne - Adman Mode 2 Physical Mode 2 Prysical Status 2 STP Mode 2 LACP Made -1 Link Status
o1 1 Normal Enabled it 1600 Mg Enabled fnabled Unk Up
o H Mermal Enatiled Aute 100 Mbps Full Deglex Enablod Enabhed Unk Up
o3 3 Normal Enabled Auto 100 Mbgs Full Dugiles Enablad Enabled Unk up
e & Noemal Enatiled Aune Enabled Enabled Uink Down
o5 £ Normal Enabled Auto 100 Mbps Full Dugies Enabied Enabied Link Up
e 6 Noermal Enahied Auts Enahied Enabled Lirk Dawry

o7 ¥ Normal Enabled Auto 100 Mbips Full Duplex Enabled Enabled Link U
ol ] Narmal Enatibed Auto 100 Mbys Full Dgiles Enatied Enables Lirk U
o ] Normal Ensbled Auta 100 Mbgs Full Duplex Enablod Kinabied Link Up

/10 10 armal Enabied Auto 100 Mbgs Full Dugibex Enablad Enablnd Link Ug

I 3 4 Nemt L

Port Summary
Port Summary Fields
Field Description
Interface Identifies the port or LAG associated with the information in this row of the table.
Interface Index The interface index object value assigned by the IF-MIB. This value is used to identify the interface

when managing the device using SNMP.

Type The interface type, which is one of the following:
» Normal The port is a normal port (it is not a LAG member or configured for port mirroring).
» Trunk Member The portisa member of a LAG.
» Mirrored The portis configured as a monitoring port and is the source port in a port mirroring
session. For more information on port monitoring and probe ports, see “Mirroring” on page 69.
+ Probe The port is configured as a monitoring port and is the destination port in a port mirroring
session. For more information on port monitoring and probe ports, see “Mirroring” on page 69.

Admin Mode The interface’s administrative mode: Enabled (default) or Disabled. If a port or LAG is administratively
disabled, it cannot forward traffic.

Physical Mode If the interface is not a LAG, this field displays the port’s configured speed and duplex mode:

+ Auto The duplex mode and speed will be set by the auto-negotiation process. The port’s
maximum capability (full duplex and 100 Mbps) will be advertised.

+ <Speed> Half Duplex The port speeds available from the menu depend on the platform on
which the EdgeSwitch software is running and which port you select. In half-duplex mode, the
transmissions are one-way; that is, the port does not send and receive traffic at the same time.

+ <Speed> Full Duplex The port speeds available from the menu depend on the platform on
which the EdgeSwitch software is running and which port you select. In half-duplex mode, the
transmissions are two-way. In other words, the port can send and receive traffic at the same time.

If the interface is a LAG, this field displays LAG.

Physical Status The port speed and duplex mode for physical interfaces. The physical status is not reported for LAGs.
When a port is down, the physical status is unknown.
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Port Summary Fields (Continued)

Field Description

STP Mode The Spanning Tree Protocol (STP) Administrative Mode associated with the port or LAG. STP is a
Layer-2 protocol that provides a tree topology for switches on a bridged LAN. STP allows a network
to have redundant paths without the risk of network loops, by providing a single path between end
stations on a network. The possible values for STP mode are:

» Enabled Spanning tree is enabled for this port.
» Disabled Spanning tree is disabled for this port.
For more information about STP, see “Configuring Spanning Tree Protocol” on page 161.

LACP Mode The administrative mode of the Link Aggregation Control Protocol (LACP). The mode must be enabled
in order for the port to participate in Link Aggregation. This field can have the following values:

» Enabled The port uses LACP for dynamic LAG configuration. When LACP is enabled, the port
sends and receives LACP Protocol Data Units (PDUs) with its link partner to confirm that the
external switch is also configured for link aggregation.

» Disabled The port supports static LAG configuration only. This mode might be used when the
port is connected to a device that does not support LACP. When a port is added to a LAG as a static
member, it neither transmits nor receives LACP PDUs.

Link Status Indicates whether the Link is up or down. The link is the physical connection between the port or LAG
and the interface on another device.

Edit Port Configuration dialog box - Click Edit to display this dialog box with configurable Admin Mode, Physical Mode, STP Mode, and
LACP Mode fields, plus the following configurable fields:

Link Trap Indicates whether the port will send an SNMP trap when link status changes.
+ Enable (Default) The system sends a trap when the link status changes.
» Disable The system does not send a trap when the link status changes.

Maximum Frame Size The maximum Ethernet frame size the interface supports or is configured to support. The maximum
frame size includes the Ethernet header, CRC, and payload.

Broadcast Storm Recovery ~ The broadcast storm control threshold for the port. If broadcast traffic on the Ethernet port exceeds
Level this threshold, the system blocks (discards) the broadcast traffic. To configure this threshold (disabled
by default), click Enable, enter a threshold value, and select the units for the threshold:
* % The threshold value specifies a percentage of port speed from 0 to 700 (default: 5).
* pps The threshold value is in packets per second.

Multicast Storm Recovery The multicast storm control threshold for the port. If multicast traffic on the Ethernet port exceeds this
Level threshold, the system blocks (discards) the multicast traffic. To configure this threshold (disabled by
default), click Enable, enter a threshold value, and select the units for the threshold:
* % The threshold value specifies a percentage of port speed from 0 to 700 (default: 5).
* pps The threshold value is in packets per second.

Unicast Storm Recovery The unicast storm control threshold for the port. If unicast traffic on the Ethernet port exceeds this
Level threshold, the system blocks (discards) the unicast traffic. To configure this threshold (disabled by
default), click Enable, enter a threshold value, and select the units for the threshold:
* % The threshold value specifies a percentage of port speed from 0 to 700 (default: 5).
* pps The threshold value is in packets per second.

Use the command buttons as follows:

+ To edit a port’s settings, select the port and click Edit. In the Edit Port Configuration dialog box, change the
settings as needed, and click Submit to apply the changes.

+ Click Refresh to redisplay the page with the latest information.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Port Description
Use the Port Description page to configure a human-readable description of the port.
To access the Port Description page, click System > Port > Description in the navigation menu.

Summary Description Cable Test Mirroring I
Port Description 2]
Display | 10 #| rows Showing 1 to 10 of 32 entries Filter:

O Interface £ Physical Address S PortList Bit Offset % Interface Index 3 Port Description v
] 0/1 04:18:D6:31:5A:40 1 1
O 02 04:18:D6:31:5A:40 2 2
L 0/3 04:18:D6:31:5A:40 3 3
L 0/4 04:18:D6:31:54:40 4 4
(] 0/5 04:18:D6:31:5A:40 5 5
U 0/6 04:18:D6:31:5A:40 6 6
L 0/7 04:18:06:31:5A:40 7 b
] 0/8 04:18:D6:31:5A:40 8 8
(] 0/9 04:18:D6:31:5A:40 g 9
O o/10 04:18:D6:31:5A:40 10 10
2| 3 4| Next | Last
! Refresh |
Port Description

Port Description Fields

Field Description

Interface Select the interface for which data is to be displayed or configured.
Physical Address The MAC address of the specified interface.
PortList Bit Offset The bit offset value which corresponds to the port when the MIB object type PortList is used to

manage the switch in SNMP.

Interface Index The interface index object value assigned by the IF-MIB. This value is used to identify the interface
when managing the device by using SNMP.

Port Description The description, if any, associated with the interface to help identify it. By default, there is no
associated description.

Use the command buttons as follows:

+ To edit a port’s description, select the port and click Edit. In the Edit Port Description dialog box, type the
description in the Port Description field, and click Submit to apply the changes.

« Click Refresh to redisplay the page with the latest information.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Cable Test

The cable test feature enables you to determine the cable connection status on a selected port. You can also
obtain an estimate of the length of the cable connected to the port, if the PHY on the ports supports this
functionality.

Note: The cable test feature is supported only for copper cable. It is not supported for optical fiber cable.

To access the Cable Test feature, click System > Port > Cable Test.

The page displays additional fields when you click Test Cable. The fields that are displayed depend on the
cable test results.

Summary Description Cable Test Mirroring
Port Cable Test L2
Interface [0/ %]

Failure Location Distance
Cable Length (Meters)

Cable Status

| Test Cable

Cable Test
Cable Test Fields
Field Description
Interface Select the port (with connected cable) to be tested.
Failure Location Distance The estimated distance from the end of the cable to the failure location.

Note: This field displays a value only if the Cable Status is Open or Short; otherwise, this field is blank.

Cable Length The estimated length of the cable in meters. If the cable length cannot be determined, Unknown
is displayed. This field shows the range between the shortest estimated length and the longest
estimated length.

Note: This field displays a value only when the Cable Status is Normal; otherwise, this field is blank.

Cable Status This field is displayed after you click Test Cable and test results are available. Values include.
Normal The cable is working correctly.
Open The cable is disconnected or there is a faulty connector.
Open and Short There is an electrical short in the cable.
Cable status test failed The cable status could not be determined. The cable may in fact be
working.

Select a port from the Interface drop-down menu and click Test Cable to display its status.

If the port has an active link while the cable test is run, the link can go down for the duration of the test.
The test may take several seconds to run. The command returns a cable length estimate if this feature is
supported by the PHY for the current link speed.

Note: If the link is down and a cable is attached to a 10/100 Ethernet adapter, the displayed Cable
Status may be Open or Short because some Ethernet adapters leave unused wire pairs unterminated or
grounded.
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Mirroring

Port mirroring selects the network traffic for analysis by a network analyzer. This is done for specific ports

of the switch. As such, many switch ports are configured as source ports and one switch port is configured
as a destination port. You have the ability to configure how traffic is mirrored on a source port. Packets that
are received on the source port, that are transmitted on a port, or are both received and transmitted, can be
mirrored to the destination port.

The packet that is copied to the destination port is in the same format as the original packet on the wire.
This means that if the mirror is copying a received packet, the copied packet is VLAN tagged or untagged as
it was received on the source port. If the mirror is copying a transmitted packet, the copied packet is VLAN
tagged or untagged as it is being transmitted on the source port.

Use the Multiple Port Mirroring page to define port mirroring sessions. To access the Multiple Port Mirroring
page, click System > Port > Mirroring in the navigation menu.

Summary Description Cable Test Mirroring I
Multiple Port Mirroring ?
Session 1D 1
Mode Disabled
Destination | Na I |

| [
P ACL None
MAC ACL None
Display | All 3 | rows Showing 0 ta 0 of 0 entries Filter:
Source ] Direction -
Table is Empty
| Refresh | Configure Sesslon | Configure Source

Multiple Port Mirroring

Multiple Port Mirroring Fields

Field Description

Session ID Specifies the monitoring session.

Mode The administrative mode for the selected port mirroring session. If the mode is Disabled, the
configured source is not mirroring traffic to the destination.

Destination The interface that receives traffic from all configured source ports.
un

To edit this field, click # | to open the Destination Configuration dialog box (see “” on page 70 for
more information).

IPACL The IP access-list ID or name attached to the port mirroring session.
MAC ACL The MAC access-list name attached to the port mirroring session.
Source Possible values are:

+ VLAN All the member ports of this VLAN are mirrored.
+ Interface The port(s) configured to send traffic to the destination port. You can configure up to 5
source ports for each port mirroring session.

Direction The direction of traffic on the source port(s) that is sent to the probe port. Possible values are:
» Txand Rx Both ingress and egress traffic.
» Rx Ingress traffic only.
» Tx Egress traffic only.
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Use the buttons to perform the following tasks:

+ To configure the administrative mode for a port mirroring session or to select an ACL for flow-based
mirroring, click Configure Session, configure the desired settings, and click Submit to apply the changes.

+ To configure the destination as Remote VLAN or probe port, click ¢ in the Destination field and click
Submit to apply the change.

+ To configure a source, click Configure Source. You can configure the source as Remote VLAN, VLAN,
or Interface, specify one or more source ports for the mirroring session, or determine which traffic is
mirrored (Tx, Rx, or both). Then, click Submit to apply the changes.

+ To remove one or more source ports from the port mirroring session, select the check box associated with
each source port to remove, click Remove Source, and confirm the removal.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Configuring a Port Mirroring Session

Note: A port will be removed from a VLAN or LAG when it becomes a destination mirror.

1. From the Port Mirroring page, click Configure Session to display the Session Configuration dialog box.
2. Inthe Mode field, select Enable to enable port mirroring.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Configuring Port Mirroring Source Ports

1. From the Port Mirroring page, click Configure Source to display the Source Configuration dialog box.
2. Configure the fields shown in the table below.

Multiple Port Mirroring — Source Configuration Fields

Field Description

Session ID Specifies the monitoring session.

Type The type of interface to use as the source:

» None The source is not configured.
Remote VLAN The VLAN configured as the RSPAN VLAN is the source. In an RSPAN configuration,
the remote VLAN is the source on the destination device that has a physical port connected to the
network traffic analyzer.

» VLAN Traffic to and from a configured VLAN is mirrored; that is, all packets sent and received on
all physical ports that are members of the VLAN are mirrored.
Interface Traffic is mirrored from one or more physical ports on the device.

Remote VLAN The VLAN that is configured as the RSPAN VLAN.

VLAN ID The VLAN to use as the source. Traffic from all physical ports that are members of this VLAN is
mirrored. This field is available only when the selected Type is VLAN.

Available Source Port(s) The physical port or ports to use as the source. Press and hold CTRL to select multiple ports. This field
is available only when the selected Type is Interface.

Direction Select the type traffic monitored on the source port, which can be one of the following:
« Tx/Rx Monitors transmitted and received packets.
Rx Monitors received packets only.
» Tx Monitors transmitted packets only.

3. Click Add to apply the changes to the system.

The new port mirroring session is enabled for the unit and port, and the device is updated. The source
port appears in the Source Port list on the Multiple Port Mirroring page.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Configuring the Port Mirroring Destination

1. On the Port Mirroring page, click (¢ next to the Destination field text box.
The Destination Configuration dialog box opens.

2. Configure the fields shown in the table below.

Multiple Port Mirroring — Add Source Ports Fields

Field Description

Type The type of interface to use as the destination:
» None The destination is not configured.
Remote VLAN Traffic is mirrored to the VLAN on the system that is configured as the RSPAN
VLAN. In an RSPAN configuration, the destination should be the Remote VLAN on any device that
does not have a port connected to the network traffic analyzer.
Interface Traffic is mirrored to a physical port on the local device. The interface is the probe port
that is connected to a network traffic analyzer.

Remote VLAN The VLAN that is configured as the RSPAN VLAN.

Port Click the drop-down box to select the port to which traffic is mirrored. If the Type is Remote VLAN,
the selected port is a reflector port. The reflector port is a trunk port that carries the mirrored traffic
towards the destination device. If the Type is Interface, the selected port is the probe port that is
connected to a network traffic analyzer.

3. Click Submit to save the changes.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Removing Port Mirroring Sources
1. On the Port Mirroring page, select the source port to be removed.
2. Select one or more source ports to remove from the session.
Use the CTRL key to select multiple ports to remove.
3. Click Remove Source, and then click OK to confirm the operation.
The selected source ports are removed from the port mirroring session, and the device is updated.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Defining SNMP Parameters

Simple Network Management Protocol (SNMP) provides a method for managing network devices. The device
supports SNMP version 1, SNMP version 2, and SNMP version 3.

SNMP v1 and v2

The SNMP agent maintains a list of variables, which are used to manage the device. The variables are defined
in the Management Information Base (MIB). The MIB presents the variables controlled by the agent. The
SNMP agent defines the MIB specification format, as well as the format used to access the information over
the network. Access rights to the SNMP agent are controlled by access strings.

SNMP v3

SNMP v3 also applies access control and a new traps mechanism to SNMPv1 and SNMPv2 PDUs. In addition,
the User Security Model USM) is defined for SNMPv3 and includes:

+ Authentication: Provides data integrity and data origin authentication.

* Privacy: Protects against disclosure of message content. Cipher-Bock-Chaining (CBC) is used for
encryption. Either authentication is enabled on an SNMP message, or both authentication and privacy are
enabled on an SNMP message. However privacy cannot be enabled without authentication.

+ Timeliness: Protects against message delay or message redundancy. The SNMP agent compares the
incoming message to the message time information.

+ Key Management: Defines key generation, key updates, and key use.

The device supports SNMP notification filters based on Object IDs (OID). OIDs are used by the system to
manage device features. SNMP v3 supports the following features:

+ Security
+ Feature Access Control
* Traps
Authentication or Privacy Keys are modified in the SNMPv3 User Security Model (USM).

Use the SNMP page to define SNMP parameters. To display the SNMP page, click System > SNMP in the
navigation menu.
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SNMP Community Configuration

Access rights are managed by defining communities on the SNMPv1, 2 Community page. When the
community names are changed, access rights are also changed. SNMP Communities are defined only for
SNMP v1 and SNMP v2.

Use the SNMP Community Configuration page to enable SNMP and Authentication notifications. To display
the page, click System > Advanced Configuration > SNMP > Community in the navigation menu.

Community Trap Receiver vl /v2 Trap Receiver v3 Access Control Group User Security Model I
SNMP Community Configuration 2
Display | All # | rows Showing 1 to 2 of 2 entries Filter:

[=] Community Name & Security Name & Group Name ] IP Address b
5] private private DefaultWrite 0.0.0.0
O public public DefaultRead 0.0.0.0

| Refresh | | AddCommunity | | AddCommunity Group |

SNMP Community Configuration

SNMP Community Configuration Fields

Description

Community Name Community name used in SNMPv1/v2 packets. This is configured in the client and identifies the access
the user may connect with.

Security Name Identifies the Security entry that associates Communities and Groups for a specific access type.

Group Name Identifies the Group associated with this Community entry.

IP Address Specifies the IP address that can connect with this community.

Use the buttons to perform the following tasks:
+ To add a community, click Add Community, configure the settings, and click Submit to apply the change.

+ To add a community group, click Add Community Group, configure the settings, and click Submit to
apply the change.

+ To delete a configured community from the list, select the check box next to its entry, click Remove, and
confirm the deletion.

+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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SNMP v1/v2 Trap Receivers Configuration

Use the SNMP v1/v2 Trap Receivers configuration page to configure settings for each SNMPv1 or SNMPv2
management host that will receive notifications about traps generated by the device. The SNMP
management host is also known as the SNMP trap receiver.

To access the page, click System > Advanced Configuration > SNMP > Trap Receiver V1/V2 from the
navigation menu.

Trap Receiver v3 Access Control Group User Security Model Source Interface Configuration

Community Trap Receiver v1/v2

SNMP v1/v2 Trap Receivers

Display | All 3 rows Showing 0 to 0 of 0 entries Filer:

Host IP Address < Community Name < Notify Type & SNMP Version & Timeout Value & Retries z Filter < UDP Port &

Table is Empty

SNMP v1/v2 Trap Receivers

SNMP v1/v2 Trap Receivers Fields

Field Description

Host IP Address The IP address of the SNMP management host that will receive traps generated by the device.

Community Name The name of the SNMP community that includes the SNMP management host and the SNMP agent on
the device.

Notify Type The type of SNMP notification to send the SNMP management host:

» Inform An SNMP message that notifies the host when a certain event has occurred on the device.
The message is acknowledged by the SNMP management host. This type of notification is not
available for SNMPv1.

+ Trap An SNMP message that notifies the host when a certain event has occurred on the device.
The message is not acknowledged by the SNMP management host.

SNMP Version The version of SNMP to use, which is either SNMPv1 or SNMPv2.

Timeout Value The number of seconds to wait for an acknowledgment from the SNMP management host before
resending an inform message.

Retries The number of times to resend an inform message that is not acknowledged by the SNMP
management host.

Filter The name of the filter for the SNMP management host. The filter is configured by using the CLI and
defines which MIB objects to include or exclude from the view. This field is optional.

UDP Port The UDP port on the SNMP management host that will receive the SNMP notifications. If no value is
specified when configuring a receiver, the default UDP port value is used.

Use the buttons to perform the following tasks:

+ To add an SNMP trap receiver and configure its settings, click Add. In the Add SNMP v1/v 2 Host dialog box,
enter the required information, and then click Submit to apply the changes.

+ To delete one or more SNMP trap receivers from the list, select each entry to delete, click Remove, and
confirm the deletion.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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SNMP v3 Trap Receivers Configuration

Use the Trap Receiver v3 page to configure settings for each SNMPv3 management host (also known as the
SNMP trap receiver) that will receive notifications about traps generated by the device.

To access the Trap Receiver v3 configuration page, click System > Advanced Configuration > SNMP > Trap
Receiver V3 from the navigation menu.

Community Trap Receiver v1/v2 Trap Receiver v3 Access Control Group User Security Model Source Interface Configuration

SNMP v3 Trap Receivers ?
Display | A“_=' TOS Showing 0 to 0 of 0 entries Filter

Host IP Address $ User Name & Notify Type & Security Level & Timeout Value & Retries ¢ Filter & UDP Port §

Table is Empty

SNMP v3 Trap Receivers

SNMP v3 Trap Receivers Fields

Field Description

Host IP Address The IP address of the SNMP management host that will receive traps generated by the device.
User Name The name of the SNMP user that is authorized to receive the SNMP notification.
Notify Type The type of SNMP notification to send the SNMP management host:

+ Inform An SNMP message notifying the host when a certain event occurs on the device. The SNMP
management host acknowledge the message. This notification type is not available for SNMPv1.

» Trap An SNMP message that notifies the host when a certain event has occurred on the device.
The message is not acknowledged by the SNMP management host.

Security Level The security level associated with the SNMP user, which is one of the following:
» No Auth No Priv No authentication and no data encryption (no security).
» Auth No Priv Authentication, but no data encryption. With this security level, users send SNMP
messages that use an MD5 key/password for authentication, but not a DES key/password for encryption.
+ Auth Priv Authentication and data encryption. With this security level, users send an MD5
key/password for authentication and a DES key/password for encryption.

Timeout Value The number of seconds to wait for an acknowledgment from the SNMP management host before
resending an inform message.

Retries The number of times to resend an inform message that is not acknowledged by the SNMP
management host.

Filter The name of the filter for the SNMP management host. The filter is configured by using the CLI and
defines which MIB objects to include or exclude from the view. This field is optional.

UDP Port The UDP port on the SNMP management host that will receive the SNMP notifications. If no value is
specified when configuring a receiver, the default UDP port value is used.

Use the buttons to perform the following tasks:

+ To add an SNMP trap receiver and configure its settings, click Add. In the Add SNMP v3 Host dialog box,
enter the required information, and then click Submit to appy the changes.

+ To delete one or more SNMP trap receivers from the list, select each entry to delete and click Remove, and
confirm the deletion.

+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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SNMP Access Control Group

Use the SNMP Access Control Group page to configure SNMP access control groups. These SNMP groups allow
network managers to assign different levels of authorization and access rights to specific device features

and their attributes. The SNMP group can be referenced by the SNMP community to provide security and
context for agents receiving requests and initiating traps as well as for management systems and their tasks.
An SNMP agent will not respond to a request from a management system outside of its configured group,
but an agent can be a member of multiple groups at the same time to allow communication with SNMP
managers from different groups. Several default SNMP groups are preconfigured on the system.

To access the page, click System > Advanced Configuration > SNMP > Access Control Group in the
navigation menu.

Community Trap Receiver v1/vZ Trap Receiver v3 Access Control Group User Security Model I
SNMP Access Control Group L
Display | 10 #| rows Showing 1 to 10 of 13 entries Filter:

O Group Name % Context Name v SNMP Version 4 Security Level s Read e Write - Motify B
] DefaultRead SNMP V1 Mo Auth No Priv Default Dafault

(] DefaultRead SNMP V2 Mo Auth No Priv Default Default

u DefaultRead SNMP V3 Mo Auth Mo Priv Default Default

] DefaultRead SNMP V3 Auth No Priv Default Default

6] DefaultRead SNMP V3 Auth Priv Default Default

| DefaultSuper SNMP V1 No Auth No Priv DefaultSuper DefaultSuper DefaultSuper
L DefaultSuper SMNMP V2 Mo Auth No Priv DefaultSuper DefaultSuper DefaultSuper
O DefaultSuper SNMP V3 Mo Auth No Priv DefaultSuper DefaultSuper DefaultSuper
O DefaultWrite SNMP V1 Mo Auth No Priv Default Default Default

@) DefaultWrite SNMP V2 Mo Auth No Priv Default Default Default

2 Next Last
Refresh | | Add

SNMP Access Control Group

SNMP Access Control Group Fields

Field Description

Group Name The name that identifies the SNMP group.

Context Name The SNMP context associated with the SNMP group and its views. A user or a management application
specifies the context name to get the performance information from the MIB objects associated with
that context name. The Context EnginelD identifies the SNMP entity that should process the request
(the physical router), and the Context Name tells the agent in which context it should search for the
objects requested by the user or the management application.

SNMP Version The SNMP version associated with the group.

Security Level The security level associated with the group, which is one of the following:
+ No Auth No Priv No authentication and no data encryption (no security). This is the only Security
Level available for SNMPv1 and SNMPv2 groups.
+ Auth No Priv Authentication, but no data encryption. With this security level, users send SNMP
messages that use an MD5 key/password for authentication, but no DES key/password for encryption.
» Auth Priv Authentication and data encryption. With this security level, users send an MD5
key/password for authentication and a DES key/password for encryption.

A1 Ubiquiti Networks, Inc. 76



™

EdgeSwitch™ Administration Guide Configuring System Information

SNMP Access Control Group Fields (Continued)

Field Description

Read The level of read access rights for the group. The menu includes the available SNMP views. When
adding a group, select the check box to allow the field to be configured, then select the desired view
that restricts management access to viewing the contents of the agent.

Write The level of write access rights for the group. The menu includes the available SNMP views. When
adding a group, select the check box to allow the field to be configured, then select the desired view
that permits management read-write access to the contents of the agent but not to the community.

Notify The level of notify access rights for the group. The menu includes the available SNMP views. When
adding a group, select the check box to allow the field to be configured, then select the desired view
that permits sending SNMP traps or informs.

Use the buttons to perform the following tasks:

+ To add an SNMP group, click Add. In the Add new Access Control Group dialog box, enter the settings, and
then click Submit to apply the changes.

+ To remove one or more SNMP groups, select each entry to delete, click Remove, and confirm the deletion.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

SNMP User Security Model
The SNMP User Security Model page provides the capability to configure the SNMP V3 user accounts.

To access the page, click System > Advanced Configuration > SNMP > User Security Model in the
navigation menu.

Community Trap Receiver vl/vZ Trap Receiver v3 Access Control Group User Security Model
SNMP User Security Model L2
Display | All = | rows Showing 0 to 0 of O entries Filter:
User Name Lt Group Name = Engine ID 4 Authentication - Privacy -

Table is Empty

| Refresh |_E

SNMP User Security Model

SNMP User Security Model Fields
Field Description

Engine ID Type (Add New SNMP User dialog box only)
+ Local The engine ID is the switch’s own engine ID (the engine ID cannot be changed).
+ Remote The engine ID is for a remote device and needs to be entered.

Engine ID Each SNMPv3 agent has an engine ID that uniquely identifies the agent in the device. If given this
entry will be used only for packets whose engine ID is this. This field takes a hexadecimal string in the
form 0102030405.

User Name Specifies the name of the SNMP user being added for the User-based Security Model (USM). Each user
name must be unique within the SNMP agent user list. A user name cannot contain any leading or
embedded blanks.
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SNMP User Security Model Fields (Continued)

Field Description

Group Name An SNMP group is a group to which hosts running the SNMP service belong. A group name parameter
is simply the name of that group by which SNMP communities are identified. The use of a group name
provides some security and context for agents receiving requests and initiating traps and does the
same for management systems and their tasks. An SNMP agent won't respond to a request from a
management system outside its configured group, but an agent can be a member of multiple groups
at the same time. This allows for communications with SNMP managers from different groups.

Authentication Method Specifies the authentication protocol to be used on authenticated messages on behalf of the specified user.
+ SHA SHA protocol will be used.
+ MD5 MD5 protocol will be used.
+ None No authentication will be used for this user.

Password Specifies the password used to generate the key to be used in authenticating messages on behalf of
this user. This parameter must be specified if the Authentication Method parameter is not set to None.

Privacy Specifies the privacy protocol to be used on encrypted messages on behalf of the specified user. This
parameter is only valid if the Authentication Method parameter is not set to None.
» DES DES protocol will be used.
+ None No privacy protocol will be used.

Authentication Key Specifies the password used to generate the key to be used in encrypting messages to and from this
user. This parameter must be specified if the Privacy parameter is not set to None.

Use the buttons to perform the following tasks:

+ To add a user, click Add. The Add New SNMP User dialog box opens. Specify the new account information
in the available fields, and then click Submit to apply the changes.

« To remove a user, select one or more table entries, click Remove, and confirm the deletion.
 Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

SNMP Trap Source Interface Configuration

Use this page to specify the physical or logical interface to use as the SNMP client source interface. When an
IP address is configured on the source interface, this address is used for all SNMP communications between
the local SNMP client and the remote SNMP server. The IP address of the designated source interface is used
in the IP header of SNMP management protocol packets. This allows security devices, such as firewalls, to
identify all source packets coming from a specific device.

To access the SNMP Trap Source Interface Configuration page, click System > Advanced Configuration >
SNMP > Source Interface Configuration in the navigation menu.

Community Trap Receiver v1/vZ Trap Receiver v3 Access Control Group User Security Model I
SNMP Trap Source Interface Configuration 2
Type @None ! :'Interface ':'Lc-opback L JVLAN | Tunnel
Interface Unconfigured =
Loopback Interface Unconfigured
VLAN ID Unconfigured
Tunnel 1D Unconfigured

| submit | | Refresh | | cancel

SNMP Trap Source Interface Configuration
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SNMP Trap Source Interface Configuration Fields

Field Description

Type The type of interface to use as the source interface:
+ None The primary IP address of the originating (outbound) interface is used as the source
address.
+ Interface The primary IP address of a physical port is used as the source address.
» VLAN The primary IP address of a VLAN routing interface is used as the source address.
+ Tunnel The primary IP address of a tunnel interface is used as the source address.

Interface When the selected Type is Interface, select the physical port to use as the source interface.

VLAN ID When the selected Type is VLAN, select the VLAN to use as the source interface. The menu contains
only the VLAN IDs for VLAN routing interfaces.

Tunnel ID When the selected Type is Tunnel, select the tunnel interface to use as the source interface

Use the buttons to perform the following tasks:
« If you make any changes to the page, click Submit to apply the changes to the system.
 Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Viewing System Statistics

The pages in the Statistics folder contain a variety of information about the number and type of traffic
transmitted from and received on the switch.

Switch Detailed Statistics

The Switch Statistics page shows detailed statistical information about the traffic the switch handles.

To access the Switch Statistics page, click System > Statistics > System > Switch in the navigation menu.

Switch Port Summary Port Detailed Network DHCPvE
Switch Statistics [zl
Statistics Transmit Receive
Octets Without Error 5598472 2240478
Packets Without Errors 7347 11322
Packets Discarded 0 [t}
Unicast Packets 5882 4703
Multicast Packets 1389 2007
Broadcast Packets 77 4615
Status FDE Entries VLANs I
Current Usage 31 1
Peak Usage 36 1
Maximum Allowed 16384 255
Static Entries | 1
Dynamic Entries 30 o
Total Entries Deleted N/A 0
Interface 65
Time Since Counters Last Cleared 0d:00:47:25

l Refresh | | Clear Counters |

Switch Statistics

Switch Statistics Fields

Field Description
Statistics section:

Octets Without Error The total number of octets (bytes) of data successfully transmitted or received by the processor
(excluding framing bits but including FCS octets).

Packets Without Errors The total number of packets including unicast, broadcast, and multicast packets, successfully
transmitted or received by the processor.

Packets Discarded The number of outbound (Transmit column) or inbound (Receive column) packets which were chosen
to be discarded even though no errors had been detected to prevent their being deliverable to a
higher-layer protocol. A possible reason for discarding a packet could be to free up buffer space.

Unicast Packets The number of subnetwork-unicast packets delivered to or received from a higher-layer protocol.

Multicast Packets The total number of packets transmitted or received by the device that were directed to a multicast
address. Note that this number does not include packets directed to the broadcast address.

Broadcast Packets The total number of packets transmitted or received by the device that were directed to the broadcast
address. Note that this number does not include multicast packets.
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Switch Statistics Fields (Continued)

Field Description

Status section:

Current Usage In the FDB Entries column, the value shows the number of learned and static entries in the MAC
address table. In the VLANs column, the value shows the total number of static and dynamic VLANs
that currently exist in the VLAN database.

Peak Usage The highest number of entries that have existed in the MAC address table or VLAN database since the
most recent reboot.

Maximum Allowed The maximum number of statically configured or dynamically learned entries allowed in the MAC
address table or VLAN database.

Static Entries The current number of entries in the MAC address table or VLAN database that an administrator has
statically configured.

Dynamic Entries The current number of entries in the MAC address table or VLAN database that have been dynamically
learned by the device.

Total Entries Deleted The number of VLANSs that have been created and then deleted since the last reboot. This field does

not apply to the MAC address table entries.

System section:

Interface The interface index object value of the interface table entry associated with the Processor of this
switch. This value is used to identify the interface when managing the device by using SNMP.

Time Since Counters Last The amount of time in days, hours, minutes, and seconds, that has passed since the statistics for this
Cleared device were last reset.

Use the command buttons to perform the following actions:
« Click Refresh to refresh the data on the screen with the present state of the data in the switch.

+ Click Clear Counters to clear all the statistics counters, resetting all switch summary and detailed statistics
to default values. The discarded packets count cannot be cleared.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Port Summary

The Port Summary Statistics page shows statistical information about the packets received and transmitted
by each port and LAG.

To access the page, click System > Statistics > System > Port Summary in the navigation menu.

Switch Port Summary Port Detailed Network DHCPvG I
Port Summary Statistics
fMote: All entries in this tabfe indicate packet counts.
Display | 10 | rows Showing 1 to 10 of 32 entries Filter: '
O Interface ] Rx Good s Rx Errors v Rx Beast s Tx Good v Tx Errors EeS Tx Collisions s
(=] 0/1 11850 0 4856 7588 0 0
(] 0/2 0 0 0 0 0 0
=] 0/3 0 0 0 0 0 0
Ll 0/4 0 0 0 0 0 0
1 0/5 0 0 0 0 0 0
Ll 0/6 0 0 0 0 0 0
L 0/7 0 0 0 0 0 0
L 0/8 0 0 0 0 0 0
S} 0/9 0 0 0 0 0 0
L 0/10 0 0 0 0 0 0
2| 3 |4 | Newt | Last |
: Refresh | ( Coi | Clear All Counters |

Port Summary Statistics

Port Summary Statistics Fields

Field Description

Interface Identifies the port or LAG.

Rx Good The total number of inbound packets received by the interface without errors.

Rx Errors The number of inbound packets that contained errors preventing them from being deliverable to a
higher-layer protocol.

Rx Bcast The total number of good packets received that were directed to the broadcast address. Note that this
number does not include multicast packets.

Tx Good The total number of outbound packets transmitted by the interface to its Ethernet segment
without errors.

Tx Errors The number of outbound packets that could not be transmitted because of errors.

Tx Collisions The best estimate of the total number of collisions on this Ethernet segment.

Use the buttons to perform the following tasks:

+ Click Clear Counters to clear all the statistics counters, resetting all summary and detailed statistics for
this switch to default values. The discarded packets count cannot be cleared.

« Click Clear All Counters to clear counters for all switches in the stack.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Port Detailed Statistics

The Port Detailed Statistics page displays a variety of per-port traffic statistics. To access the Port Detailed
page, click System > Statistics > System > Port Detailed in the navigation menu.

The following illustration shows the fields on the Port Detailed Statistics page.

Switch Port Summary Part Detalled Network DHCPvE

Port Detailed Statistics 2
Interface oL

Maximum Frame Size 1518

64 Octets 1755

65-127 Octets. 7553

128-255 Octets 4160

256-511 Octets 1564

512-1023 Octets 1295

1024-1518 Octets 1431

1519-1522 Octets

1523-2047 Octets (]

2048-4095 Octets ]

4096-9216 Octers 0

Basic Transmit Receive
Unicast Packets 6166 4935
Multicast Packets 1462 2182
Broadcast Packets 81 4932
Total Packets (Octets) SEITIAT 2378693
Packets > 1518 Octets 0 o
B02.3x Pause Frames o o
FCS Errors o
STP BFDUs o o
RSTP BPDUs ] o
MSTP BPDUs 1456 o
GVRP PDUs 1] o
GMRP PDUs o o
EAPOL Frames 0 o
Total Transmit Packets Discarded 0

Single Collision Frames 1]

Multiple Collision Frames 1]

Excessive Collision Frames o

Underrun Errors
GMRP Falled Registrations o
GVAP Failed Registrations 1]

Advanced - Recelve

Total Packets Received Not Forwarded L]
Total Packets Received With MAC Errors 0
Overruns, 1]
Alignment Errors o
Jabbers Recelved o
Fragments Received 0
Undersize Received o
Unacceptable Frame Type (1)
Time Since Counters Last Cleared 0d:00:49:51

Port Detailed Statistics
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Port Detailed Statistics Fields

Field Description

Interface Use the drop-down menu to select the interface for which data is to be displayed or configured. For
non-stacking systems, this field is Slot/Port.

Maximum Frame Size The maximum Ethernet frame size the interface supports or is configured to support. The maximum
frame size includes the Ethernet header, CRC, and payload.

Packet Lengths Received and Transmitted section:

64 Octets The total number of packets (including bad packets) received or transmitted that were 64 octets in
length (excluding framing bits but including FCS octets).

65-127 Octets The total number of packets (including bad packets) received or transmitted that were between 65
and 127 octets in length inclusive (excluding framing bits but including FCS octets).

128-255 Octets The total number of packets (including bad packets) received or transmitted that were between 128
and 255 octets in length inclusive (excluding framing bits but including FCS octets).

256-511 Octets The total number of packets (including bad packets) received or transmitted that were between 256
and 511 octets in length inclusive (excluding framing bits but including FCS octets).

512-1023 Octets The total number of packets (including bad packets) received or transmitted that were between 512
and 1023 octets in length inclusive (excluding framing bits but including FCS octets).

1024-1518 Octets The total number of packets (including bad packets) received or transmitted that were between 1024
and 1518 octets in length inclusive (excluding framing bits but including FCS octets).

1519-1522 Octets The total number of packets (including bad packets) received or transmitted that were between 1519
and 1522 octets in length inclusive (excluding framing bits but including FCS octets).

1523-2047 Octets The total number of packets (including bad packets) received or transmitted that were between 1523
and 2047 octets in length inclusive (excluding framing bits but including FCS octets).

2048-4095 Octets The total number of packets (including bad packets) received or transmitted that were between 2048
and 4095 octets in length inclusive (excluding framing bits but including FCS octets).

4096-9216 Octets The total number of packets (including bad packets) received or transmitted that were between 4096
and 9216 octets in length inclusive (excluding framing bits but including FCS octets).

Basic section:

Unicast Packets The Transmit column shows the total number of packets that higher-level protocols requested be
transmitted to a subnetwork unicast address, including those that were discarded or not sent. The
Receive column shows the number of subnetwork unicast packets delivered to a higher-layer protocol.

Multicast Packets The Transmit column shows the total number of packets that higher-level protocols requested be
transmitted to a multicast address, including those that were discarded or not sent. The Receive
column shows the number of multicast packets delivered to a higher-layer protocol.

Broadcast Packets The Transmit column shows the total number of packets that higher-level protocols requested be
transmitted to a broadcast address, including those that were discarded or not sent. The Receive
column shows the number of broadcast packets delivered to a higher-layer protocol.

Total Packets (Octets) The total number of octets of data (including those in bad packets) transmitted or received on the
interface (excluding framing bits but including FCS octets). This object can be used as a reasonable
estimate of Ethernet utilization. If greater precision is desired, the etherStatsPkts and etherStatsOctets
objects should be sampled before and after a common interval.

Packets > 1518 Octets The total number of packets transmitted or received by this interface that were longer than 1518
octets (excluding framing bits, but including FCS octets) and were otherwise well formed. This counter
has a maximum increment rate of 815 counts per sec at 10 Mb/s.

802.3x Pause Frames The number of MAC Control frames transmitted or received by this interface with an opcode
indicating the PAUSE operation. This counter does not increment when the interface is operating in
half-duplex mode.

FCS Errors The total number of packets transmitted or received by this interface that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad Frame
Check Sequence (FCS) with an integral number of octets.

Protocol section:

STP BPDUs The number of Spanning Tree Protocol (STP) Bridge Protocol Data Units (BPDUs) transmitted or
received by the interface.

RSTP BPDUs The number of Rapid STP BPDUs transmitted or received by the interface.

MSTP BPDUs The number of Multiple STP BPDUs transmitted or received by the interface.
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Port Detailed Statistics Fields (Continued)

Field Description

GVRP PDUs The number of Generic Attribute Registration Protocol (GARP) VLAN Registration Protocol (GVRP)
PDUs transmitted or received by the interface.

GMRP PDUs The number of GARP Multicast Registration Protocol (GMRP) PDUs transmitted or received by the
interface.

EAPOL Frames The number of Extensible Authentication Protocol (EAP) over LAN (EAPOL) frames transmitted or

received by the interface for IEEE 802.1X port-based network access control.

Advanced - Transmit section:

Total Transmit Packets The sum of single collision frames discarded, multiple collision frames discarded, and excessive frames
Discarded discarded.
Single Collision Frames A count of the number of successfully transmitted frames on a particular interface for which

transmission is inhibited by exactly one collision.

Multiple Collision Frames A count of the number of successfully transmitted frames on a particular interface for which
transmission is inhibited by more than one collision.

Excessive Collision Frames A count of frames for which transmission on a particular interface fails due to excessive collisions.

Underrun Errors The total number of frames discarded because the transmit FIFO buffer became empty during frame
transmission.

GMRP Failed Registrations ~ The number of times attempted GMRP registrations could not be completed.
GVRP Failed Registrations The number of times attempted GVRP registrations could not be completed.
Advanced - Receive section:

Total Packets Received Not ~ The number of inbound packets which were chosen to be discarded to prevent them from being
Forwarded delivered to a higher-layer protocol, even though no errors had been detected. One possible reason
for discarding such a packet is to free up buffer space.

Total Packets Received With  The total number of inbound packets that contained errors preventing them from being delivered to a
MAC Errors higher-layer protocol.

Overruns The total number of frames discarded as this port was overloaded with incoming packets, and could
not keep up with the inflow.

Alignment Errors The total number of packets received that had a length (excluding framing bits, but including FCS
octets) of between 64 and 1518 octets, inclusive, but had a bad Frame Check Sequence (FCS) with a
non-integral number of octets.

Jabbers Received The total number of packets received that were longer than 1518 octets (excluding framing bits, but
including FCS octets), and had either a bad Frame Check Sequence (FCS) with an integral number of
octets (FCS Error) or a bad FCS with a non-integral number of octets (Alignment Error). Note that this
definition of jabber is different than the definition in IEEE-802.3 section 8.2.1.5 (10BASES5) and section
10.3.1.4 (10BASE2). These documents define jabber as the condition where any packet exceeds 20 ms.
The allowed range to detect jabber is between 20 ms and 150 ms.

Fragments Received The total number of packets received that were less than 64 octets in length with ERROR CRC
(excluding framing bits but including FCS octets).

Undersize Received The total number of packets received that were less than 64 octets in length with GOOD CRC
(excluding framing bits but including FCS octets).

Unacceptable Frame Type  The number of frames discarded from this interface due to being a frame type that the interface
cannot accept.

Time Since Counters Last The amount of time in days, hours, minutes, and seconds, that has passed since the statistics for this
Cleared interface were last reset.

Use the buttons to perform the following tasks:
« Click Clear Counters to clear all the counters. This resets all statistics for this port to the default values.

+ Click Clear All Counters to clear all the counters for all ports on the switch. The button resets all statistics
for all ports to default values.

+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Network Port DHCPv6 Client Statistics

The Network Port DHCPv6 Client Statistics page displays the DHCPv6 client statistics values for the network
interface. The DHCPv6 client on the device exchanges several different types of UDP messages with one or
more network DHCPv6 servers during the process of acquiring address, prefix, or other relevant network
configuration information from the server. The values indicate the various counts that have accumulated
since they were last cleared.

To access the page, click System > Statistics > System > Network DHCPv6 in the navigation menu.

Switch Port Summary Port Detailed Network DHCPvG I
Network Port DHCPv6 Client Statistics L2
Advertisement Packets Received 0
Reply Packets Received o
Received Advertisement Packets Discarded ]

Received Reply Packets Discarded 0
Malformed Packets Received ]
Total Packets Received 0
Solicit Packets Transmitted 0
Request Packets Transmitted o
Renew Packets Transmitted 0
Rebind Packets Transmitted 0
Release Packets Transmitted o
Total Packets Transmitted 0
| Refresh ! [ ‘Cienr Cotntars' |

Network Port DHCPv6 Client Statistics

Network Port DHCPv6 Client Statistics Fields

Field Description

Advertisement Packets Number of DHCPv6 advertisement messages received from one or more DHCPV6 servers in response

Received to the client’s solicit message.

Reply Packets Received Number of DHCPv6 reply messages received from one or more DHCPV6 servers in response to the
client’s request message.

Received Advertisement Number of DHCPv6 advertisement messages received from one or more DHCPV6 servers to which the

Packets Discarded client did not respond.

Received Reply Packets Number of DHCPv6 reply messages received from one or more DHCPvV6 servers to which the client did

Discarded not respond.

Malformed Packets Received =~ Number of messages received from one or more DHCPV6 servers that were improperly formatted.
Total Packets Received Total number of messages received from all DHCPv6 servers.

Solicit Packets Transmitted Number of DHCPV6 solicit messages the client sent to begin the process of acquiring network
information from a DHCPV6 server.

Request Packets Transmitted Number of DHCPv6 request messages the client sent in response to a DHCPV6 server’s advertisement
message.

Renew Packets Transmitted Number of renew messages the DHCPv6 client has sent to the server to request an extension of the
lifetime of the information provided by the server. This message is sent to the DHCPv6 server that
originally assigned the addresses and configuration information.

Rebind Packets Transmitted Number of rebind messages the DHCPV6 client has sent to any available DHCPv6 server to request an
extension of its addresses and an update to any other relevant information. This message is sent only if
the client does not receive a response to the renew message.
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Network Port DHCPv6 Client Statistics Fields (Continued)

Description

Release Packets Transmitted Number of release messages the DHCPV6 client has sent to the server to indicate that it no longer
needs one or more of the assigned addresses.

Total Packets Transmitted Total number of messages sent to all DHCPv6 servers.

Use the buttons to perform the following tasks:
+ Click Clear Counters to clear all the counters. This resets all statistics for this port to the default values.
+ Click Refresh to refresh the data on the screen and display the most current statistics.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Time-Based Group Statistics

Use the Time-Based Group Statistics page to define criteria for collecting time-based statistics for interface
traffic. The time-based statistics can be useful for troubleshooting and diagnostics purposes. The statistics
application uses the system clock for time-based reporting, so it is important to configure the system clock
(manually or through SNTP) before using this feature.

To access the page, click System > Statistics > Time Based > Group in the navigation menu.

Group Flow Based Statistics
Time Based Group Statistics Lzl
Display | All : | rows Showing 0 to 0 of 0 entries Filter:
Group 1D - Group < Time Range <z Reporting Methods B interfaces B

Table is Empty

iﬂn‘l’ﬂmh| |ﬁ'

Time-Based Group Statistics

Time-Based Group Statistics Fields

Field Description

Group The type of traffic statistics to collect for the group, which is one of the following:

+ Received The number of packets received on the interfaces within the group.

+ Received Errors The number of packets received with errors on the interfaces within the group.

+ Transmitted The number of packets transmitted by the interfaces within the group.

+ Received Transmitted The number of packets received and transmitted by the interfaces within
the group.

+ Port Utilization The percentage of total bandwidth used by the port within the specified time
period.

+ Congestion The percentage of time within the specified time range that the ports experienced
congestion.

Time Range The name of the periodic or absolute time range to use for data collection. The time range is
configured using the Time Range Entry Summary page (see “Time Range Entry Configuration” on
page 111). The time range must be configured on the system before the time-based statistics can be
collected.
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Time-Based Group Statistics Fields (Continued)

Field Description

Reporting Methods The methods for reporting the collected statistics at the end of every configured time range interval.
The available options are:

+ None The statistics are not reported to the console or an external server. They can be viewed only
by using the EdgeSwitch Ul or by issuing a CLI command.

« Console The statistics are displayed on the console.

+ E-Mail The statistics are sent to an e-mail address. The SNTP server and e-mail address
information is configured by using the appropriate Email Alerts pages.

+ Syslog The statistics are sent to a remote syslog server. The syslog server information is
configured on the Logging Hosts page.

Interfaces The interface or interfaces on which data is collected. To select multiple interfaces when adding a new
group, press and hold CTRL, and then click each interface to include in the group.

Use the buttons to perform the following tasks:

+ To add a set of time-based traffic group statistics to collect, click Add, configure the desired settings, and
then click Submit to apply the changes.

+ To delete one or more time-based statistics groups, select each entry to delete and click Remove.
+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

Time-Based Flow Statistics

Use this page to define criteria for collecting time-based statistics for specific traffic flows. The statistics
include a per-interface hit count based on traffic that meets the match criteria configured in a rule for the
interfaces included in the rule. The hit count statistics are collected only during the specified time range. The
statistics application uses the system clock for time-based reporting. Configure the system clock (manually or
through SNTP) before using the time-based statistics feature.

To access the Time-Based Flow Statistics page, click System > Statistics > Time Based > Flow Based in the
navigation menu.

Group Flow Based Statistics I
Time Based Flow Statistics )
Reporting Method [ [ i

eporting Methods _I-&?..QI
Display | All % | rows Showing 0 ta 0 of 0 entries Filter:

Rule Id e+ Time Range - Match Conditions ¢ Interfaces ¢
Table is Empty
Refresh | | Add ;

Time-Based Flow Statistics
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Time-Based Flow Statistics Fields

Field Description

Reporting Methods

Rule Id

Time Range

Match Conditions

Interfaces

Match All

Source IP

Destination IP
Source MAC
Destination MAC
Source TCP Port
Destination TCP Port
Source UDP Port
Destination UDP Port

The methods for reporting the collected statistics at the end of every configured interval:

» None The statistics are not reported to the console or an external server. They can be viewed only
by using the EdgeSwitch Ul or by issuing a CLI command.

» Console The statistics are displayed on the console.

» E-Mail The statistics are sent to an e-mail address. The SNTP server and e-mail address
information is configured by using the appropriate Email Alerts pages.

» Syslog The statistics are sent to a remote syslog server. The syslog server information is
configured on the Logging Hosts page.

¢ To change the reporting methods for all flow-based statistics rules, click this button and select
one or more methods.
o | Click this button to reset the field to the default value.

The number that identifies the flow-based statistics collection rule.

The name of the periodic or absolute time range to use for data collection. The time range is configured
using the Time Range Entry Summary page (see “Time Range Entry Configuration” on page 111).
The time range must be configured on the system before the time-based statistics can be collected.

The criteria that a packet must meet to match the rule.

The interface or interfaces on which the flow-based rule is applied. Only traffic on the specified
interfaces is checked against the rule.

When you click Add, the Time Based Flow Configuration dialog box opens and allows you to configure a rule for traffic flow statistics.
The match conditions are optional, but the rule must specify at least one match condition. The match conditions are as follows:

Select this option to indicate that all traffic matches the rule and is counted in the statistics. This
option is exclusive to all other match criteria, so if Match All is selected, no other match criteria can be
configured.

The source IP address to match in the IPv4 packet header.

The destination IP address to match in the IPv4 packet header.

The source MAC address to match in the ingress frame header.

The destination MAC address to match in the ingress frame header.
The TCP source port to match in the TCP header.

The TCP destination port to match in the TCP header.

The UDP source port to match in the UDP header.

The UDP destination port to match in the UDP header.

Use the buttons to perform the following tasks:

+ To add a rule and define criteria for flow-based statistics that are collected within a time range, click Add.
In the Time Based Flow Configuration dialog box, configure the settings, and then click Submit to apply

the changes.

+ To delete one or more flow-based rules for time-based statistics, select each entry to delete and click

Remove.

+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Time-Based Statistics
Use this page to view time-based statistics collected for the configured traffic groups and flow-based rules.

To access the Time-Based Statistics page, click System > Statistics > Time Based > Statistics in the
navigation menu.

Flow Based Statistics

Group

Time Based Statistics ?

[ 0 There are no Time Based Statistics configured.

Display [ All 3 | rows Shawing 0 to 0 of O entries Filter
D b Interface & Counter Id 3 Counter Value v Port Utilization < Hit Count -

Table is Empty

Time-Based Statistics

Time-Based Statistics Fields

Field Description

ID The traffic group name or flow-based rule ID associated with the rest of the statistics in the row.
Interface The interface on which the statistics were reported.

Counter Id For traffic group statistics, this field identifies the type of traffic.

Counter Value For traffic group statistics, this field shows the number of packets of the type identified by the

Counter Id field that were reported on the interface during the time range.

Port Utilization For a port utilization traffic group, this field reports the percentage of the total available bandwidth
used on the interface during the time range.

Hit Count For flow-based statistics, this field reports the number of packets that matched the flow-based rule
criteria during the time range.

Click Refresh to refresh the data on the screen with the present state of the data in the switch.
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Using System Utilities
The System Utilities feature menu contains links to Ul pages that help you configure features that help you
manage the switch.

System Reset

Use the System Reset page to reboot the system. To access the System Reset page, click System > Utilities >
System Reset in the navigation menu.

IP Address Conflict Transfer

TraceRoute TraceRoute IPve

System Reset Ping Ping IPvG

System Reset ?

o Resetting the switch will cause all device operations to stop. This web session will be disconnected and you will have to log in again after the device has
been restarted. All unsaved changes will be lost. It is possibie that the ip address of the switch will change. If this occurs you will need to determing the
new ip address to access the device using the web.

System Reset

Click Reset to initiate the system reset. If you have not saved the changes that you submitted since the last
system reset, the changes will not be applied to the system after the reset.

Ping

Use the Ping page to tell the switch to send a Ping request to a specified IP address. You can use this feature
to check whether the switch can communicate with a particular network host.

To access the Ping page, click System > Utilities > Ping in the navigation menu.

System Reset Ping Ping IPvG TraceRoute TraceRoute IPve IP Address Conflict Transfer I
Ping =
Host Name or IP Address [ ] (Max 255 characters or x.x.x.x)

Count "3 (1to 15)
Interval {Seconds) 3 | {1to BO)
5ize (Bytes) o {0 to B5507)
Source @ None ()IP Address (iInterface
IP Address (0 x)
Interface 0/1
Status Mot Started
Resules
i Start
L COwyrin a0 buiNemod o
Ping

. Ubiquiti Networks, Inc. 91



™

EdgeSwitch™ Administration Guide Configuring System Information

Ping Fields

Field Description

Host Name or IP Address Enter the IP address or the host name of the station you want the switch to ping. The initial value is
blank. This information is not retained across a power cycle.

Count The number of ICMP echo request packets to send to the host.

Interval The number of seconds to wait between sending ping packets.

Size The size of the ping packet, in bytes. Changing the size allows you to troubleshoot connectivity issues
with a variety of packet sizes, such as large or very large packets.

Source The source IP address or interface to use when sending the echo request packets. If source is not
required, select None as the Source option.

IP Address The source IP address to use when sending the Echo requests packets. This field is enabled when the
Source option is set to IP Address.

Interface The interface to use when sending the Echo requests packets. This field is enabled when the Source
option is set to Interface.

Status Displays the results of the ping.

Results The results of the ping test, which includes information about the reply (if any) received from the host.

Use the buttons to perform the following tasks:

« Click Start to initiate the ping test. The device sends the specified number of ping packets to the host.
+ Click Stop to interrupt the current ping test.
+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.

Ping IPv6

Use the Ping IPv6 page to tell the device to send one or more ping requests to a specified IPv6 host. You

can use the ping request to check whether the device can communicate with a particular host on an IPv6
network. A ping request is an Internet Control Message Protocol version 6 (ICMPv6) echo request packet. The
information you enter on this page is not saved as part of the device configuration.

To access the Ping IPv6 page, click System > Utilities > Ping IPv6 in the navigation menu.
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System Reset Ping Ping IPvG TraceRoute TraceRoute IPve IP Address Conflict Transfer I
Ping IPv6 il
Ping (=)Global () Link Local
Interface 01
Host Name or IPv6 Address | {Max 255 characters or xR IxX)
Count 3 | {1 to 15)
Interval (Seconds) .3 | {1 to 8O)
Size (Bytes) | o | (0 to 65507)
Source (®)None ([ )IP Address (_Jinterface
IPvE Address (RN
Interface 0/1
Results
[ subm |
Ping IPv6
Ping IPv6 Fields
Field Description
Ping Select either a Global IPv6 address or a Link Local address to ping. A global address is routable over the
Internet, while a link-local address is intended for communication only within the local network. Link
local addresses have a prefix of fe80::/64.
Interface This field is displayed only when Link Local is selected. Select an IPv6 interface to initiate the ping.
Host Name or IPv6 Address Enter the global or link-local IPv6 address, or the DNS-resolvable host name of the station to ping. If
the ping type is Link Local, you must enter a link-local address and cannot enter a host name.
Count Enter the number of ICMP echo request packets to send to the host.
Interval Enter the number of seconds to wait between sending ping packets.
Size The size of the ping packet, in bytes. Changing the size allows you to troubleshoot connectivity issues
with a variety of packet sizes, such as large or very large packets.
Source The source IP address or interface to use when sending the echo request packets. If source is not
required, select None as the Source option.
IPv6 Address The source IPv6 address to use when sending the Echo requests packets. This field is enabled when
the Source option is set to IP Address.
Interface The interface to use when sending the Echo requests packets. This field is enabled when the Source
option is set to Interface.
Results The results of the ping test, which includes information about the reply (if any) received from the host.

Click Submit to send the specified number of pings. The results are displayed in the Results box.
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TraceRoute

Use this page to determine the Layer-3 path a packet takes from the device to a specific IP address or
hostname. When you initiate the traceroute command by clicking the Start button, the device sends a
series of traceroute probes toward the destination. The results list the IP address of each Layer-3 device a
probe passes through until it reaches its destination - or fails to reach its destination and is discarded. The
information you enter on this page is not saved as part of the device configuration.

To access the TraceRoute page, click System > Utilities > TraceRoute in the navigation menu.

System Reset Ping Fing IPvG TraceRoute TraceRoute IPvG IP Address Conflict Transfer I

TraceRoute L2

Host Name or IP Address {Max 255 characters or x..¢.x)

Size (Bytes)

Probes Per Hop 3 {1to 10)
MaxTTL an {1to 255)
InitTTL 1 {1to 255)
MaxFail E - | {1to238)
Interval (Seconds} | 3 {1 to 60}

L — — —  — —
Port isiad | (1o 65535)

[a | (010 65507)
Source @None ':'IP Address | Interface ':'Loopback
IP Address {xaox.x)
Interface 0/1
Interface Loopback i]
Status Not Started
Results

Start

TraceRoute
Traceroute Fields
Field Description
Host Name or IP Address The DNS-resolvable hostname or IP address of the system to attempt to reach.
Probes Per Hop Traceroute works by sending UDP packets with increasing Time-To-Live (TTL) values. Specify the

number of probes sent with each TTL.

MaxTTL The maximum Time-To-Live (TTL). The traceroute terminates after sending probes that can be Layer-3
forwarded this number of times. If the destination is further away, the traceroute will not reach it.

InitTTL The initial Time-To-Live (TTL). This value controls the maximum number of Layer-3 hops that the first
set of probes may travel.
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Traceroute Fields (Continued)

Field Description

MaxFail The number of consecutive failures that terminate the traceroute. If the device fails to receive a
response for this number of consecutive probes, the traceroute terminates.

Interval The number of seconds to wait between sending probes.

Port The UDP destination port number to be used in probe packets. The port number should be a port that
the target host is not listening on, so that when the probe reaches the destination, it responds with an
ICMP Port Unreachable message.

Size The size of probe payload in bytes.

Source Select None, IP Address, or Interface as a source.

IP Address When the selected Source is IP Address, specify the IP address to use as the source interface.
Interface When the selected Source is Interface, select the physical port to use as the source interface.
Status The current status of the traceroute, which can be:

» Not Started The traceroute has not been initiated since viewing the page.

» InProgress The traceroute has been initiated and is running.

+ Stopped The traceroute was interrupted by clicking Stop.

» Done The traceroute has completed, and information about the traceroute is displayed in the
Results area.

Results Displays the results of the traceroute.

Use the buttons to perform the following tasks:
+ Click Start to initiate the traceroute.
« Click Stop to interrupt the running traceroute.
+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.

IP Address Conflict Detection

Use the IP Address Conflict Detection page to determine whether the IP address configured on the device is
the same as the IP address of another device on the same LAN (or on the Internet, for a routable IP address)
and to help you resolve any existing conflicts. An IP address conflict can make both this system and the
system with the same IP address unusable for network operation.

To access the IP Address Conflict Detection page, click System > Utilities > IP Address Conflict in the
navigation menu.

System Reset Ping Ping IPvG TraceRoute TraceRoute IPve IP Address Conflict Transfer
IP Address Conflict Detection izl
Status
IP Address Conflict Currently Exists False
History

Last Conflicting IP Address
Last Conflicting MAC Address

Time Since Conflict Detected

Rofresh | | RunDetection | | Clear Hisiory

IP Address Conflict Detection
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IP Address Conflict Detection Fields

Field Description
IP Address Conflict Currently Indicates whether a conflicting IP address has been detected since this status was last reset.
Exists + False No conflict detected (the subsequent fields on this page display as N/A).

+ True Conflict was detected (the subsequent fields on this page show the relevant information).

Last Conflicting IP Address The device interface IP address that is in conflict. If multiple conflicts were detected, only the most
recent occurrence is displayed.

Last Conflicting MAC Address ~ The MAC address of the remote host associated with the IP address that is in conflict. If multiple
conflicts are detected, only the most recent occurrence is displayed.

Time Since Conflict Detected The elapsed time (displayed in days, hours, minutes, and seconds) since the last address conflict was
detected, provided that you have not yet clicked Clear History.

Use the buttons to perform the following tasks:
+ Click Run Detection to activate the IP address conflict detection operation in the system.

+ Click Clear History to reset the IP address conflict detection status information that was last seen by the
device.

+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.

File Transfer

Use the File Transfer page to upload files from the device to a remote system and to download files from a
remote system to the device.

To access the File Transfer page, click System > Utilities > Transfer in the navigation menu.

System Reset Ping Ping IPvG TraceRoute TraceRoute IPvE IP Address Confiict Transfer I
File Transfer Lzl
Transfer Protocol Upload Download

Transfer a file from the device Transfer a file to the device
HTTP "
TFTP | = | :
FTP | 3 | | % |

File Transfer

File Transfer Fields
Field Description
Transfer Protocol The protocol to use to transfer the file. Files can be transferred from the device to a remote system

using TFTP or FTP. Files can be transferred from a remote system to the device using HTTP, TFTP, or FTP.

Upload To transfer a file from the device to a remote system using TFTP or FTP, click | *  in the same row as
the desired transfer protocol. The File Upload window appears. Configure the information for the file
transfer (described below), and click Begin Transfer to begin the transfer.

Download To transfer a file from a remote system to the device using HTTP, TFTP or FTP, click | * | in the same row
as the desired transfer protocol. The File Download window appears. Configure the information for the
file transfer (described below), and click Begin Transfer to begin the transfer.
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Uploading Files

When you click [+, the File Upload window appears. The following information describes the fields in the File
Upload window for all protocols.

File Upload Fields
Field Description
File Type Specify the type of file to transfer from the device to a remote system.

» Code Select this option to transfer an image.

» Configuration Select this option to transfer a copy of the stored configuration file (startup-config)
to a remote system.

+ Backup Configuration Select this option to transfer a copy of the stored backup configuration
(backup-config) from the device to a remote system.

+ ScriptFile Select this option to transfer a custom text configuration script from the device to a
remote system.

+ CLIBanner Select this option to transfer the file containing the text to be displayed on the CLI
before the login prompt to a remote system.

+ Crash Log Select this option to transfer the system crash log to a remote system.

» Operational Log Select this option to transfer the system operational log to a remote system.

+ Startup Log Select this option to transfer the system startup log to a remote system.

» Trap Log Select this option to transfer the system trap records to a remote system.

» Factory Defaults Select this option to transfer the factory default configuration file to a remote
system.

» Error Log Select this option to transfer the system error (persistent) log, which is also known as
the event log, to a remote system.

» Buffered Log Select this option to transfer the system buffered (in-memory) log to a remote

system.

Image If the selected File Type is Code, specify whether to transfer the Active or Backup image to a remote
system.

Server Address Specify the IPv4 address, IPv6 address, or DNS-resolvable hostname of the remote server that will
receive the file.

File Path Specify the path on the server where you want to put the file.

File Name Specify the name that the file will have on the remote server.

User Name For FTP transfers, if the server requires authentication, specify the user name for remote login to the

server that will receive the file.

Password For FTP transfers, if the server requires authentication, specify the password for remote login to the
server that will receive the file.

Progress Represents the completion percentage of the file transfer.
The file transfer begins after you complete the required fields and click | = to the right of this field.

Digital Signature Verification ~ For Code and Configuration file types this option, when checked, will verify the file download with the
digital signature.

Status Provides information about the status of the file transfer.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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When you click [+, the File Download window appears. The following information describes the fields in the
File Download window for all protocols.

File Download Fields

Field Description

File Type

Select File

Server Address

File Path
File Name

User Name

Password

Progress

Digital Signature Verification

Status

Specify the type of file to transfer to the device:

+ Code Select this option to transfer a new image to the device. The code file is stored as the
backup image.

» Configuration Select this option to update the stored configuration file (startup-config). If the file
has errors, the update will be stopped.

+ ScriptFile Select this option to transfer a text-based configuration script to the device. You must
use the command-line interface (CLI) to validate and activate the script.

+ CLIBanner Select this option to transfer the CLI banner file to the device. This file contains the
text to be displayed on the CLI before the login prompt.

+ IAS Users Select this option to transfer an Internal Authentication Server (IAS) users database file
to the device. The IAS user database stores a list of user name and (optional) password values for
local port-based user authentication.

+ SSH-1 RSA Key File Select this option to transfer an SSH-1 Rivest-Shamir-Adleman (RSA) key file
to the device. SSH key files contain information to authenticate SSH sessions for remote CLI-based
access to the device.

+ SSH-2 RSA Key PEM File Select this option to transfer an SSH-2 Rivest-Shamir-Adleman (RSA) key
file (PEM Encoded) to the device.

+ SSH-2 DSA Key PEM File Select this option to transfer an SSH-2 Digital Signature Algorithm (DSA)
key file (PEM Encoded) to the device.

+ SSL Trusted Root Certificate PEM File Select this option to transfer an SSL Trusted Root
Certificate file (PEM Encoded) to the device. SSL files contain information to encrypt, authenticate,
and validate HTTPS sessions.

+ SSL Server Certificate PEM File Select this option to transfer an SSL Server Certificate file (PEM
Encoded) to the device.

+ SSL DH Weak Encryption Parameter PEM File Select this option to transfer an SSL Diffie-Hellman
Weak Encryption Parameter file (PEM Encoded) to the device.

» SSL DH Strong Encryption Parameter PEM File Select this option to transfer an SSL
Diffie-Hellman Strong Encryption Parameter file (PEM Encoded) to the device.

Note:

* To download SSH key files, SSH must be administratively disabled, and there can be no active SSH
sessions.

» To download SSL related files, HTTPS must be administratively disabled.

If the Transfer Protocol is set to HTTP, browse to the directory where the file is located and select the file
to transfer to the device. This field is not present if the Transfer Protocol is TFTP or FTP.

For TFTP or FTP transfers, specify the IPv4 address, IPv6 address, or DNS-resolvable hostname of the
remote server.

For TFTP or FTP transfers, specify the path on the server where the file is located.
For TFTP or FTP transfers, specify the name of the file you want to transfer to the device.

For FTP transfers, if the server requires authentication, specify the user name for remote login to the
server where the file resides.

For FTP transfers, if the server requires authentication, specify the password for remote login to the
server that will receive the file.

Represents the completion percentage of the file transfer.
The file transfer begins after you complete the required fields and click | * to the right of this field.

For Code and Configuration file types this option, when checked, will verify the file download with the
digital signature.

Provides information about the status of the file transfer.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Autolnstall

The Autolnstall feature enables the configuration of a switch automatically whenever the device is turned
on and no configuration file is found in device storage during the boot process. By communicating with a
DHCP server, Autolnstall obtains an IP address for the switch and an IP address for a TFTP server. Autolnstall
attempts to download a configuration file from the TFTP server and install it on the switch.

The DHCP server that the switch communicates with must provide the following information:
+ The IP address and subnet mask (option 1) to be assigned to the switch.
+ The IP address of a default gateway (option 3), if needed for IP communication.

+ The identification of the TFTP server from which to obtain the boot file. This is given by any of the
following fields, in the priority shown (highest to lowest):

+ The sname field of the DHCP reply.

+ The hostname of the TFTP server (option 66). Either the TFTP address or name is specified - not both
- in most network configurations. If a TFTP hostname is given, a DNS server is required to translate the
name to an IP address.

+ The IP address of the TFTP server (option 150).
+ The address of the TFTP server supplied in the siaddr field.

+ The name of the configuration file (boot file or option 67) to be downloaded from the TFTP server. The
boot file name must have a file type of *.cfg.

« The IP addresses of DNS name servers (option 6). The IP addresses of DNS name servers should be
returned from the DHCP server only if the DNS server is in the same LAN as the switch performing
Autolnstall. A DNS server is needed to resolve the IP address of the TFTP server if only the “sname” or
option 66 values are returned to the switch.

After obtaining IP addresses for both the switch and the TFTP server, the Autolnstall feature attempts to
download a host-specific configuration file using the boot file name specified by the DHCP server. If the
switch fails to obtain the file, it will retry indefinitely.

To display the Autolnstall Configuration page, click System > Firmware> Autolnstall.

Status Configuration and Upgrade Autolnstall I

Autolnstall Configuration '

Status

. Ubiquiti Networks, Inc.

Admin Mode (Jstart (=)5top
Persistent Mode (]

AutoSave Mode =

AutoReboot Mode lg

Retry Count 37 (1to 3}

Autolnstall is completed.

| submit | | Refresh |

| Cancel

Autolnstall Configuration
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Autoinstall Configuration Fields

Field Description

Admin Mode The current administrative mode of the Autolnstall feature:
+ Start Autolnstall is enabled, and the feature will attempt to automatically configure the device
during the next boot cycle.
+ Stop Autolnstall is disabled. The automatic process will begin only if no configuration file is
located during the next boot cycle.

Persistent Mode If this option is selected, the settings you configure on this page are automatically saved to persistent
memory in the startup-config file when you apply the changes. If this option is cleared, the device
treats these settings like any other applied changes (i.e., the changes are not retained across a reboot
unless you save the configuration).

AutoSave Mode If this option is selected, the downloaded configuration is automatically saved to persistent storage. If
this option is cleared, you must explicitly save the downloaded configuration in non-volatile memory
for the configuration to be available for the next reboot.

AutoReboot Mode If this option is selected, the switch automatically reboots after a new image is successfully
downloaded and makes the downloaded image the active image. If this option is cleared, the device
continues to boot with the current image. The downloaded image will not become the active image
until the device reboots.

Retry Count When attempting to retrieve the DHCP-specified configuration file, this value represents the number
of times the TFTP client on the device tries to use unicast requests before reverting to broadcast
requests.

Status The current status of the Autolnstall process.

Use the buttons to perform the following tasks:
« If you change any settings on this page, click Submit to apply the changes.
+ To reset the fields to their original values, click Cancel.
+ Click Refresh to display the most recently configured Autolnstall state from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Managing SNMP Traps

The pages in the Trap Manager folder allow you to view and configure information about SNMP traps the
system generates.

System Trap Log
Use the System Trap Log page to view the entries in the trap log.

To access the System Trap Log page, click System > Advanced Configuration > Trap Manager > Trap Log in
the navigation menu.

Trap Log Trap Flags I
System Trap Log 1]
Trap Log Capacity 256
Number of Traps Since Last Reset 3
Number of Traps Since Log Last Viewed 3
Display | All 2| rows Showing 1 ta 3 of 3 entries Filter:

Log ] System Up Time ] Trap &
0 Jan 1 00:02:16 1970 Cold Start: Unit: 0
1 Jan 1 00:01:24 1970 Entity Database: Configuration Changed
2 Jan 1 00:01:22 1970 Link Up: 01
| Refresh | | Clear Log I
System Trap Log
System Trap Log Fields
Field Description
Trap Log Capacity The maximum number of traps stored in the log. If the number of traps exceeds the capacity, the
entries will overwrite the oldest entries.
Number of Traps Since Last The number of traps generated since the trap log entries were last cleared.
Reset
Number of Traps Since Log The number of traps that have occurred since the traps were last displayed. Displaying the traps
Last Viewed by any method (terminal interface display, web display, upload file from switch, etc.) will cause this
counter to be cleared to 0.
Log The sequence number of this trap.
System Up Time The time at which this trap occurred, expressed in days, hours, minutes and seconds since the last

reboot of the switch.

Trap Displays the information identifying the trap.

Use the buttons to perform the following tasks:

+ Click Clear Log to clear all entries in the log. Subsequent displays of the log will only show new log
entries.

« Click Refresh to refresh the data on the screen with the present state of the data in the switch.
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System Trap Flags

Use the System Trap Flags page to enable or disable traps the switch can send to an SNMP manager. When
the condition identified by an active trap is encountered by the switch, a trap message is sent to any enabled
SNMP Trap Receivers, and a message is written to the trap log.

To access the page, click System > Advanced Configuration > Trap Manager > Trap Flags page.

Trap Log Trap Flags

System Trap Flags L2

Authentication
Link Up/Down

Multiple Users

YR CIR YRR

Spanning Tree

ACL Traps =

®

Power Supply Module State

=

Temperature

| submit | | Befresh | | Cancel |

System Trap Flags

The fields available on the System Trap Flags page depends on the packages installed on your system. For
example, if your system does not have the BGP4 package installed, the BGP Traps field is not available. The
illustration above and the table below show the fields that are available on a system with all packages

installed.
System Trap Flags Fields

Field Description

Authentication When selected, this option enables activation of authentication failure traps by selecting the
corresponding line on the pulldown entry field. This feature is enabled by default.

Link Up/Down When selected, this option enables activation of link status traps by selecting the corresponding line
on the pulldown entry field. This feature is enabled by default.

Multiple Users When selected, this option enables activation of multiple user traps by selecting the corresponding
line on the pulldown entry field. This feature is enabled by default. This trap is triggered when the same
user ID is logged into the switch more than once at the same time (either via Telnet or the serial port).

Spanning Tree When selected, this option enables activation of spanning tree traps by selecting the corresponding
line on the pulldown entry field. This feature is enabled by default.

ACL Traps When selected, this option enables activation of ACL traps by selecting the corresponding line on the
pulldown entry field. This feature is disabled by default.

Power Supply Module State When selected, this option enables SNMP notifications when power supply events occur.

Temperature When selected, this option enables SNMP notifications when temperature events occur.

Use the buttons to perform the following tasks:
+ If you make any changes to this page, click Submit to apply the changes to the system.
+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.
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Managing the DHCP Server

DHCP is generally used between clients (e.g., hosts) and servers (e.g., routers) for the purpose of
assigning IP addresses, gateways, and other networking definitions such as DNS, NTP, and/or SIP
parameters. The DHCP Server folder contains links to Ul pages that define and display DHCP parameters
and data.

DHCP Server Global Configuration
Use the DHCP Server Global Configuration page to configure DHCP global parameters.

To display the page, click System > Advanced Configuration > DHCP Server > Global in the navigation menu.

Global Excluded Addresses Pool Summary Pool Configuration Pool Options Bindings Statistics Conflicts I
DHCP Server Global Configuration L2
Admin Mode @Disabie ! :'Ena.t:!e
Conflict Logging Mode X '_'Disnbie @Eﬂabie
Eootp Automatic Mode (y Disable | | Enable
Fing Packet Count _2 - (0 to 10}

| submit | | Refresh | | cancel
|’ K J 1

DHCP Server Global Configuration

DHCP Server Global Configuration Fields

Field Description

Admin Mode Used to Enable or Disable the DHCP server administrative mode. When enabled, the device can be
configured to automatically allocate TCP/IP configurations for clients.

Conflict Logging Mode Used to Enable or Disable the logging mode for IP address conflicts. When enabled, the system stores
information IP address conflicts that are detected by the DHCP server.

Bootp Automatic Mode Used to Enable or Disable the BOOTP automatic mode. When enabled, the DHCP server supports the
allocation of automatic addresses for BOOTP clients. When disabled the DHCP server supports only
static addresses for BOOTP clients.

Ping Packet Count The number of packets the server sends to a pool address to check for duplication as part of a ping
operation. If the server receives a response to the ping, the address is considered to be in conflict and
is removed from the pool.

Use the buttons to perform the following tasks:
« If you change any settings on this page, click Submit to apply the changes.
+ To reset the fields to their original values, click Cancel.
+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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DHCP Server Pool Configuration

Use the DHCP Server Pool Configuration page to create the pools of addresses that can be assigned by the
server.

To access the DHCP Server Pool Configuration page, click System > Advanced Configuration > DHCP Server
> Pool Configuration in the navigation menu.

Global Excluded Addresses Pool Summary Pool Configuration Pool Options Bindings Statistics Confilicts I
DHCP Server Pool Configuration L2
Pool Name Imi_: |
Type of Binding (IManual (%) Dynamic
Network Base Address [ pexxm
Network Mask F | (o)

Client Name (0 to 255 characters)

Hardware Address Type Ethernet IEEEBD2

Hardware Address (30NN TN

Client ID (0 to 255 characters)

Host IP Address (3. M)

Host Mask {xaxx.x)

Lease Expiration ! _ !Enable @ Disable

Lease Duration Days 0 =+ |Hours 0 : | Minutes| 0

Next Server Address .ﬁ :-i_: :-(El |

Default Router e i-+ ' DNS Server el ' +-! NetBIOS Server b} ' +_=
Table is Empty Table s Empty Table is Empty

[ Submit. Refresh | Cancel

DHCP Server Pool Configuration

If you select Dynamic or Manual from the Type of Binding drop-down menu, the screen refreshes and a
slightly different set of fields appears.

DHCP Server Pool Configuration Fields

Field Description

Pool Name Select the pool to configure. The menu includes all pools that have been configured on the device.

Type of Binding Specifies the type of binding for the pool. The options are:
» Manual You statically assign an IP address to a client based on the client’s MAC address.
» Dynamic The DHCP server can assign the client any available IP address within the pool. This type
is also known as Automatic.

Network Base Address Dynamic pools only - The network portion of the IP address. A DHCP client can be offered any
available IP address within the defined network as long as it has not been configured as an excluded
address.

Network Mask Dynamic pools only - The subnet mask associated with the Network Base Address that separates the

network bits from the host bits.
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DHCP Server Pool Configuration Fields (Continued)

Field Description

Client Name Manual pools only - The system name of the client. The Client Name should not include the domain
name. This field is optional.

Hardware Address Type Manual pools only - The protocol type (Ethernet [default] or [EEES02) used by the client’s hardware
platform. This value is used in response to requests from BOOTP clients.

Hardware Address Manual pools only - The MAC address of the DHCP client.

Client ID Manual pools only - The value some DHCP clients send in the Client Identifier field of DHCP messages.

This value is typically identical to the Hardware Address value. In some systems, such as Microsoft
DHCP clients, the client identifier is required instead of the hardware address. If the client’s DHCP
request includes the client identifier, the Client ID field on the DHCP server must contain the same
value, and the Hardware Address Type field must be set to the appropriate value. Otherwise, the DHCP
server will not respond to the client’s request.

Host IP Address Manual pools only - The IP address to offer the client.
Host Mask Manual pools only - This field specifies the subnet mask to be statically assigned to a DHCP client.
Lease Expiration Indicates whether the information the server provides to the client should expire.

+ Enable Allows the lease to expire. If you select this option, you can specify the amount of time
the lease is valid in the Lease Duration field.

- Disable Sets an infinite lease time. For Dynamic bindings, an infinite lease time implies a lease
period of 60 days. For a Manual binding, an infinite lease period never expires.

Lease Duration The number of Days, Hours, and Minutes the lease is valid. This field cannot be configured if the Lease
Expiration is disabled.

Next Server Address The IP address of the next server the client should contact in the boot process. For example, the client
might be required to contact a TFTP server to download a new image file. Use the buttons as follows:
# | Click this button to configure the Next Server Address field.
o | Click this button to reset the field to the default value.

Default Router, DNS Server, NetBIOS Server - To configure settings for one or more default routers, DNS servers, or NetBIOS servers that
can be used by the client(s) in the pool, use the buttons available in the appropriate table to perform the following tasks:

+ | Toadd an entry to the server list, click this button and enter the IP address of the server to add.

# | To edit the address of a configured server, click this button associated with the entry to edit and update the address.

-| To delete an entry from the list, click this button associated with the entry to remove.
To delete all entries from the list, click this button in the heading row.

Default Router Lists the IP address of each router to which the client(s) in the pool should send traffic. The default
router should be in the same subnet as the client.

DNS Server Lists the IP address of each DNS server the client(s) in the pool can contact to perform address resolution.

NetBIOS Server Lists the IP address of each NetBIOS Windows Internet Naming Service (WINS) name server that is

available for the selected pool.

Use the buttons to perform the following tasks:

« After you configure values for the DHCP address pool, click Submit to create the pool and apply the
changes to the system.

+ To reset the fields to their original values, click Cancel.
+ To delete a pool, select the pool from the Pool Name drop-down menu and click Delete.
« Click Refresh to refresh the data on the screen with the present state of the data in the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

DHCP Server Pool Options

Use the DHCP Server Pool Options page to configure additional DHCP pool options, including vendor-defined

options. DHCP options are collections of data with type codes that indicate how the options should be used.

When a client broadcasts a request for information, the request includes the option codes that correspond to
the information the client wants the DHCP server to supply.

To access the page, click System > Advanced Configuration > DHCP Server > Pool Options in the
navigation menu. The page displays the fields shown below only if DHCP pools are configured on the system.
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Global Excluded Addresses Pool Summary Pool Configuration Pool Options Bindings Statistics Conflicts I
DHCP Server Pool Options L2
[ o There are no DHCP Server Pools configured. ]
Pool Name

NetBIOS Node Type

Domain Name

Bootfile Name

Display [ All #| rows Showing 0 to 0 of 0 entries Filter:

~ ~

Option Name ¥ Option Code ¥ Option Type ¥ Option Value ¥

Table is Empty

lmmsh' '

DHCP Server Pool Options

DHCP Server Pool Options Fields

Field Description

Pool Name Select the DHCP pool to view or configure. The menu lists all pools that are configured on the switch.

NetBIOS Node Type The method the client should use to resolve NetBIOS names to IP addresses. The options are:
+ B-Node Broadcast Broadcast only
+ P-Node Peer-to-Peer NetBIOS name server only
* M-Node Mixed Broadcast, then NetBIOS name server
» H-Node Hybrid NetBIOS name server, then broadcast
Use the buttons as follows:
# Click this button to configure the field.

o Click this button to reset the field to the default value.

Domain Name The default domain name to configure for all clients in the selected pool. Use the buttons as follows:
¢ Click this button to configure the field.
o | Click this button to reset the field to the default value.

Bootfile Name The name of the default boot image that the client should attempt to download from a specified boot
server. Use the buttons as follows:

# Click this button to configure the field.
o Click this button to reset the field to the default value.

The lower section of the page contains the option table which shows the Vendor Options that have been added to the selected pool.

Option Name Identifies whether the entry is a fixed option or a vendor-defined option (Vendor).
Option Code The number that uniquely identifies the option.
Option Type Specifies the type of option associated with the option code configured for the selected pool:

+ ASCIl The option type is a text string.
» HEX The option type is a hexadecimal number.
+ IP Address The option type is an IP address.

Option Value The data associated with the Option Code. When adding or editing a vendor option, the field(s)
available for configuring the value depend on the selected Option Type. If the value you configure
contains invalid characters for the selected Option Type, the configuration cannot be applied.
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Use the buttons to perform the following tasks:

+ To add a vendor option, click Add Vendor Option, configure the available fields, and click Submit to
apply the changes.

+ To edit a vendor option, select the entry to change and click Edit. Change the settings as needed (Pool
Name and Option Code are not configurable) and click Submit to apply the changes.

+ To remove a vendor option, select each entry to delete and click Remove. You must confirm the action
before the entry is deleted.

+ Click Refresh to refresh the data on the screen with the present state of the data in the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.

DHCP Server Bindings Information

Use the DHCP Server Bindings page to view information about the IP address bindings in the DHCP server
database.

To access the DHCP Server Bindings page, click System > Advanced Configuration > DHCP Server >
Bindings in the navigation menu.

Global Excluded Addresses Pool Summary Pool Configuration Pool Options Bindings Statistics Conflicts
DHCP Server Bindings il
Display | All 2| rows Showing 0 to 0 of 0 entries Filter:

IP Address <z Hardware Address S Lease Time Left <+ Pool Allocation Type =

Table is Empty

| Aefresh |

DHCP Server Bindings

DHCP Server Bindings Fields

Field Description

IP Address The IP Address of the DHCP client.

Hardware Address The MAC address of the DHCP client.

Lease Time Left The amount of time left until the lease expires in days, hours, and minutes.

Pool Allocation Type The type of binding used:
Dynamic The address was allocated dynamically from a pool that includes a range of IP
addresses.

» Manual A static IP address was assigned based on the MAC address of the client.

Inactive The poolis not in use.

If you change any settings, click Submit to apply the changes to the system.

« To remove an entry from the table, select each entry to delete and click Clear Entries. You must confirm
the action before the binding is deleted.

« Click Refresh to refresh the data on the screen with the present state of the data in the switch.
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DHCP Server Statistics

Use the DHCP Server Statistics page to view information about the DHCP server bindings and messages. To
access the page, click System > Advanced Configuration > DHCP Server > Statistics in the navigation menu.

Global Excluded Addresses Fool Summary Pool Configuration Pool Options Bindings Statistics Confilicts

DHCP Server Statistics izl
Automatic Bindings 0
Expired Bindings 0]
Malformed Messages 0

Messages Received

DHCPDISCOVER 0]
DHCPREQUEST o
DHCPDECLINE o
DHCPRELEASE o
DHCPINFORM o
T
DHCPOFFER o
DHCPACK o
DHCPNAK 0

| Refresh | | Clear Counters |
4 —— |

DHCP Server Statistics

DHCP Server Statistics Fields

Automatic Bindings Shows the number of automatic bindings on the DHCP server.
Expired Bindings Shows the number of expired bindings on the DHCP server.
Malformed Messages Shows the number of the malformed messages.

Message Received section:

DHCPDISCOVER Shows the number of DHCPDISCOVER messages received by the DHCP server.
DHCPREQUEST Shows the number of DHCPREQUEST messages received by the DHCP server.
DHCPDECLINE Shows the number of DHCPDECLINE messages received by the DHCP server.
DHCPRELEASE Shows the number of DHCPRELEASE messages received by the DHCP server.
DHCPINFORM Shows the number of DHCPINFORM messages received by the DHCP server.
DHCPOFFER Shows the number of DHCPOFFER messages sent by the DHCP server.
DHCPACK Shows the number of DHCPACK messages sent by the DHCP server.
DHCPNAK Shows the number of DHCPNAK messages sent by the DHCP server.
Message Sent section:
DHCPOFFER The number of DHCP offer messages the DHCP server has sent to DHCP clients in response to DHCP
discovery messages it has received.
DHCPACK The number of DHCP acknowledgement messages the DHCP server has sent to DHCP clients in

response to DHCP request messages. The server sends this message after a client accepts the server’s
offer. The message includes information about the lease time and any other configuration information
that the DHCP client has requested.

DHCPNAK The number of negative DHCP acknowledgement messages the DHCP server has sent to DHCP clients.
This type of message is sent if the client requests an IP address already in use or if the server does not
renew the lease.
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Use the buttons to perform the following tasks:
» Click Clear Server Statistics to reset all DHCP server statistics counters to zero.

+ Click Refresh to update the information on the screen.

DHCP Server Conflicts Information

Use the DHCP Server Conflicts Information page to view information on hosts that have address conflicts; i.e.,
when the same IP address is assigned to two or more devices on the network.

To access the DHCP Server Conflicts Information page, click System > Advanced Configuration > DHCP
Server > Conflicts in the navigation menu.

Global Excluded Addresses Pool Summary Pool Configuration Pool Options Bindings Statistics Conflicts
DHCP Server Conflicts Information 2
Display | All 2 | rows Showing 0 to 0 of 0 entries Filter:

IP Address v Detection Method o Detection Tima <

Table is Empty

| Refresh |

DHCP Server Conflicts Information

DHCP Server Confilicts Information Fields

Field Description
IP Address The IP address that has been detected as a duplicate.
Detection Method The method used to detect the conflict, which is one of the following:

+ Gratuitous ARP The DHCP client detected the conflict by broadcasting an ARP request to the
address specified in the DHCP offer message sent by the server. If the client receives a reply to the
ARP request, it declines the offer and reports the conflict.

+ Ping The server detected the conflict by sending an ICMP echo message (ping) to the IP address
before offering it to the DHCP client. If the server receives a response to the ping, the address is
considered to be in conflict and is removed from the pool.

+ Host Declined The server received a DHCPDECLINE message from the host. A DHCPDECLINE
message indicates that the host has discovered that the IP address is already in use on the
network.

Detection Time The time when the conflict was detected in days, hours, minutes, and seconds since the system was
last reset (i.e., system up time).

Use the buttons to perform the following tasks:
+ Click Clear Entries to clear all of the address conflict entries.
+ Click Refresh to update the information on the screen.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Configuring Time Ranges

You can use these pages to configure time ranges to use in time-based access control list (ACL) rules.
Time-based ACLs allow one or more rules within an ACL to be based on a periodic or absolute time. Each ACL
rule within an ACL except for the implicit deny all rule can be configured to be active and operational only
during a specific time period. The time range pages allow you to define specific times of the day and week in
order to implement time-based ACLs. The time range is identified by a name and can then be referenced by
an ACL rule defined with in an ACL.

Time Range Configuration

Use the Time Range Summary page to create a named time range. Each time range can consist of one
absolute time entry and/or one or more periodic time entries.

To access this page, click System > Advanced Configuration > Time Range > Configuration.

Configuration Entry Configuration

Time Range Summary

Admin Mode {=}Disable (_)Enable
Display | All 3 | rows Showing 0 to 0 of O entries Fileer:
Time Range Name s Time Range Status s Periodic Entry Count S Absolute Entry S

Table is Empty

Submit | | Refresh Add |

Time Range Summary

Time Range Summary Fields

Field Description

Admin Mode Used to Enable or Disable the Time Range administrative mode. When enabled, actions with
subscribed components are performed for existing time range entries.

Time Range Name The unique ID or name that identifies this time range. A time-based ACL rule can reference the name
configured in this field.

Time Range Status Shows whether the time range is Active or Inactive. A time range is Inactive if the current day and time
do not fall within any time range entries configured for the time range.

Periodic Entry Count The number of periodic time range entries currently configured for the time range.

Absolute Entry Shows whether an absolute time entry is currently configured for the time range.

Use the buttons to perform the following tasks:

+ To add a time range, click Add, enter a name for the time range configuration, and click Submit to create
the time range.

+ To delete a configured time range, select each entry to delete, click Remove, and confirm the action.
« If you change the Admin Mode setting on this page, click Submit to apply the change.
+ Click Refresh to update the information on the screen.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Time Range Entry Configuration

Use the Time Range Entry Summary page to configure periodic and absolute time range entries and add them
to named time ranges.

Note: The time range entries use the system time for the time periods in which they take effect. Make
sure you configure the SNTP server settings so that the SNTP client on the switch can obtain the
correct date and time from the server.

To access this page, click System > Advanced Configuration > Time Ranges > Entry Configuration.

Configuration Entry Configuration

Time Range Entry Summary 2

[ o There are no time ranges currently configured. ]

Time Range Name
Display [ All = | rows Showing 0 to 0 of 0 entries Filter:

~

Entry Type v Starts W Ends

£

Table is Empty

| s

Time Range Entry Summary

Time Range Entry Summary Fields

Field Description

Time Range Name Lists the available time ranges or blank if no time ranges have been defined yet.

Entry Type The type of time range entry, which is one of the following:
+ Absolute Occurs once or has an undefined start or end period. The duration of an absolute entry
can be hours, days, or even years. Each time entry configuration can have only one absolute entry.
+ Periodic Recurring entry that takes place at fixed intervals. This type of entry occurs at the same
time on one or more days of the week.

Starts For an absolute entry, indicates the time, day, month, and year that the entry begins. If this field is
blank, the absolute entry became active when it was configured. For a periodic entry, indicates the
time and day(s) of the week that the entry begins.

Ends For an absolute entry, indicates the time, day, month, and year that the entry ends. If this field is blank,
the absolute entry does not have a defined end. For a periodic entry, indicates the time and day(s) of
the week that the entry ends.

Add Absolute Time Range dialog box - When you click Add Absolute, this dialog box appears with the following fields:
Time Range Name The time range configuration that will include the absolute time range entry.

Start Time Select this option to configure values for the Start Date and the Starting Time of Day. If this option is
not selected, the entry becomes active immediately.

Start Date Click ﬁ to select the day, month, and year when this entry becomes active. This field can be
configured only if the Start Time option is selected.

Starting Time of Day Specify the time of day that the entry becomes active by entering the information in the field or by
using the scroll bar in the Choose Time pop-up window. Click Now to use the current time of day. Click
Done to close the Choose Time window. This field can be configured only if the Start Time option is
selected.
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Time Range Entry Summary Fields (Continued)

Field Description

End Time Select this option to configure values for the End Date and the Ending Time of Day. If this option is not
selected, the entry does not have an end time; after the configured Start Time begins, the entry will
remain active indefinitely.

End Date Click ] to select the day, month, and year when this entry should no longer be active. This field can
be configured only if the End Time option is selected.

Ending Time of Day Specify the time of day that the entry becomes inactive by entering the information in the field or
by using the scroll bar in the Choose Time pop-up window. Click Now to use the current time of day.
Click Done to close the Choose Time pop-up window. This field can be configured only if the End Time
option is selected.

Ad(d Periodic Time Range dialog box — When you click Add Periodic, this dialog box appears, with the following fields:
Time Range Name The time range configuration that will include the Periodic time range entry.

Applicable Days Select the days on which the Periodic time range entry is active:
+ Daily Every day of the week
+ Weekdays Monday through Friday
+ Weekend Saturday and Sunday
+ Days of Week User-defined start days

Start Days Indicates on which days the time entry becomes active. If the selected option in the Applicable Days
field is Days of Week, select one or more days on which the entry becomes active. To select multiple
days, press and hold CTRL and select each desired start day.

Starting Time of Day Specify the time of day that the entry becomes active by entering the information in the field or by
using the scroll bar in the Choose Time pop-up window. Click Now to use the current time of day. Click
Done to close the Choose Time pop-up window

End Days Indicates on which days the time entry ends. If the selected option in the Applicable Days field is
Days of Week, select one or more days on which the entry ends. To select multiple days, press and hold
CTRL and select each desired end day.

Ending Time of Day Specify the time of day that the entry becomes inactive by entering the information in the field or by
using the scroll bar in the Choose Time pop-up window. Click Now to use the current time of day. Click
Done to close the Choose Time pop-up window.

To configure the time range entries for a time range configuration, select the time range configuration from
the Time Range Name menu and use the buttons to perform the following tasks:

+ To add an absolute time range entry, click Add Absolute, configure the settings to define the absolute
time range, and then click Submit to apply the changes. If the Add Absolute button is not available, an
absolute entry already exists for the time range specified by Time Range Name.

+ To add a periodic time range entry, click Add Periodic and specify the days and times that the entry is
in effect.

+ To delete a time range entry, select each entry to delete, click Remove, and confirm the action.
+ Click Refresh to update the information on the screen.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Configuring DNS
You can use these pages to configure information about DNS servers the network uses and how the
switch/router operates as a DNS client.

DNS Global Configuration

Use the DNS Global Configuration page to configure global DNS settings and to view DNS client status
information. To access this page, click System > Advanced Configuration > DNS > Configuration.

Configuration IP Mapping Source Interface Configuration I
DNS Global Configuration ?
Admin Mode (*)Enable () Disable
Default Domain Name . {Max 255 characters)

Retry Number '2 (0 ro 100)
Response Timeout (secs) 3— (D to 2600)
Domain List & I-l ; DNS Server b _+_' I___
Table is Empty 209.18.47.61 | # || =
209.18.47.62 'z_: ,_;
| submit | | Retresh !_Csrmnl [

DNS Global Configuration

DNS Global Configuration Fields

Field Description

Admin Mode The administrative mode, Enable or Disable (default), of the DNS client.
Default Domain The default domain name (255 characters maximum) that the DNS client uses to complete unqualified host
Name names. After a default domain name is configured (default: not configured), a host name entered without

domain name information is appended with the default domain name. For example, if the default domain name
is .com and the user enters hotmail as the host name, then the host name is changed to hotmail.com.

Retry Number The number of times to resend DNS queries to a DNS server on the network. Range is 0 to 7100. The default is 2.
Response Timeout ~ The number of seconds to allow a DNS server to respond to a request before a retry. Range is 0 to 3600. Default is 3.

Domain List The domain names that have added to the DNS client’s domain list. If a DNS query that includes the default
domain name is not resolved, the DNS client uses these domain names, in the order they appear in this list, to
extend the hostname into a fully-qualified domain name. Use the buttons as follows:

+ To create a new list of domain names, click this button, enter the name of the list, and click Submit.
Repeat this step to add multiple domains to the default domain list.
- Toremove a domain from the domain list, click this button and then confirm the action.

DNS Server A unique IPv4 or IPv6 address used to identify a DNS server. The order in which you add servers determines the
precedence of the server. The DNS server that you add first has the highest precedence and will be used before
other DNS servers that you add. Use the buttons as follows:

#| Click this button to configure the associated DNS server.
- To delete the associated DNS server entry, Click this button and then confirm the action.

Use the buttons to perform the following tasks:
+ If you change any settings on this page, click Submit to apply the changes.
+ Click Refresh to update the information on the screen.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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DNS IP Mapping Configuration

Use the DNS IP Mapping page to view and manage the Static and Dynamic entries in the DNS IP mapping
table. To access this page, click System > Advanced Configuration > DNS > IP Mapping in the menu.

Configuration 1P Mapping Source Interface Configuration

DNS IP Mapping ?
Display | All # | rows Showing 1 to 4 of 4 entries Filter:

L] Entry Type <z Host Name z IP Address b Total Time s Elapsed Time =z Dynamic Type =z
2] Dynamic lL.ubnt.pool.ntp.org 204.2.134.164 150 27 ipvd

L Dynamic 1.ubnt.pool.ntp.org 65.182.224.60 150 27 ipve

63 Dynamic 1.ubnt.pool.ntp.org 173.44.32.10 150 27 ipvd

L Dynamic 1.ubnt.pool.ntp.org 199.233.217.27 150 27 ipvd

| Refresh Add |
|

DNS IP Mapping
DNS IP Mapping Fields
Field Description

Entry Type Type of DNS entry:
+ Static An entry that has been manually configured on the device.
» Dynamic An entry that the device has learned by using a configured DNS server to resolve a
hostname.

Host Name The name that identifies the system. For Static entries, specify the Host Name after you click Add. A
host name can contain up to 255 characters if it contains multiple levels in the domain hierarchy,
but each level (the portion preceding a period) can contain a maximum of 63 characters. If the host
name you specify is a single level (does not contain any periods), the maximum number of allowed
characters is 63.

IP Address The IPv4 or IPv6 address associated with the configured Host Name. For Static entries, specify the IP
Address after you click Add. You can specify either an IPv4 or an IPv6 address.

Dynamic Entry fields - The following fields include values for Dynamic entries only. For Static entries, these fields are blank.
Total Time The number of seconds that the entry will remain in the table.

Elapsed Time The number of seconds that have passed since the entry was added to the table. When the Elapsed
Time reaches the Total Time, the entry times out and is removed from the table.

Dynamic Type The type of address in the entry; for example IP, or X.121 (less common).

Use the buttons to perform the following tasks:

+ To statically map an IP address to a hostname, click Add, configure the Host Name and IP Address fields in
the Add DNS Entry dialog box, and then click Submit to apply the changes.

+ To delete one or more entries, select each entry to delete, click Remove, and confirm the deletion.
+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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DNS Source Interface Configuration

Use this page to specify the physical or logical interface to use as the DNS client source interface. When an IP
address is configured on the source interface, this address is used for all DNS communications between the
local DNS client and the remote DNS server. The IP address of the designated source interface is used in the
IP header of DNS management protocol packets. This allows security devices, such as firewalls, to identify all
source packets coming from a specific device.

To access the DNS Source Interface Configuration page, click System > Advanced Configuration > DNS >
Source Interface Configuration in the menu.

Configuration IP Mapping Source Interface Configuration I
DNS Source Interface Configuration 2]
Typea @None ':'Interface ':'Loopback VLAN ':"Tunnel
Interface Unconfigured =
Loopback Interface Unconfigured
VLAN Unconfigured
Tunnel Unconfigured

| submit | | Aefresh | | cancel |
| |

DNS Source Interface Configuration

DNS Source Interface Configuration Fields

Field Description

Type The type of interface to use as the source interface:
None The primary IP address of the originating (outbound) interface is used as the source
address.

Interface The primary IP address of a physical port is used as the source address.
» VLAN The primary IP address of a VLAN routing interface is used as the source address.
* Tunnel The primary IP address of a tunnel interface is used as the source address.

Interface When the selected Type is Interface, select the physical port to use as the source interface.

VLAN When the selected Type is VLAN, select the VLAN to use as the source interface. The menu contains
only the VLAN IDs for VLAN routing interfaces.

Tunnel When the selected Type is Tunnel, select the tunnel interface to use as the source interface.

Use the buttons to perform the following tasks:
« If you change any of the settings on the page, click Submit to apply the changes to system.
 Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Configuring SNTP Settings

The EdgeSwitch software supports the Simple Network Time Protocol (SNTP). SNTP assures accurate network
device clock time synchronization up to the millisecond. Time synchronization is performed by a network
SNTP server. The EdgeSwitch software operates only as an SNTP client and cannot provide time services to
other systems.

Time sources are established by Stratums. Stratums define the accuracy of the reference clock. The higher
the stratum (where zero is the highest), the more accurate the clock. The device receives time from stratum 1
and above since it is itself a stratum 2 device.

The following is an example of stratums:
+ Stratum 0: A real-time clock is used as the time source, for example, a GPS system.

+ Stratum 1: A server that is directly linked to a Stratum 0 time source is used. Stratum 1 time servers
provide primary network time standards.

+ Stratum 2: The time source is distanced from the Stratum 1 server over a network path. For example, a
Stratum 2 server receives the time over a network link, via NTP, from a Stratum 1 server.

Information received from SNTP servers is evaluated based on the time level and server type.
SNTP time definitions are assessed and determined by the following time levels:

T1: Time at which the original request was sent by the client.

T2: Time at which the original request was received by the server.

T3: Time at which the server sent a reply.

T4: Time at which the client received the server’s reply.

The device can poll Unicast and Broadcast server types for the server time.

Polling for Unicast information is used for polling a server for which the IP address is known. SNTP servers
that have been configured on the device are the only ones that are polled for synchronization information.
T1 through T4 are used to determine server time. This is the preferred method for synchronizing device time
because it is the most secure method. If this method is selected, SNTP information is accepted only from
SNTP servers defined on the device using the SNTP Server Configuration page.

Broadcast information is used when the server IP address is unknown. When a Broadcast message is
sent from an SNTP server, the SNTP client listens to the message. If Broadcast polling is enabled, any
synchronization information is accepted, even if it has not been requested by the device. This is the least
secure method.

The device retrieves synchronization information, either by actively requesting information or at every poll
interval. If Unicast and Broadcast polling are enabled, the information is retrieved in this order:

+ Information from servers defined on the device is preferred. If Unicast polling is not enabled or if no
servers are defined on the device, the device accepts time information from any SNTP server that
responds.

+ If more than one Unicast device responds, synchronization information is preferred from the device with
the lowest stratum.

« If the servers have the same stratum, synchronization information is accepted from the SNTP server that
responded first.

MD5 (Message Digest 5) Authentication safeguards device synchronization paths to SNTP servers. MD5 is an
algorithm that produces a 128-bit hash. MD5 is a variation of MD4, and increases MD4 security. MD5 verifies
the integrity of the communication, authenticates the origin of the communication.
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SNTP Global Configuration

Use the SNTP Global Configuration page to view and adjust SNTP parameters. To display the page, click
System > Advanced Configuration > SNTP > Global Configuration in the navigation menu.

Global Configuration Global Status Server Configuration Server Status Source Interface Configuration I
SNTP Global Configuration 2
Client Mode fua?:-

Port | Norsr_-_ Bl :y:
Unicast Poll Interval (Seconds) [ & | (6o 10}
Broadcast Poll Interval (Seconds) 57 (6 to 10)
Unicast Poll Timeout (Seconds) | 5_ =1 {1 to 30)
Unicast Poll Retry q 1 (0w 1m
Number of Servers Configured 2
| submit | | Aefresh | | cancel

SNTP Global Configuration

SNTP Global Configuration Fields

Field Description

Client Mode Use drop-down list specify the SNTP client mode, which is one of the following modes:

+ Disable SNTP is not operational. No SNTP requests are sent from the client nor are any received
SNTP messages processed.

+ Unicast SNTP operates in a point to point fashion. A unicast client sends a request to a designated
server at its unicast address and expects a reply from which it can determine the time and,
optionally the round-trip delay and local clock offset relative to the server.

» Broadcast SNTP operates in the same manner as multicast mode but uses a local broadcast
address instead of a multicast address. The broadcast address has a single subnet scope while a
multicast address has Internet wide scope.

Port Specifies the local UDP port to listen for responses/broadcasts. Allowed range is 7 to 65535. Default
value is None. Use the buttons as follows:
# Click this button to change the field’s setting.
o | Click this button to reset the field to the default value.

Unicast Poll Interval Specifies the interval, in seconds, between unicast poll requests expressed as a power of two when
configured in unicast mode. Allowed range is 6 to 10. Default value is 6.

Broadcast Poll Interval Specifies the interval, in seconds, between broadcast poll requests expressed as a power of two when
configured in broadcast mode. Broadcasts received prior to the expiry of this interval are discarded.
Allowed range is 6 to 10. Default value is 6.

Unicast Poll Timeout Specifies the number of seconds to wait for an SNTP response when configured in unicast mode.
Allowed range is 1 to 30. Default value is 5.

Unicast Poll Retry Specifies the number of times to retry a request to an SNTP server after the first timeout before
attempting to use the next configured server when configured in unicast mode. Allowed range is 0 to
10. Default value is 7.

Number of Servers Configured ~ Specifies the number of current valid unicast server entries configured for this client.

Use the buttons to perform the following tasks:
« If you change any of the settings on the page, click Submit to apply the changes to system.
« Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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SNTP Global Status

Use the SNTP Global Status page to view information about the system’s SNTP client. To access the page, click
System > Advanced Configuration > SNTP > Global Status in the navigation menu.

Global Configuration Global Status Server Configuration Server Status Source Interface Configuration I
SNTP Global Status 2y
Version 4
Supported Mode Unicast and Broadcast
Last Update Time Jul 1B 23:42:22 201
Last Attemnpt Time Jul 1900:19:56 201
Last Attempt Status Success
Server IP Address 204.2.134.164
Address Type ipwd
Server Stratum 2
Reference Clock ID NTP Bits; 0x8a52f48c
Server Mode Server
Unicast Server Max Entries 5
Unicast Server Current Entries 2
Broadcast Count 0

| metrest |

SNTP Global Status

SNTP Global Status Fields

Field Description

Version The SNTP Version the client supports.

Supported Mode The SNTP modes the client supports. Multiple modes may be supported by a client.

Last Update Time The local date and time (UTC) the SNTP client last updated the system clock.

Last Attempt Time The local date and time (UTC) of the last SNTP request or receipt of an unsolicited message.

Last Attempt Status The status of the last SNTP request or unsolicited message for both unicast and broadcast modes. If no

message has been received from a server, a status of Other is displayed. These values are appropriate
for all operational modes:
» Other None of the following enumeration values.
» Success The SNTP operation was successful and the system time was updated.
» Request Timed Out A directed SNTP request timed out without a response from the SNTP server.
» Bad Date Encoded The time provided by the SNTP server is not valid.
» Version Not Supported The SNTP version supported by the server is not compatible with the
version supported by the client.
+ Server Unsynchronized The SNTP server is not synchronized with its peers. This is indicated via
the leap indicator field on the SNTP message.
+ Server Kiss Of Death The SNTP server indicated that no further queries were to be sent to this
server. This is indicated by a stratum field equal to 0 in a message received from a server.

Server IP Address The IP address of the server for the last received valid packet. If no message has been received from
any server, an empty string is shown.

Address Type The address type of the SNTP Server address for the last received valid packet.

Server Stratum The claimed stratum of the server for the last received valid packet.

Reference Clock Id The reference clock identifier of the server for the last received valid packet.

Server Mode The mode of the server for the last received valid packet.
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SNTP Global Status Fields (Continued)

Description

Unicast Sever Max Entries The maximum number of unicast server entries that can be configured on this client.
Unicast Server Current Entries  The number of current valid unicast server entries configured for this client.

Broadcast Count The number of unsolicited broadcast SNTP messages that have been received and processed by the
SNTP client since last reboot.

Click Refresh to display the latest information from the router.

SNTP Server Configuration

Use the SNTP Server Configuration page to view and modify information for adding and modifying Simple
Network Time Protocol SNTP servers. To display the SNTP Server Configuration page, click System >
Advanced Configuration > SNTP > Server Configuration in the navigation menu.

Global Configuration Global Status Server Configuration Server Status Source Interface Configuration I
SNTP Server Configuration 2
Display | All 2 | rows Showing 1 to 2 of 2 entries Filter:

O SNTP Server b Type e Port & Priority ] Version B
(] 1.ubnt.pool.ntp.org DNS 123 1 4
O 2.ubnt.pool.ntp.org DNS 123 1 4

Refresh | Add

SNTP Server Configuration

SNTP Server Configuration Fields

Field Description

SNTP Server Select the IP address of a user-defined SNTP server to view or modify information about an SNTP
server, or click Add to configure a new SNTP server. You can define up to three SNTP servers.

Type Select IPv4 if you entered an IPv4 address, DNS if you entered a hostname.
Port Enter a port number from 7 to 65535. The default is 723.
Priority Enter a priority from 7 to 3, with 1 being the highest priority. The switch will attempt to use the highest

priority server and, if it is not available, will use the next highest server.
Version Enter the protocol version number.
Add SNTP Server Dialog Box - When you click Add, this dialog box appears, containing the following additional field:

Host Name or IP Address Specify the IPv4 address, IPv6 address, or DNS-resolvable host name of the SNTP server. Unicast SNTP
requests will be sent to this address. The address you enter is displayed in the SNTP Server field on the
main page. The address type is automatically detected.

Use the buttons to perform the following tasks:

« To add an SNTP server, click Add, configure the fields as needed, and click Submit to apply the changes.
The SNTP server is added and appears in the SNTP Server list.

+ To modify settings for an existing SNTP server, select the entry to update, click Edit, update the fields as
needed, and click Submit to apply the changes. You cannot edit the host name of address of a server.

« To remove an SNTP server from the list, select each entry to delete, click Remove, and confirm the deletion.
+ Click Refresh to refresh the page with the most current data from the switch.

To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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SNTP Server Status
The SNTP Server Status page displays status information about the SNTP servers configured on your switch.

To access the SNTP Server Status page, click System > Advanced Configuration > SNTP > Server Status in
the navigation menu.

Global Configuration Global Status Server Configuration Server Status Source Interface Configuration I
SNTP Server Status pea]
Display [ All 3| rows Showing 1 to 2 of 2 entries Filter:

Address v Last Update Time s Last Artempt Time v Last Attempt Status v Requests s Failed Requests B
1.ubnt.pool.ntp.org Jul 18 23:42:22 201 Jul 19 060:21:03 201 Success 371 1
2.ubnt.pool.ntp.org Jan 1 00:00:00 197 Jan 1 00:00:00 197 Other 0 9]
| mefresh |
SNTP Server Status

SNTP Server Status Fields

Field Description

Address The existing server addresses. If no server configuration exists, No SNTP server exists is displayed
on-screen.

Last Update Time The local date and time (UTC) that the response from this server was used to update the system clock.

Last Attempt Time The local date and time (UTC) that this SNTP server was last queried.

Last Attempt Status The status of the last SNTP request to this server. If no packet has been received from this server, a

status of Other is displayed:

+ Other None of the following enumeration values.

» Success The SNTP operation was successful and the system time was updated.

» Request Timed Out A directed SNTP request timed out without receiving a response from the
SNTP server.

+ Bad Date Encoded The time provided by the SNTP server is not valid.

» Version Not Supported The SNTP version supported by the server is not compatible with the
version supported by the client.

+ Server Unsynchronized The SNTP server is not synchronized with its peers. This is indicated via
the ‘leap indicator’ field on the SNTP message.

+ Server Kiss Of Death The SNTP server indicated that no further queries were to be sent to this
server. This is indicated by a stratum field equal to 0 in a message received from a server.

Requests The number of SNTP requests made to this server since last agent reboot.

Failed Requests The number of failed SNTP requests made to this server since last reboot.

Click Refresh to display the latest information from the switch.

SNTP Source Interface Configuration

Use this page to specify the physical or logical interface to use as the SNTP client source interface. When an
IP address is configured on the source interface, this address is used for all SNTP communications between
the local SNTP client and the remote SNTP server. The IP address of the designated source interface is used
in the IP header of SNTP management protocol packets. This allows security devices, such as firewalls, to
identify all source packets coming from a specific device.

To access the SNTP Source Interface Configuration page, click System > Advanced Configuration > SNTP >
Source Interface Configuration in the navigation menu.
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Global Configuration Global Status Server Configuration Server Status Source Interface Configuration I
SNTP Source Interface Configuration 2
Type @None ';'Inter‘Face =:'Loopback I'VLAN ';"TLI!'II"IEI
Interface Unconfigured =
Loopback Interface Unconfigured
VLAN ID Unconfigured
Tunnel ID Unconfigured
| submit | | Refresh | | cancol |

SNTP Source Interface Configuration

SNTP Source Interface Configuration Fields

Field Description
Type The type of interface to use as the source interface:
+ None The primary IP address of the originating (outbound) interface is used as the source
address.

+ Interface The primary IP address of a physical port is used as the source address.
» VLAN The primary IP address of a VLAN routing interface is used as the source address.
+ Tunnel The primary IP address of a tunnel interface is used as the source address.

Interface When the selected Type is Interface, select the physical port to use as the source interface.

VLAN ID When the selected Type is VLAN, select the VLAN to use as the source interface. The menu contains
only the VLAN IDs for VLAN routing interfaces.

Tunnel ID When the selected Type is Tunnel, select the tunnel interface to use as the source interface.

Use the buttons to perform the following tasks:
+ If you make any changes to the page, click Submit to apply the settings.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Configuring the Time Zone

The Time Zone Summary page displays information about the current system time, the time zone, and the
daylight saving time (also known as summer time) settings configured on the device.

To access the page, click System > Advanced Configuration > Time Zone > Summary in the navigation menu.

Summary Time Zone Summer Time
Time Zone Summary 2
Time 00:26:56
Zone (UTC+0:00)
Date July 19, 2014
Time Source Time Source is SNTP
Zone
Offset UTC+0:00
Summer Time No Summer Time
Zone
Offset
Status

Time Zone Summary

Time Zone Summary Fields

Field Description

Current Time - Information on the system time and date on the device. If the current time has not been acquired by the SNTP client on
the device or configured manually, this section shows the default time and date plus the time elapsed since the last system reset.

Time The current time on the system clock. This time is used to provide time stamps on log messages.
Zone The acronym that represents the time zone.

Date The current date on the system.

Time Source The time source from which the time update is taken:

+ SNTP The time has been acquired from an SNTP server.
+ No Time Source The time has either been manually configured or not configured at all.

Time Zone - This section contains information about the time zone and offset.

Zone The acronym that represents the time zone.

Offset The offset in hours from Coordinated Universal Time (UTC), also known as Greenwich Mean Time (GMT).
Summer Time - This section contains information on Summer Time (Daylight Saving Time).

Summer Time The summer time mode on the system:

+ Disable Summer time is not active, and the time does not shift based on the time of year.

+ Recurring Summer time occurs every year at the manually configured start and end dates and times.

+ EU The system clock uses the standard recurring summer time settings for the European Union.
All fields on the page except Offset and Zone are automatically populated and are not editable.

+ USA The system clock uses the standard recurring daylight saving time settings for the United
States. All fields on the page except Offset and Zone are automatically populated and are not editable.

+ Non-Recurring Summer time settings are in effect only between the start date and end date of the
specified year. If this mode is selected, the summer time settings do not repeat on an annual basis.

Zone The acronym that represents the time zone of the summer time.
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Time Zone Summary Fields (Continued)

Description
Offset The offset in hours from Coordinated Universal Time (UTC), also known as Greenwich Mean Time (GMT).
Status Indicates if summer time is currently active.

Click Refresh to display the latest information from the router.

Time Zone Configuration

Use the Time Zone Configuration page to manually configure the system clock settings. The SNTP client must
be disabled to allow manual configuration of the system time and date.

To access the page, click System > Advanced Configuration > Time Zone > Time Zone in the navigation menu.

Summary Time Zone Summer Time
Time Zone Configuration 2y
Offset | 0000 {~12:00 to 13:00)
Zone i | (0 to 4 characters)
Time 02740 (00:00:00 10 23:59:59)
Date July 18, 2014 i
|5ubmlt||ﬁn‘l‘ruh||l:anosl|
Time Zone Configuration

Time Zone Configuration Fields

Field Description

Time Zone - This section contains the following time zone settings:

Offset The system clock’s offset from UTC, which is also known as Greenwich Mean Time (GMT).
Zone The acronym that represents the time zone. This field is not validated against an official list of time zone
acronyms.

Date and Time - Use the fields in this section to manually configure the system time and date. If the SNTP client is enabled (Unicast
mode or Broadcast mode), these fields cannot be configured.

Time The current time in hours, minutes, and seconds on the system clock.

Date The current date in month, day, and year on the system clock. To change the date, click i next to the
field, select the year from the menu, browse to the desired month, and click the date.

Use the buttons to perform the following tasks:
« If you make any change to the page, click Submit to apply the settings.
+ Click Refresh to refresh the page with the most current data from the switch.
To retain the changes across the switch’s next power cycle, click System > Configuration Storage > Save.
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Summer Time Configuration

Use this page to configure settings for summer time, which is also known as daylight saving time. Used in
some countries around the world, summer time is the practice of temporarily advancing clocks during the
summer months. Typically clocks are adjusted forward one or more hours near the start of spring and are
adjusted 