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Chapter 1: Product Overview

Thank you for purchasing the Ubiquiti AirRouter HP.
Package Contents

H

AirRouter Antenna

Ethernet Cable

Power Adapter Quick Start Guide

System Requirements

* Microsoft Windows XP, Windows Vista, Windows 7,
Linux, or Mac OS X

+ Java Runtime Environment 1.6 (or above) for the AirView
utility

+ Web Browser: Mozilla Firefox, Apple Safari, or Microsoft
Internet Explorer

Top View

LAN LEDs (1-4) Displays the status of the wired
connections to Ethernet ports 1-4. Solid green
indicates a good connection. Flashing indicates
activity on the specific port.

. Ubiquiti Networks, Inc.

Chapter 1: Product Overview

Main Ethernet LED Displays the status of the
Main Ethernet port connection. Solid green
indicates a good connection. Flashing indicates
activity.

- Internet LED Displays solid green when the
3 AirRouter HP is connected to the Internet. Flashes
to indicate Internet activity.

Wireless LAN LED Displays solid green when the
wireless LAN is enabled. It will flash to indicate

WLAN . -
wireless activity.

Power LED Displays solid green when the Power
over Ethernet has been properly connected.
o An Ethernet cable should be connected to the
Main Ethernet port on the AirRouter HP and to
the power adapter.

Rear View

Main Ethernet Port Functions as the WAN
port in SOHO Router mode and connects your
AirRouter to your broadband modem or Internet
connection using a standard Ethernet cable. Also
functions as the Power over Ethernet port for the
AirRouter HP.

— LAN Ports (1-4) Connects devices to your
AirRouter using standard Ethernet cables.

Reset Button Resets the AirRouter HP to the
factory default settings.
Note: Resetting the AirRouter HP to
factory default settings will erase custom
settings you have made. You can backup
your configuration from System >
Backup Configuration > Download

in the browser-based management
interface.

¥ @)
I | USB Port Reserved for future use.

Antenna Connector The AirRouter HP antenna
connects here.
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Chapter 2: Installation

Hardware Installation
To install the AirRouter HP, perform the following steps:

1. Connect the antenna to the antenna connector on the
AirRouter HP by rotating it clockwise.

2. Raise the antenna to an upright position.

. Ubiquiti Networks, Inc.
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4. Connect an Ethernet cable to the <> Main Ethernet
port on the power adapter.

)

¢

5. Connect the other end of the Ethernet cable to the
Main Ethernet port on the AirRouter HP. The Power
LED will light up on the front of the AirRouter HP.

6. Connect the Ethernet connector on the power adapter

to your broadband modem. Connect another Ethernet
cable from your computer to a LAN port (1, 2, 3, or 4)
on the AirRouter HP.

Broadband Modem

Main Ethernet Port

LAN Port 1,2, 3, 0or 4

Ethernet Port on

Computer
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7. Launch your Web browser and type http://192.168.1.1
in the address field and press Enter (PC) or Return
(Mac).

+ |63 http://192.168.1.1

B Note: Your computer needs to be on the

- 192.168.1.x subnet. If you have DHCP
enabled on your Ethernet adapter, it should
receive an address automatically. If not, you
will need to set a static IP address in the
192.168.1.2 - 192.168.1.254 range.

8. The login screen will appear. Enter ubnt in the
Username and Password fields and click Login.

9. The AirOS interface will appear. Go to the Wireless tab.

Wireless tab
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LAN MAC: 00T 220885 TF
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10.Customize your wireless network and secure your
network by entering the basic wireless network
information:

dir nouter Ml US

Basic Wirnloss Seftings

Wirsiens Mo [7] | Aceass Poiny

S5 www ubeLoom

Cauniry Coda: | United States

HEEE 802.11 Mode:  8/G /M pened

Cnannol Wit 7]

20 MHs

Cranne Shiteg (7]

Frequancy, MHz: | Auto &
Exionaion Channat | Kione
Freguancy List. MHz: || Erabled

Auc st 1 EIRP L. <

Ot Powgr: ) T i
Max TX R, Mbpe: | MCS 7.- 65 £ | usenane
Wireigas Security
Securty: | nane

MAG ACL: || Erabled

Change

£ Copyright 2006- 3011 Uicult] Netwniics, Tnc.

a. Enter a name for your wireless network in the SSID
field.

b. Select the type of security that you want to use for
your wireless network from the Security drop-down.

<2

7 Note: WPA2-AES security is the srongest

- wireless security method. If all of your devices
support this option, it is recommended that
you select it.

c. Enter a passphrase in the WPA Preshared Key field.
You can click the Show option to see the characters
that you are typing.

d. Click Change. You will be prompted to apply the
changes. To proceed, click Apply.

Congratulations! Basic router installation is complete. The
next page provides information for connecting wireless
clients.
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Connecting a Wireless Client to the
AirRouter HP

Windows

1. Go to Connect to Network.
Windows 7 Right-click on the Network i icon.
Windows Vista Go to Start > Connect To.

Windows XP Right-click the Wireless Network &l icon
in the System Tray (lower right corner of the screen)
and then click View Available Wireless Networks.

2. Select the wireless network (SSID) that you entered in
the SSID field in step 7a and then click Connect.

3. Type the passphrase that you entered in the WPA
Preshared Key field in step 7c and click OK or Connect.

4. Launch your web browser to begin browsing the web.
Mac

1. Click the AirPort icon in the menu bar (top left side
of the screen).

2. Select the wireless network (SSID) that you entered in
the SSID field in step 7a.

3. Type the passphrase that you entered in the WPA
Preshared Key field in step 7c and click OK.

4. Once connected the AirPort = icon will change from
gray to solid black. The number of black lines indicates
the signal strength. Launch your web browser to begin
browsing the web.

A1 Ubiquiti Networks, Inc. 4
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Chapter 3: Using AirOS™ on
the AirRouter HP

AirOS™ is an advanced operating system that is capable of
powerful wireless and routing features. AirOS is built upon
a simple and intuitive user interface. AirOS allows you to
maximize the wireless performance of your AirRouter HP.

To access the interface, perform the following steps:

1. Launch your Web browser and type http://192.168.1.1
in the address field and press enter (PC) or return (Mac).

€3 http://192.168.1.1

2. The login screen will appear. Enter ubnt in the
Username and Password fields and click Login.

Interface Tabs

The AirRouter HP interface contains six primary tabs. This
User Guide covers each tab with a chapter. For details on a
specific tab, refer to the appropriate chapter.

* Main The Main tab displays AirRouter HP status
information and provides network monitoring links.
“Main Tab” on page 6.

+ Wireless The Wireless tab allows you to configure
the wireless mode, the basic wireless settings and the

wireless security settings for the AirRouter HP. “Wireless
Tab” on page 11.

» Network The Network tab covers the configuration of
the network operating mode, IP settings, packet filtering

routines and network services. “Network Tab” on page
18.

» Advanced The Advanced tab settings are available for
additional wireless interface controls. Advanced wireless
settings can be configured in this tab. The Advanced
tab also includes advanced Ethernet and traffic shaping
settings. “Advanced Tab” on page 35.

» Services The Services tab covers the configuration
of system management services like Ping Watchdog,
SNMP Agent, Web Server, SSH Server, Telnet Server,

NTP Client, Dynamic DNS and System Log. “Services

Tab” on page 38.

A1 Ubiquiti Networks, Inc.
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+ System The System tab contains controls for system
maintenance routines, administrator account
management, device customization, firmware upgrade
and configuration backup. The AirMax feature can be
enabled and the interface language can also be selected
here. “System Tab” on page 41.

Each tab also contains network administration and
monitoring tools:

- “Align Antenna” on page 43

+ “Site Survey” on page 44

+ “Ping” on page 44

» “Traceroute” on page 44
* “Speed Test” on page 45
» “AirView” on page 45
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airhouter

Device Name:
Network Mode:
Wirgless Mode:

SsID:
Security:
Version:
Uptime:

Date:
ChannelFrequency:
Channel Width:
ACK/Distance:
TX/RX Chains:
WLAN MAC:
LAN MAG:
WAN MAC:

Ubiquiti
SOHO Router
Access Point
www.ubnt.com

none

v5.33

17:46:53
2011-07-27 05:28:50

31/ 2414 MHz

40 MHz (Upper)
31704 miles (0.6 km)
1X1
00:27:22:0E:85:TF
00:27:22:0E:85:7F
00:27:22:0F :85:7F

: Unplugged / 100Mbps-Full

Chapter 4: Main Tab

AP MAC:
Connections:
Noise Floor: -
Transmit CCQ: -

AirMax:

00:27:22.0E:85:TF

Chapter 4: Main Tab

100
a0
80

The Main tab displays a summary of the link status
information, current values of the basic configuration
settings (depending on the operating mode), network
settings and information, and traffic statistics.

Status

Status
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Datn
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Unphegge | 100MEGs-Ful

AP WAL
Connoctioes: 0
Nolss Floor
Traramé CCQ: -

DT 2OERSTF
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Device Name Displays the customizable name (ID) of the
AirRouter HP. The Device Name (Host Name) is displayed
in registration screens and discovery tools.

Network Mode Displays the network mode that the
AirRouter HP is operating in. There are three modes
available: Bridge, Router, and SOHO Router. SOHO Router
is the default setting. This setting is configured on the

Network tab.

A1 Ubiquiti Networks, Inc.

Wireless Mode Displays the radio interface operating
mode. Access Point (or Access Point WDS) and Station (or
Station WDS) operating modes can be set depending on
the network topology requirements.

SSID Displays the wireless network name (SSID). The
wireless network name is dependent upon the wireless
mode selected:

+ While operating in Station mode, displays the SSID of
the Access Point the AirRouter HP is associated with.

+ While operating in Access Point mode, this displays
the SSID configured on the AirRouter HP. The SSID is
configured on the Wireless tab.

Security Displays the wireless security method being
used on the AirRouter HP. If None is displayed, then
wireless security has been disabled.

Version Displays the version of the AirOS software.

Uptime This is the total time the AirRouter HP has been
running since last power up (reboot) or software upgrade.
The time is displayed in days, hours, minutes and seconds.

Date Displays the current system date and time. The
date and time are displayed in YEAR-MONTH-DAY
HOURS:MINUTES:SECONDS format. The system date and
time is retrieved from the Internet using NTP (Network
Time Protocol). NTP Client is enabled by default on the
Services tab. The AirRouter HP doesn’t have an internal
clock and the date and time may be inaccurate if NTP
Client is disabled or the AirRouter HP isn't connected to
the Internet.
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Channel/Frequency Displays the channel number and
corresponding operating frequency. The AirRouter HP
uses the channel/radio frequency specified to transmit
and receive data. Valid channel/frequency range will vary
depending on local country regulations.

Channel Width This is the spectral width of the radio
channel used by the AirRouter HP. 5, 10, 20 and 40 MHz
channel spectrum widths are supported. In Station (or
Station WDS) 20/40 MHz is the value by default.

ACK/Distance Displays the current timeout value for ACK
frames. ACK Timeout can be set manually or self-adjusted
automatically. The ACK Timeout (Acknowledgement frame
Timeout) specifies how long the AirRouter HP should

wait for an acknowledgement from a partner device
confirming packet reception before concluding there
must have been an error and resending the packet.

TX/RX Chains Displays the number of independent
spatial data streams the AirRouter HP is transmitting/
receiving simultaneously within one spectral channel

of bandwidth. This ability is specific for 802.11n devices
which rely on multiple-input multiple-output (MIMO)
technology. Multiple chains increase data transfer
performance significantly. The number of chains Ubiquiti
device uses is hardware specific. Every TX/RX chain
requires a separate antenna.

WLAN MAC Displays the MAC address of the AirRouter
HP as seen on the wireless network.

LAN MAC Displays the MAC address of the AirRouter HP
as seen on the LAN (Local Area Network).

WAN MAC Displays the MAC address of the AirRouter HP
as seen on the WAN interface. This is the AirRouter HP’s
MAC address that is seen over the Internet.

WAN/LAN Indicates the current status of the WAN and
LAN Ethernet port connections. This can indicate that a
cable is not plugged into a device and there is no active
Ethernet connection.

AP MAC Displays the MAC address of the AirRouter HP
in Access Point or Access Point WDS mode. In Station or
Stations WDS mode, this displays the MAC address of the
Access Point the AirRouter HP is associated with.

Connections Displays the number of wireless devices
connected to the AirRouter HP when the device is
operating in Access Point or Access Point WDS mode. This
value is not displayed while operating in Station or Station
WDS mode.

Noise Floor Displays the current value of the noise level
in dBm. Noise Floor is taken into account while evaluating
the signal quality (Signal-to-Noise Ratio SNR, RSSI).

Transmit CCQ This is an index of which evaluates the
wireless Client Connection Quality. The level is based on
a percentage value where 100% corresponds to a perfect
link state.

A1 Ubiquiti Networks, Inc.
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Airmax Indicates the AirMax status (Ubiquiti's proprietary
TDMA polling technology) when operating in Access

Point or Access Point WDS mode. If AirMax is enabled, the
AirRouter HP will only accept AirMax clients. (Disable
AirMax for legacy 802.11bgn device compatibility). AirMax
also features advanced QoS Autodetection settings.

Airmax Quality This displays the AirMax Connection
Quality. The level is based on a percentage value where
100% corresponds to a perfect link state.

Airmax Capacity This is an index of maximum data
rate the link is operating at. A Lower Capacity number
indicates a unit that is bogging the system down.

Monitor

There are various monitoring tools accessible via the links
on the Main tab. The default selection is Throughput which
is displayed as soon as you open the Main tab.

Monitor
Threuahput | Stations | DHCP Cllant | ARP Tabis | Routes | Port Forwand | OHCP Leases | Log
LN o
e “
| W R 38ektpe o m R ek
T T *1 M Tx 092t
ol I 1} X J
» | '.ll
» I\
\ ’_/“\4‘“-./_'_‘\/\_,"\\ I\ A A
= I S I T s S e >
{ Rafresn

Shows a visual representation of the current data traffic

on the LAN and WLAN in both graphical and numerical
form. The chart scale and throughput dimension (Bps,
Kbps, Mbps) changes dynamically according to the mean
throughput value. The statistics are updated automatically.
Throughput statistics can be updated manually using the
Refresh button.

Stations

This selection lists the stations which are connected to
the AirRouter HP while operating in Access Point or Access
Point WDS mode.

Monitor
Throughput | Staticns | DHGP Cllant | ARP Tabie | Routes | Port Forward | GHCP Loasos | Log

Surton MAC Devce Name - Signal/ Nose. @Bm  TXORX, Mops  CCQ. % Connection Trme  Lasa P Action
10-8A O0-GA SATE -85/ .6 52/5a8 L3 1:08:08

Refresh

The following statistics for each station are displayed in
the station statistics window:

Station MAC MAC address of the associated station. This
is a clickable link that will display additional station info.

Device Name Displays the client’s host name (if defined).

Signal/Noise, dBm Signal value represents the last
received wireless signal level, and Noise displays the value
of the noise level.

Tx/Rx, Mbps Tx value represents the data rates, in Mbps,
of the last transmitted packets, and Rx value represents
the data rates, in Mbps, of the last received packets.
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CCQ, % This is an index that evaluates the wireless Client
Connection Quality (CCQ). The level is a percentage value
where 100% corresponds to a perfect link state.

Connection Time Displays the connection time of
each station connected to the AirRouter HP. The time is
expressed in days, hours, minutes and seconds.

Last IP Displays the station’s IP address.

Action Shows available options for this station, e.g.:
kicking a station for a few seconds to identify any
problematic stations.

Refresh The information in the station statistics window
can be updated using the Refresh button.

Station Info

Detailed information is displayed when you click on a
specific MAC address:

Suie  RSADCBASATE (1]
Bervce v Hisgret Tlaie Laat Sypead, e
Connecson Tame: G153 ucsa L0
Sigral Brergin <81 2B =] na
Hioaa Foor -0 40m wcsz 2
cco wen ucss LY
Lt 0210872 191 = o
THFICRa: 585 Wope /€60 Moo wCss -
TR Packats 1EB440 1 134858 ucss +
TN Packst fata, pos: 7711 ucsr &
Bytea Tianamine. 164362508 (147,10 MByies)
Byien Flocwiws. XSATTE (3133 MByies]

Kok | | Refresh | | Close

Device Name Displays the client’s host name.

Connection time Displays the amount of time the station
has been connected to the AirRouter HP. The time is
expressed in days, hours, minutes and seconds.

Signal Strength Value represents, in dBm, the last
received wireless signal level.

Noise Floor Displays the current value of the noise level
in dBm. Noise Floor is taken into account while evaluating
the signal quality (Signal-to-Noise Ratio SNR, RSSI) while
value mean depends on signal strength above the noise
floor.

CCQ Value represents the quality of the connection to the
Station.

Last IP Displays the last station’s IP address.

TX/RX Rate Represents the data rates, in Mbps, of the last
transmitted and received packets;

TX/RX Packets Value represents the total amount of
packets transmitted and received from the Station during
the connection uptime.

TX/RX Packet Rate, pps Represents the mean value of
the transmitted and received packet rate.

Bytes Transmitted Value represents the total amount of
data (in bytes) transmitted during the connection.

Bytes Received Value represents the total amount of data
(in bytes) received during the connection.

A1 Ubiquiti Networks, Inc.
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Negotiated Rate/Last Signal (dBm) Table The values
represent the received wireless signal level along with
the all data rates of recently received packets. N/A value is
represented as the Last Signal if no packets were received
on that particular data rate.

Kick The connection to the station can be dropped by
clicking Kick.

Refresh The list can be updated by clicking Refresh.

Close The Station Info window can be closed by clicking
Close.

AP Information

Available only when operating in Station or Station WDS
mode.

Manitor

Throwghput | AP infeomatian | BHEP Cllent | ARP Table | Routes | Part Forward | Log

Access Point 0014 0F BF OT.3F

Device Name: Megosmed Ral Last Sgnal dBm

Corescson Teme: 021702 MCS0
Sigral Swengi -60 dBm MCS1 623
Mose Fioor: <62 dBm MCSE2 80
Coo: §Th M3 4
Last IP: wrknown MCS4
XWX Rate: S20 Mbos /130 Mege MCSS
THRX Packets: 2348 | 278 Mcss
THX Packer Rato, ppu: 212 MCS?
Bytes Trasamisiod: 1232791 (1,18 MBytes) MCsg
Dyiea Focohod: 620801 (80625 kByies) MCEE
MCS10
MCS11
MCS12
MCS13 ik
MCS 14 NiA
MCS15

{(Reconnect ) ( Refresh )

» Access Point Shows the MAC address of the Access
Point the station is associated with.

+ Device Name Displays the host name of the Access
Point the station is associated with.

+ Connection time Value represents the running total
of time the AirRouter HP has been associated with
the Access Point. The time is expressed in days, hours,
minutes and seconds.

+ Signal Strength Value represents the last received
wireless signal level.

* Noise Floor Displays the current value of the noise
level in dBm. Noise Floor is taken into account while
evaluating the signal quality (Signal-to-Noise Ratio SNR,
RSSI) while value mean depends on signal strength
above the noise floor.

+ CCQ Value represents the quality of the connection to
the Access Point.

» Tx/Rx Rate Represents the data rates of the last
transmitted and received packets.

« Tx/Rx Packets Displays the total number of packets
transmitted and received during the connection.

» Tx/Rx Packet Rate (packets per second) Represents
the mean value of the transmitted and received packet
rate.
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+ Bytes transmitted/received Value represents the total
amount of data (in bytes) transmitted and received
during the connection.

* Negotiated Rate/Last Signal (dBm) Table The values
represent the received wireless signal level along with
the all data rates of recently received packets. N/A value
is represented as the Last Signal if no packets were
received on that particular data rate.

* Reconnect To reconnect to the AP and reestablish the
wireless link, click Reconnect.

» Refresh The list can be updated by clicking Refresh.

DHCP Client

(Applicable for Router and SOHO Router in DHCP mode
only.) Shows the device’s WAN IP address, Netmask, DNS
servers and Gateway while operating in DHCP Router
mode.

Chapter 4: Main Tab

ARP Table

Lists all the entries of the ARP (Address Resolution
Protocol) Table currently recorded on the device.

ARP is used to associate each IP address to the unique
hardware address (MAC) of each device. It is important to
have unique IP addresses for each MAC or else there will
be ambiguous routes in the network.

Monitor
Throughpat | Statians | DHCP Cllant | ARP Tty | Routss | Part Eorward | DHCP Laoses | Log

1P Address MALC Aadress
AEal ] V018:CB-BARDFE
152188 26,152 00:18:88:50-86:56
19216828223 9027 E4FEI44)
2130801 DOA0BECEOZAN

EEEE;

(Refresh )

Monitor
Throughpat | Statians | RGP Clignd | ARP Tabis | Routes | Part Forward | GHCP Lasses | Log
DHCP Clert Irformation
P Adaress: T2130.85132 DHCP Sorvor: TEAS 23838
Hatrask FS5.255248.0 Domar socaltr com
Gateway. TZ13080.1 Total Lease Time: 004442
Primary DNS P 209.18.47.81 Romairieg Lease Time: 000000
Secondary DNS P 306 18.47.62

o) (Hatease) ( Pk

IP Address Displays the device’s WAN IP address while
operating in DHCP Client mode.

Netmask Displays the device’s netmask when operating
in DHCP Client mode. It is assigned automatically by the
DHCP server (not the AirRouter HP’s DHCP server), which
assigns the WAN IP address to the device.

Gateway Displays the device's gateway when operating
in DHCP Client mode, which is assigned automatically by
the DHCP server (not the AirRouter HP’s DHCP server).
Primary/Secondary DNS IP Domain Name System (DNS)
is an Internet “phone book” which translates domain
names to IP addresses. These fields identify the server IP
addresses that the AirRouter HP uses for translation.
DHCP Server Displays the IP address of the DHCP Server
assigning the WAN IP Address to the AirRouter HP.

Domain Displays the domain name.

Total Lease Time Shows the total time (validity) of the
leased IP address assigned by the external DHCP server.

Remaining Lease Time Displays the remaining time of
the IP address leased by the external DHCP server.

Renew The IP address and can be renewed by clicking
Renew.

Release The IP address can be released by clicking
Release.

Refresh The list can be updated by clicking Refresh.
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IP Address Displays the assigned IP address.

MAC Address Displays the MAC address of the device.
Interface Displays the interface that the device is on.
Refresh The list can be updated by clicking Refresh.

Bridge Table

Displays the entries in the system Bridge Table when the
device is operating in Bridge mode.

The Bridge Table shows which bridge port the particular
station is associated with - in other words from which
interface (LAN or Wireless LAN, as WLAN) the network
device (defined by MAC Address) is reachable from. The
AirRouter HP will forward the packets to that port only
(thus saving a lot of redundant copies and transmits).

Monitor
roughput | AP infomatian | BHRCP Cliant | ARP Table | Bridge Tabis | Routss | Log

MAC Address
OOZIECEISTES
10BADDESECAD
10BADD:BASATE
X 4B SA 1850
ICEAAF BANI 20
COAF DLW BCAD

Againg Timer
am
oie
oL
[-1--4
LF. ]

BEEELE

MAC Address Displays the MAC Address entry of each
network device that is associated to the station.

Interface Displays the interface the network device
(defined by MAC Address) is reachable from. Displayed as
LAN or WLAN.

Ageing Timer Displays how long it has been since a
packet has been detected from each MAC Address entry
(in seconds). After a particular time-out without detecting
any packet activity, the bridge will delete that address
from the Bridge Table.

+ Refresh The list can be updated by clicking Refresh.
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Routes

Lists all the entries in the system routing table, while the
device is operating in Router mode.

Monitor
Threughput | Stations | DWCP Cllant | ARP Tabile | Aguiss | Part Forward | OHCP Luases | Log

Destiraton Gateway Motmass Imariace

192188260 o000 255.255.265.0 LA

20800 o000 2562552480 AN

18935400 o000 255.255.0.0 LA

111 72.130.80.1 0.0.00 WAN
i)

AirOS examines the destination IP address of each data
packet traveling through the system (Destination column)
and chooses the appropriate interface to forward the
packet to. The system choice depends on static routing
rules — entries, which are registered in the system routing
table. Static routes to specific hosts, networks or default
gateway (Gateway, Netmask and Interface columns) are
set up automatically according to the IP configuration of
all the AirQOS interfaces.

» Refresh The list can be updated by clicking Refresh.
Port Forward

Chapter 4: Main Tab

Hostname Displays the device name (hostname) of the
client receiving an IP lease.

Interface Name Displays the interface to which the
specific MAC address is connected.

Refresh The list can be updated by clicking Refresh.
More information is provided in the Wireless section.
Log

When logging is enabled (Services > System Log > Enable
Log) this option lists all registered system events. By
default, logging isn't enabled.

Monitor
Throughput | AP Infarmation | DHCP Cllend | ARP Tatile | Roistes | Pant Forwnnd | Log

et Farwand Fiolos
Chain PORTPORMARD (1 references)
phts bytes target prot opt in sut source destination
L] 0 DHAT tep == 4 o 9.9.0.0/0 9.0.0.0/% top dptill tesl

C ~ i

Monitor
Throughput | itstans | GHCR Client | ARP Table | Roulss | Port Forward | GHCP Lesses | Log

Systom Log

Ray 19 12030:65 wyslogd startedi Busybow vl.11.2

May 19 12:38:05 inle: starting pid 18715, tiy “/dev/mull': 'Jess/bin/iveveat -s'

May 19 12428405 init: starting pid 15711, tty “/dew/mull's ' P =F =d dropbes
May 19 12030:05 dnits starting pid 15712, ey ‘fdev/mull's ‘febinfmtpelient -n -s -z 0 -1 -h pool.ntp.o
May 19 12:38:05 inits arting pld 15713, tiy “Jdev/mull's '/bis/hestapd /etefaaal.eflg’

May 19 12438400 dnamasqg(i5709]s started, version 7.47 cachesise 150

May 19 12:38:05 dnamasgiiS700)s compile tise options: IPvE CHU-getopt no-DBus no-118N TFIP
May 15 1243805 dnsmasgl15708]: DRCP, IP range 197.168.28.1 - 192.186.26.354, leass tise 10m
May 18 13130006 dnamsaq(i8700)) mo servers found in fetc/vessliv.coaf, will retry
May 19 12:38405 wireless: sthd St Mode:Master
May 19 12438106 dnemasglI5T08]: resd fetc/hosts - 1 addresses
May 19 13130106 dropbear[1571i1]: Mot backgrosnding
May 13 12:38:11 hostapds ath0s STA 004 16+chbibarad:£8 IEEE 803.11: sasociaved
May 19 22038111 vireless: sthd Megistered nodei08:161C0IOATADIFS
day 19 13:30:1) dosmasg(15700]: resding fete/resclv.cent
May 18 124 dnamasgl 1570811 using nameserver 209.18.47.63#53
Hay 19 12 dnsmang( 18700 seing masessrver 300.10.47.6145)
May 19 13:38:13 dnamasg|15708]: DECTREQUEST(eths) 133.158.36.197 09:1b/b3 5465453
May 19 12438413 dnamasq[iS708]1 DBCPACKLeth) 107,168.26.192 0041b1b215dibs159 raquel-rm
May 10 33:38:1) Bostspds athOi STA 00 16:cbibacad:f8 WPAr pairwies key handshake cospleved (RSN)
May 19 12:38:15 dnamasg(15705]: DBCPREQUEST{ethl) 193.158.26.15] 09:16ichibaradifE
May 19 02030038 dnamangliSTE0]s DNCPACK(ethe) 193.168.26.19) 00 1Cicbibaradifd
May 19 §2:38:18 bostapdi athOs STA $0:37:ed:£6:34:43 IEER B03.11: ssscclated

vireless: atht Regiatered node:$5:37184:P6134142
' pdi athOs BTA $0027:ed0 86534040 WA pairvise key bandsheke completed (REN)
May 19 12:38:10 dnamasq15709]: ORCPREQUEST{#thC) I93.168.36.723 90:27:edi£6:34:43
May 10 13:38:30 dnemasgiST60]¢ DRCPACK{ethd) 193.168.26.33 $0:37iedi 610443

=

( Refresh )

Lists active port forward entries in the PORTFORWARD
chain of the standard iptables nat table, while the device is
operating in Router mode.

Port forwarding is enabled and configured on the Network
tab.

Port Forwarding creates a transparent tunnel through a
firewall/NAT, granting an access from the WAN side to the
particular network service running on the LAN side.

» Refresh The list can be updated by clicking Refresh.
DHCP Leases

Shows the current status of the leased IP addresses by
the device’s DHCP server. This option is available if DHCP
Server is enabled while the device is operating in Router
mode.

Monitor
Throughpu | Ststions | GHCP Client | ARP Tanls | Rowtes | Port Forward | BHEP Lsases | Log

MAC Address 1P Address Romaning Leass  Hostname  Irkerface
DoISCEBAAD FR 19216826183 0OOTA2 LAN
021889:50:80.59 19216826192 CO.0EDY raquekrm  LAN
POITEAFEIAAI 19216826223 CC0E3Z LAN
(Refreh )

MAC Address Displays the client’s MAC address, which is
connected to the Access Point.

IP Address Displays the client’s IP address leased by the
device’s DHCP server.

Remaining Lease Time Shows how long the leased IP
address will be valid and reserved for particular DHCP
client.
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Clear Deletes all entries in the system log.
Refresh Updates System Log content.
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air Router

| WIRELESS _-..,':_".f_,..' [;:_,_:' A

Basic Wireless Settings

Wircless Mode:[?]
SsiD:

Country Code:
IEEE 802.11 Mode:
Channel Width:[7]
Channel Shifting:[7]
Frequency, MHz:
Extension Channet

Frequency List, MHz:
Auto Adjust to EIRP Limit:

| Access Point
www.ubnt.com
| United States
B/G/N mixed
40 MHz
| Enabled
| 2414

Upper Channel

v

Output Power:

Max TX Rate, Mbps:

Wireless Security

Chapter 5: Wireless Tab

Air@S

| Hide SSID
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Chapter 5: Wireless Tab

The Wireless tab contains everything needed by the
operator to set up the wireless part of the link. This
includes device wireless mode, SSID, country settings,
channel and frequency settings, data rates, and wireless
security.

Basic Wireless Settings

The general wireless settings, such as wireless mode,
wireless network name (SSID), country code, 802.11 mode,
output power and data rates can be configured in this
section.

Wireless Mode Allows you to specify the operating
mode of the device. The mode depends on the network
topology requirements. There are 4 operating modes
supported on the AirRouter HP: Station, Station WDS,
Access Point, Access Point WDS.
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« Station This is a client mode, which connects the
AirRouter HP to an Access Point. In Station mode,
the AirRouter HP acts as the subscriber Station while
connecting to the Access Point. The SSID of the
Access Point is used and all the traffic to/from the
network devices connected to the Ethernet interface is
forwarded.

Banic Wirsas Sattings

Crusrat ey 1) | Diuabied
Frouency Scar Lt Mote: || Ensbint
et A 0 T Lo
Ouint Powpr, S| e

s TX Plase. Moga: | MCS 7 - 63 B Aot

Subscriber Station uses the arpnat technique which may
result in a lack of transparency while passing-through
broadcast packets in bridge mode.
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+ Station WDS WDS stands for Wireless Distribution
System. Station WDS should be used while connecting
to an Access Point that is operating in WDS mode. This
mode is compatible with WPA/WPA2 encryption.

Station WDS mode enables packet forwarding at the
Layer 2 level.

The benefit of Station WDS is improved performance
and faster throughput. Station WDS - Bridge mode is
fully transparent for all Layer 2 protocols.

MC3 7 -85 # |l Aot

* Access Point This is 802.11 Access Point mode.

Bunie Winmun Battings
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* Access Point WDS This is an 802.11 Access Point which

allows for Layer 2 bridging with Station WDS devices
using the WDS protocol. Access Point WDS is not fully
compatible with WPA/WPA2 encryption.

WDS allows you to bridge wireless traffic between
devices which are operating in Access Point mode.
Access Point is usually connected to a wired network
(Ethernet LAN) allowing wireless connection to the
wired network. By connecting Access Points to one
another in an extended service set using the WDS,
distant Ethernet connections can be bridged into a
single LAN.

It is very important that network loops should not be
created with either WDS bridges or combinations of
wired (Ethernet) connections and WDS bridges. Tree

or Star shape network topology should be used in all
WDS use-cases (i.e. If Access Point 2 and Access Point

3 are specified as the WDS peers of Access Point 1,
Access Point 2 should not be specified as the WDS peer
of Access Point 3 and Access Point 3 should not be
specified as the WDS peer of Access Point 2 in any case).
Mesh and Ring network topologies are not supported
by WDS and should be avoided in all use cases.

Note: Station WDS and Access Point WDS mode
use the WDS protocol which is not defined as
the standard thus compatibility issues between
equipment from different vendors may arise.

Note: When connecting devices in Access Point
WDS to Access Point WDS mode, the WPA/
WPA2 security methods will not function.
When connecting Access Point WDS devices

to other Access Point WDS device use none or
the WEP security method. However, this may
compromise the security of your network.
When connecting Station WDS clients to an
Access Point WDS device, all security methods
are available and work properly.
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- WDS Peers (Only applicable in Access Point WDS
mode.) WDS Stations and/or WDS Access Points
connected to the AirRouter HP should be specified in
this list to create a wireless network infrastructure -
Wireless Distribution System. Enter the MAC address
of the paired WDS device in the WDS Peer entry field.
One MAC address should be specified for a Point-to-
Point connection use case. Up to six WDS Peers can
be specified for a Point-to-Multi-Point connection use
case.

- Auto (Only applicable in Access Point WDS mode.)
Option should be enabled in order to establish
WDS connections between Access Points if WDS
Peers are not specified. If the Auto option is enabled,
the AirRouter HP will choose WDS Peers (Access
Points) according to the SSID setting. Access Point
operating in WDS mode should have the same SSID
as the WDS Peer in order to establish the connection
automatically while the Auto option is enabled. This
configuration is also known as repeater mode. AP
WDS Auto option can not be selected if any type
of WPA or WPA2 security is used as WPA requires
different roles on AP configuration (authenticator or
supplicant).

| Wesleas Wooa V|| Acceis PomEwDs 1 et |

=3

Note: Access Point operating in WDS mode
and all the WDS Peers must operate on the
same frequency channel, use the same channel
spectrum width and the same security settings.

SSID The wireless network name or SSID (Service Set
Identifier) used to identify your 802.11 wireless LAN
should be specified while operating in Access Point or
Access Point WDS mode. All the client devices within
range will receive broadcast messages from the access
point advertising this SSID.

| SEI0: www o o |

While operating in Station or Station WDS mode, you
should specify the SSID of the Access Point the AirRouter
HP is associated with. There can be several Access Points
with an identical SSID. If the SSID is set to “Any” the station
will connect to any available Access Point.

. Ubiquiti Networks, Inc.
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Select (Only applicable in Station and Station WDS mode.)
The list of the available Access Points can be retrieved
using the Select button.

| P s |

This control activates Site Survey tool which is used for
the AP selection. Site Survey will search for the available
wireless networks in range on all supported channels
and allows you to select one for association. In case the
selected network uses encryption, you'll need to set
security parameters in the Wireless Security section.

Ubiguitl, [AlRauter—si] - Eite Survey
tm Gurvey
T 24120M: 14175Ms 2420H T 37GHz 2ATI0He TATIGHG 244304 2 M4T0Mz T48IGHs Z4STTHS 2 42GHE
MAC Aderans s DoveaMame  Evcrypion  Sgeslitome.dBm  Fregeoecy,GHr  Charsl
DSAIGFITIN  Neeoeamcos wer w018 sz "
ozrAseacets i wee 01
ICERCF AR e a3

-
-

mmmmmmm wen 201
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Lok w AF | | Selest | | Sean

Select the Access Point from the list and click the Select
button for association. This will automatically enter the

name of the Access Point into the SSID field and display
the appropriate security options in the Wireless Security
section at the bottom of the page.

Or, to lock the station to a particular Access Point, select
the Access Point from the list and click the Lock to AP
button for association. This will automatically enter the
name of the Access Point into the SSID field, enter the
MAC Address into the Lock to AP MAC field and display
the appropriate security options in the Wireless Security
section at the bottom of the page.

Click Scan to refresh the list of available wireless networks.
The Site Survey channel scan list can be modified using
the Channel Scan List control.

Hide SSID (Only applicable in Access Point and Access
Point WDS mode.) When this option is enabled, the SSID
(wireless network name) will not be broadcast to wireless
stations.

[ —— [rp— |

Lock to AP MAC (Only applicable in Station and Station
WDS mode.) This allows the station to always maintain

a connection to a particular Access Point with a specific
MAC address. This is useful as sometimes there can be
multiple Access Points using the same SSID. With Access
Point lock on, the station will lock to a specific MAC
Address and not roam between several Access Points with
the same SSID.
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Country Code Each country has their own power level
and frequency regulations. To ensure the AirRouter HP
operates under the necessary regulatory compliance
rules, be sure to select the country where your device

will be used. The channel list, output power limits, IEEE
802.11 and Channel Spectrum Width modes will be tuned
according to the regulations of the selected country.

[ P — |

IEEE 802.11 Mode Displays the radio standards used for
the AirRouter HP.

[ EE 8021 Mode: 8/ mss |

Channel Width Displays the spectral width of the radio
channel. Supported wireless channel spectrum widths:

« 5MHz is the channel spectrum with the width of 5 MHz
(known as Quarter-Rate mode).

+ 10 MHz is the channel spectrum with the width of 10
MHz (known as Half-Rate mode).

+ 20 MHz is the standard channel spectrum width
(selected by default).

+ 40 MHz is the channel spectrum with the width of 40
MHz.

+ Auto 20/40MHz (Only applicable in Station or Station
WDS mode.) It offers better compatibility.

| Chanses Wie77| | 20 Wiz _ z |

Note: Laptops cannot connect to the AirRouter
HP when the channel width is set to 5/10 MHz.
Some devices may not be able to connect using
the 40 MHz setting.

Channel Shifting Enables special channels which

have the frequency offset from the standard

802.11b/g/n channels. This is a proprietary Ubiquiti
Networks- developed feature. While 802.11 networks have
standard channels spaced every 5 MHz apart, channel
shifting uses non-standard channels offset from the
standard channels. All the channels can be shifted by 5
MHz (in 802.11n) or 2 MHz (in 802.11bgn) from the default
central channel frequency. Options include Enabled and
Disabled.

| Chasnes S ) | Disdéed 3 |

Note: Channel shifting is not compatible with
legacy products.

The benefits of this are private networking and inherent
security. Using channel-shifting, networks instantly
become invisible to the millions of Wi-Fi devices in the
world.
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Frequency, MHz (Only applicable in Access Point or
Access Point WDS mode.) Select the wireless channel

while operating in Access Point mode. Multiple frequency
channels are available to avoid interference between
nearby access points. The channel list varies depending on
the selected country code, IEEE 802.11 mode and Channel
Spectrum Width and Channel Shifting option.

| Py e . 5 B |

Extension Channel (Only applicable in Access Point or
Access Point WDS mode with 40 MHz channel width.)
Indicates the use of channel bonding that allows the
AirMax network to use two channels at once. Using
two channels improves the performance of the Wi-Fi
connection. It is automatically selected by the system.
Options include Upper Channel and Lower Channel.

| Extingion Cogerat | Usoes Chis |

Channel Scan List, MHz (Only applicable in Station or
Station WDS mode.) This will confine scanning only to the
selected channels. The benefits of this are faster scanning
as well as filtering out unwanted AP’s in the results. Site
Survey tool will look for the Access Points in selected
channels only. Once enabled, click Edit to open the
Channel Scan List window.

(] 2612 MHz (72617 MHe (3422 MHz (7] 2427 MMz [T72432 WMz
(2437 MHz (2642 MHz (12647 MMz (2452 MMz (12457 Wiz
3683 MHz

o (e

Select the channels that you want to scan and click OK or
click Close to close the window without any selections.

Output Power This defines the maximum average
transmit output power (in dBm) of the AirRouter HP. The
output power can be specified using the slider. When
entering the output power value manually, the slider
position will change according to the entered value. The
transmit power level maximum is limited according to the
country regulations. Output power is the output power
delivered to the internal antenna.

Max Data Rate, Mbps This defines the data rate (in Mbps)
at which the device should transmit wireless packets.

| Mas Tt e, Mtga | MCET - 130 (I pe— |

You can fix a specific data rate between MCS 0 and MCS 7.
It is recommended that you use the Automatic option,
especially if you are having trouble getting connected or
losing data at a higher rate. In this case, the lower data
rates will be used automatically. If you select 20 MHz
Channel Spectrum width, the maximum data rate is MCS 7
(65Mbps). If you select 40 MHz Channel Spectrum width
the maximum data rate is MCS7 (150 Mbps).
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Automatic When selected, the rate algorithm will select
the best data rate, depending on link quality conditions.
It is recommended that you use this option, especially if
you are having trouble getting connected or losing data
at a higher rate. Refer to the Advanced section for detailed
information about rate algorithms.

Wireless Security

In Access Point and Access Point WDS mode, this is where
you configure the wireless security settings that will be
used by the devices on your wireless network.

In Station or Station WDS mode, you will need to match
the security settings of the Access Point that the AirRouter
HP is associated with.

Wisians Secumy

Socurty: | nose
MAC ACL | Eratind

Security The AirRouter HP supports the following
wireless security methods:

+ None Creates an open network without any security.

+ WEP WEP (Wired Equivalent Privacy) is the oldest and
least secure security algorithm. WPA™/WPA2™ security
methods should be used when possible.

« WPA WPA™ or Wi-Fi Protected Access was developed as
a stronger encryption method over WEP.

+ WPA-TKIP WPA™ (Wi-Fi Protected Access) security
mode with TKIP support only. TKIP (Temporal Key
Integrity Protocol) uses the RC4 encryption algorithm.

+ WPA-AES WPA™ (Wi-Fi Protected Access) security
mode with AES support only. AES (also known as CCMP)
- Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol which uses the Advanced
Encryption Standard (AES) algorithm.

« WPA2 WPA2™ was developed to strengthen wireless
encryption security and is stronger than WEP and
WPA™,

+ WPA2-TKIP WPA2™ (Wi-Fi Protected Access) security
mode with TKIP support only. Temporal Key Integrity
Protocol which uses RC4 encryption algorithm.

+ WPA2-AES WPA2™ (Wi-Fi Protected Access) security
mode with AES support only. AES (also known as
CCMP) - Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol which uses the
Advanced Encryption Standard (AES) algorithm. This
is the strongest security option available. If all of the
wireless devices on your network support this option, it
is recommended that you select it.
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WEP

Wireless Security

Securty: | WER =)

Autruricatie Typa: @ Opan () Sharod Kay

£
=

WEP Kay Lengih: | 54 bit ¥ Wy Typo: | HEX
WEF Kay: | Wy I | ®)
MAC ACL: (] Enablod

Authentication Type One of the following authentication
methods should be selected if WEP security is used:

+ Open The station is authenticated automatically by the
AP (selected by default).

+ Shared Key Station is authenticated after the
challenge, generated by the AP.

WEP Key Length This determines the length of the WEP

security key. Select one of the two key length options:

+ 64-bit This option is selected by default. A 64-bit key is
10 HEX or 5 ASCII characters in length.

+ 128-bit The 128-bit option provides a little more
security and is 26 HEX or 13 ASClII characters in length.
Key Type Specifies the character format for the WEP key:
« HEX Selected by default, this option uses hexadecimal

characters. 0-9, A-F or a-f are valid characters.
« ASCII ASCll uses the standard English alphabet and
numeric characters.

WEP Key Enter the WEP encryption key adhering to the
selections you made for key length and key type:

Type HEX ASClI

64-bit 10 Hexadecimal Characters 5 ASCIl Characters
(0-9, A-F or a-f) Example: Example:
00112233AA ubnt1

128-bit | 26 Hexadecimal Characters 13 ASClI characters
(0-9, A-F or a-f) Example: Example:
00112233445566778899AABBCC ubntproducts1

Key Index Specifies the Index of the WEP Key used. 4
different WEP keys can be configured at the same time,
but only one is used. The effective key is set by choosing 1,
2,3o0r4.
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WPA™/WPA2™

The configuration options are the same for all of the
WPA™ and WPA2™ options. WPA2-AES is the strongest
security method. If all of the wireless devices on your
network support this option, it is recommended that you
select it.

Chapter 5: Wireless Tab

EAP - Access Point Mode

Wirslass Securtty

Socurty; | WPA
WPA Authentication: | EAP 3
RADIS Sarver IP: |
RADILS Server Port: (1812 |
RADIUS Sarver Socrot s Show
MAC ACL: [[] Erabled

Wireless Securtty

Socurty: | WPA =)
WoA Agtrarscaton: | PSI )
WP Prosharsd Ky | s Fishow

MAC ACL: [ Enatiod

WPA Authentication One of the following WPA™ key
selection methods should be specified if WPA™ or WPA2™
security method is used:

+ PSK Pre-shared Key method (selected by default).

« EAP EAP (Extensible Authentication Protocol)
IEEE 802.1x authentication method. This method is
commonly used in Enterprise networks.

PSK

Wireless Securtty

Securty: [WeA___ T
WoA Agtrarscaton: | PSI )
WP Prosharsd Ky | s Fishow

MAC ACL: [ Enatiod

Radius Server IP Specifies the RADIUS Server’s IP address.
RADIUS is a networking protocol providing centralized
Authentication, Authorization, and Accounting (AAA)
management for computers in order to connect to, and
use a network service.

Radius Server Port Specifies the RADIUS Server’s UDP
port. The most commonly used port is 1812, but that
depends on the RADIUS Server you are using.

Radius Server Secret Specifies the password. A shared
secret is a case-sensitive text string used to validate
communication between two RADIUS devices. Click Show
to see the actual characters being typed.

See “MAC ACL"” on page 17 for more information on
this option.

Note: When connecting devices in AP-WDS-to-

AP-WDS mode, the WPA/WPA2 security methods

WPA Preshared Key A passphrase needs to be specified
when the Pre-shared Key method is selected. The
pre-shared key is an alpha-numeric password between

8 and 63 characters long. Click Show to see the actual
characters being typed.

See “MAC ACL"” on page 17 for more information on
this option.

EAP
EAP - Station Mode

Wiroless Security

Securty: | WPA sl
o o 0 TE) (070 8) (o )
WA Ananymous 1eesty. o ]
WEA Liser Nama

WPA User Pasgwoed: [Dsnow

WPA Anonymous Identity (Only applicable in Station

or Station WDS mode with EAP-TTLS.) Identification
credential (also known as identity) used by the supplicant
for EAP authentication.

WPA User Name (Only applicable in Station and Station
WDS mode.) Identification credential (also known as
anonymous identity) used by the supplicant for EAP
tunneled authentication (EAP-TTLS) in unencrypted form.

WPA User Password (Only applicable in Station and
Station WDS mode.) Password credential used by the
supplicant for EAP authentication.
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will not function. When connecting AP-WDS
devices to another AP-WDS device use none or
the WEP security method. However, this may
compromise the security of your network. In case
of connecting STA-WDS clients to an AP-WDS
device, all security methods are available and
work properly.
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MAC ACL

Wirnless Security

Secuty: weaz )

WA Authentcance: | PSK 18]

Remave

MAC ACL (Only applicable in Access Point and Access Point
WDS mode) MAC Access Control List (ACL) lets you allow
or deny clients connectivity to the AirRouter HP.

MAC ACL: ™ Enabled

a

Policy: | Allow

Remove

Note: The maximum number of MAC ACL
entries that can be managed through the AirOS
Web Management interface is 32. In order to
manage more than 32 entries, read this guide,
which explains how to manage more MAC
addresses by modifying the configuration file.

When enabled, select one of the policies:

« Allow Wireless clients in the list have access to the
AirRouter HP. Any wireless clients that have not been
added to the list will not have access to the AirRouter HP.

+ Deny Wireless clients in the list will be denied access to
the AirRouter HP. Any wireless client that is not in the list
can access the AirRouter HP.

- Add/Remove The MAC addresses of the wireless clients
can be added and removed to the list using the Add and
Remove buttons.

The MAC addresses of the wireless clients can be added
and removed using the Add and Remove buttons.

Click Show to see the actual characters being typed.

Note: MAC Access Control should be used in
combination with a security method such as
WPA™ or WPA2™. |t should not be used as the
only method of security on your network.

Click Change to save the changes.

A1 Ubiquiti Networks, Inc.
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air Router

NETWORK

Network Mode: | SOHO Router
Disable Network: | None
WAN Network Settings

WAN IP Address: (S)JDHCP (_IPPPoE

DHCP Fallback IP; | 152.168.10.1

DHCP Falilback NetMask: 255.255.255.0
mru: [1500 |
Enabile DMZ:
Auto IP Aliasing;
IP Aliases: | Configure...

Change MAC Address:

LAN Network Settings

IP Address: 182.168.1.1
Netmask: 255.255.255.0
Enable NAT: &

Enable NAT Protocol. #SIP @PPTP @FTP #RTSP

MTU: 1500
Enabie DHCP Server.
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The Network tab allows the administrator to set up bridge
or routing functionality. The IP configuration is required
for device management purposes. IP addresses can either
be retrieved from a DHCP server or configured manually.
Use the Network tab to configure IP settings.

Network Role
The AirRouter HP can operate in the following modes:
+ “Bridge” on page 19

* “Router” on page 21
* “SOHO Router” on page 27

Note: SOHO Router is the default Network Mode
for the AirRouter HP.

Metwork Role

Hotwork Mode: | SOHO Router =]

A1 Ubiquiti Networks, Inc.
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Auto IP Aliasing:

IP Aliases: | Configure...

Network Mode Specify the operating network mode

for the device. There are three modes: Bridge, Router and
SOHO Router. The mode depends on the network topology
requirements:

» Bridge In this mode the device will act as a transparent
bridge and will operate in Layer 2. There will be no
network segmentation and the broadcast domain will
be the same. Bridge mode will not block any broadcast
or multicast traffic. Additional firewall settings can
be configured for Layer 2 packet filtering and access
control in Bridge mode.

» Router This operating mode can be configured in order
to operate in Layer 3 to perform routing and enable
network segmentation — wireless clients will be on a
different IP subnet. Router mode will block broadcasts
while it is not transparent.

The AirRouter HP supports Multicast packet pass-
through in Router mode.

The AirRouter HP can act as DHCP server and use NAT
(Network Address Translation) (Masquerading) feature
which is widely used by Access Points. NAT will act as the
firewall between LAN and WLAN networks. Additional
firewall settings can be configured for Layer 3 packet
filtering and access control in Router mode.
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+ SOHO Router SOHO (Small Office/Home Office) Router
mode is a derivation of Router mode. In SOHO Router
mode, the Main Ethernet port labeled <-++> functions as
the WAN port. The WLAN and LAN ports function as the
Local Area Network (LAN). This is the default operating
mode of the AirRouter HP.

Disable Network This option can be used to disable the
WLAN, LAN or WAN interface. This setting should be used
with caution as no L2 or L3 connection can be established
through the disabled interface. It will be impossible to
access the AirRouter HP from the wireless/wired network
which is connected to the disabled interface. Disable WAN
is only applicable while operating in SOHO Router mode.

Bridge

In Bridge mode, the AirRouter HP forwards all network
management and data packets from one network
interface to the other without any intelligent routing. For
simple applications this provides an efficient and fully
transparent network solution. WLAN (wireless) and LAN
(Ethernet) interfaces belong to the same network segment
and share the same IP address space. WLAN and LAN
interfaces form the virtual bridge interface while acting as
the bridge ports. The bridge has assigned IP settings for
management purposes.

ai nouter

.| seiwosk [Laovaseen | senvices, | svstim | [roos i Logou ]

Hotweork Mosac | Dridge
Disabls Nutwork: | Nene
Network Satiings
Bridge B Acdresa: (B)OHCP [ iState
DHCP Falack 1P 102 188.10.1
DHCP Falback Notmask: 255,256 355.0
wru: (1860 |
Spaening Troe Protecot
Ao 1P Adasieng

P Asmses: | Configure..
VLAN Network Settings
Enablo VLAN
Firewall Settings
Eratio Firowat || Canflgre...

Static Routes

State Rowies: | Confgure...
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Bridge > Network Settings

Bridge IP Address The device can be set for static IP or
can be set to obtain an IP address from the DHCP server it
is connected to. One of the IP assignment modes must be
selected:

* DHCP Choose this option to assign the dynamic IP
address, Gateway and DNS address by the local DHCP
server.

Network Settlings

Bridge [P Address: (BIDHCP (Suse
DHCP Falack P 152.188.90.1

MTU: | 1500
Spanrang Tree Protocot
Haito 1P Abaaing:

1P Adases: | Configure..

- DHCP Fallback IP Enter the IP address for the
AirRouter HP to use if a DHCP server is not found.

- DHCP Fallback Netmask Enter the netmask for the
AirRouter HP to use if a DHCP server is not found.

+ Static Choose this option to assign the static IP settings
for the bridge interface.

Network Settings

Brisge I Address: | /OMCP () Static
P Address: D.0.0.0
Metmask: 755,265 3850
Gasowny 1P: 0.00.0
Frimary NS iP: |
Secondary ONS IP
wru [vEee
Sganring Troo Protecok
Auto [P Aasing
¥ Asses. | Configure..

© Copyrght 2006-2011 Ubioati Networia, (o
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Note: IP Address and Netmask settings should
be consistent with the address space of the
network segment where the AirRouter HP
resides.

- IP Address Enter the IP address of the device while
Static Bridge IP Address mode is selected. This IP will
be used for AirRouter HP management purposes.

- Netmask This is a value which when expanded into
binary provides a mapping to define which portions
of IP address groups can be classified as host devices
and network devices. Netmask defines the address
space of the network segment where the AirRouter HP
resides. 255.255.255.0 (or /24) Netmask is commonly
used on many C Class IP networks.

- Gateway IP Typically, this is the IP address of the host
router which provides the point of connection to the
Internet. This can be a DSL modem, Cable modem, or
a WISP gateway router. The AirRouter HP will direct
the packets of data to the gateway if the destination
host is not within the local network.

3

Note: In Bridge mode, the Gateway IP address
should be from the same address space (on the
same network segment) as the AirRouter HP.
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- Primary DNS IP Enter the IP address of the Primary
DNS (Domain Name System) server.

- Secondary DNS IP Enter the IP address of the
Secondary DNS (Domain Name System) server. This
entry is optional and only used if the primary DNS
server is not responding.

MTU Defines the size (in bytes) of the largest protocol
data unit the layer can pass on. When using slow links,
large packets can cause some delays thereby increasing
lag and latency.

Spanning Tree Protocol Multiple interconnected bridges
create larger networks using the IEEE 802.1d Spanning
Tree Protocol (STP), which is used for finding the shortest
path within network and to eliminate loops from the
topology.

If enabled, the AirRouter HP Bridge will communicate
with other network devices by sending and receiving
Bridge Protocol Data Units (BPDU). STP should be turned
off (selected by default) when the AirRouter HP is the
only bridge on the LAN or when there are no loops in the
topology as there is no need for the bridge to participate
in the Spanning Tree Protocol in this case.

Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.

LAN [P Afisnen
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+ IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

+ Netmask The network address space identifier for the
particular IP Alias.

+ Comment Field used for a brief description of the
purpose of the alias.

« Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

A1 Ubiquiti Networks, Inc.
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Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.

Bridge > VLAN Network Settings

Enable VLAN Defines the size (in bytes) of the largest
protocol data unit the layer can pass on. When using
slow links, large packets can cause some delays thereby
increasing lag and latency.

VLAN ID The VLAN ID is a unique value assigned to
each VLAN at a single device; every VLAN ID represents
a different Virtual Network. In AirOS 5.3.3 VLAN ID range
values between 2 and 4094 are allowed. AirOS 5.3.3 only
allows for one VLAN ID per device.

VLAN Network Defines which network interface will be
assigned to the specified VLAN ID.

Bridge > Firewall Settings

Firewall functionality on the bridge interface can be
enabled by selecting Enable Firewall. Bridge Firewall
rules can be configured, enabled or disabled while using
Firewall configuration window which opens when you
click Configure.

S e Dt b e GutPon Comenrt
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Firewall entries can be specified by using the following
Criteria:

Interface The interface (WLAN or LAN) where filtering of
the incoming/passing-through packets are processed.

IP Type Sets which particular L3 protocol type (IP, ICMP,
TCP, UDP) should be filtered.

Source IP/Mask The source IP of the packet (specified
within the packet header), usually it is the IP of the host
system which sends the packets.

Src Port The source port of the TCP/UDP packet (specified
within the packet header), usually it is the port of the host
system application which sends the packets.

Destination IP/Mask The destination IP of the packet
(specified within the packet header), usually it is the IP of
the system which the packet is addressed to.

Dst Port The destination port of the TCP/UDP packet
(specified within the packet header), usually it is the
port of the host system application which the packet is
addressed to.
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Comment Field used to enter a brief description of the
firewall entry.

On Enables or disables the effect of the particular firewall
entry. All added firewall entries are saved in system
configuration file, however only the enabled firewall
entries will be active on the AirRouter HP.

Not Can be used for inverting the Source IP/mask, Source
Port, Destination IP/mask and Destination Port filtering
criteria (i.e. if not is enabled for the specified Destination
Port value 443, the filtering criteria will be applied to all
the packets sent to any Destination Port except the 443
which is commonly used by HTTPS).

Click Save to save your firewall entries or click Cancel to
discard your changes.

All active firewall entries are stored in the FIREWALL chain
of the ebtables filter table, while the device is operating
in Bridge mode. Please refer to the ebtables manual for a
detailed description of the firewall functionality in Bridge
mode.

Click Change to save the changes made in the Network
tab.

Bridge > Static Routes

In this section you can manually add static routing rules to
the System Routing Table, this allows you to specify that a
specific target IP address (es) passes through a determined
gateway. Click Configure to add an entry.

Static Routes

Target Natwork 10 Nezain sy P Commrest o

1
2
- |
i

For each entry you must specify a valid Target Network IP,
Netmask, Gateway IP, and optionally a comment. Select
On to enable the rule. Click Save to save your entries or
Cancel to discard them.

A1 Ubiquiti Networks, Inc.
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Router

The role of the LAN and WLAN interface will change
depending on the Wireless Mode selected while the
AirRouter HP is operating in Router mode:

» The wireless interface and all connected wireless clients
are considered as part of the internal LAN and the
Ethernet interface is dedicated for the connection to the
external network while the AirRouter HP is operating in
Access Point or Access Point WDS mode.

* The wireless interface and all of the connected wireless
clients are considered part of the external network
and all network devices on the LAN side as well as the
Ethernet interface itself are considered as part of the
internal network when the AirRouter HP is operating in
Station or Station WDS mode.

Wireless/wired clients are routed from the internal
network to the external one by default. Network Address
Translation (NAT) functionality works the same way.

air Router Iall DS

Mtwork Moda: | SOHO Router

Dl Metwork: | Nore
WAN Network Sattings

WAN IP Addrass: (@JDHCP (/PRPoG | St
DHEP Fambock P | 152 164.10.1 ]

DHCP Falback MetMask: | 2552552550

wTw: 500
Enablo D
o &P Masing
1P Almes: | Configure..,
Change MAC Addreas
LAN Natwork Sattings
1P Acdresn | 162 1681 1 E P —
Memsk: (255 255 2950 # Alases: | Conmfigure...
Enatia NAT; &
Erabke NAT Protocct RSP @PPTP. EIFTP SfRTSP
wru (50 |
Enablo DHCP Sorver:

Pon Forwaedng Contigure..
VLAN Notwork Settings
Enatis VLAN
Multicast Routing Settings

Erable Muticast Aoutng

Muticast Upstraam: | WaAN

Frawn® Sohtings

Erably Fagwat Canfigere..

Static Routes

Seatic Foutes’ | Configure...

Change

© Copyright 2004~ 2011 Uniguiti Netwarka, Ine

Router > WLAN Network Settings

IP Address This is the IP address to be represented by
the WLAN interface which is connected to the internal
network according to the wireless operation mode
described above. This IP will be used for the routing of
the internal network (it will be the Gateway IP for all

the devices connected on the internal network). This IP
address can be used to access the management interface
of the AirRouter HP.
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Netmask This is used to define the device IP classification
for the chosen IP address range. 255.255.255.0 is a typical
netmask value for Class C networks, which support IP
address range 192.0.0.x to 223.255.255.x. Class C network
Netmask uses 24 bits to identify the network (alternative
notation “/24") and 8 bits to identity the host.

Enable NAT Network Address Translation (NAT) enables
packets to be sent from the wired network (LAN) to the
wireless interface IP address and then sub-routed to other
client devices residing on the local network while the
AirRouter HP is operating in Access Point or Access Point
WDS mode and in the reverse direction in Station and
Station WDS mode.

Enable NAT Protocol While NAT is enabled, data packets
could be modified in order to allow pass-through to the
Router. To avoid packet modification of some specific
packets, like: SIP, PPTP, FTP, RTSP; uncheck the respective
checkbox.

NAT is implemented using the masquerade type firewall
rules. NAT firewall entries are stored in the iptables nat
table, while the device is operating in Router mode. Please
refer to the iptables tutorial for detailed description of the
NAT functionality in Router mode.

Static routes should be specified in order for the packets
to pass-through the AirRouter HP if NAT is disabled in
while operating in Router mode.

MTU Defines the size (in bytes) of the largest protocol
data unit the layer can pass on. When using slow links,
large packets can cause some delays thereby increasing
lag and latency.

Enable DHCP Server Dynamic Host Configuration
Protocol (DHCP) Server assigns IP addresses to clients
which will associate to the wireless interface while the
AirRouter HP is operating in Access Point or Access Point
WDS mode and assigns IP addresses to clients which will
connect to the LAN interface while the AirRouter HP is
operating in Station or Station WDS mode.

Enabis DHCP Sorver: B
Range Siart: | 192.168.26.2 ]
Rarge End: [ 152188.28.254

Notmask: |25 355 2520

Laasn Tima: 820 saconds

+ Range Start/End This range determines the IP
addresses given out by the DHCP server to client
devices on the internal network which use dynamic IP
configuration.

+ Netmask This is used to define the device IP
classification for the chosen IP address range.
255.255.255.0 is a typical netmask value for Class C
networks, which support IP address range 192.0.0.x to
223.255.255.x. Class C network Netmask uses 24 bits to
identify the network (alternative notation “/24") and 8
bits to identity the host.

. Ubiquiti Networks, Inc.
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+ Lease Time The IP addresses given out by the DHCP
server will only be valid for the duration specified
by the lease time. Increasing the time ensures client
operation without interruption, but could introduce
potential conflicts. Lowering the lease time will avoid
potential address conflicts, but might cause more slight
interruptions to the client while it acquires a new IP
addresses from the DHCP server. The time is expressed
in seconds.

Enable DNS Proxy The DNS Proxy forwards the Domain
Name System requests from the hosts which reside in the
internal network to the DNS server while the AirRouter HP
is in operating in Router mode. A valid Primary DNS Server
IP needs to be specified for DNS Proxy functionality. The
internal network interface IP of the AirRouter HP should
be specified as the DNS server in the host configuration in
order for the DNS Proxy to be able to get the DNS requests
and translate domain names to IP addresses afterwards.

Port Forwarding Port forwarding allows specific ports of
the hosts residing in the internal network to be forwarded
to the external network. This is useful for number of
applications such as FTP servers, gaming, etc. where
different host systems need to be seen using a single
common IP address/port.

Port Forwarding rules can be set in the Port Forwarding
window, which is opened by enabling Port Forwarding
and then clicking Configure.

Port Forwnrding

Privats IP Private Port Type Publc Port  Comment Erabied

e owas o

Port Forwarding entries can be specified by using the

following criteria:

+ Private IP The IP of the host which is connected to the
internal network and needs to be accessible from the
external network.

+ Private Port The TCP/UDP port of the application
running on the host which is connected to the internal
network. The specified port will be accessible from the
external network.

+ Type The L3 protocol (IP) type which needs to be
forwarded from the internal network.
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* Public Port The TCP/UDP port of the AirRouter HP
which will accept and forward the connections from the
external network to the host connected to the internal
network.

« Comment Enter a brief description of the port
forwarding functionality such as FTP server, Web server,
or game server.

« Enabled Enables or disables the effect of the particular
port forwarding entry. All the added firewall entries are
saved in the system configuration file, however only
the enabled port forwarding entries are used on the
AirRouter HP.

Save your port forwarding entries by clicking Save or
discard your changes by clicking Cancel.

Router > LAN Network Settings

LAN Network Settings

LAN 1P Aszreas: (@)omcP (iPPRoE (st
DHCP Falbeck 7 182.168.10.1 1
WU 1500
Enable DVZ
uito IP Alasieg
1P Adaves: | Configure..,
Changa AT Addieas

LAN IP Address This is the IP address to be represented
by the LAN or WLAN interface which is connected to the
external network according to the wireless operation
mode described previously. This IP address can be used for
routing and device management purposes.

The external network interface can be set for static IP or
can be set to obtain an IP address from the DHCP server
which should reside in the external network. One of the
IP assignment modes must be selected for the external
network interface:

+ DHCP Choose this option to obtain the IP address,
Gateway and DNS address dynamically from the
external DHCP server.

* PPPoE Choose this option to obtain the IP address,
Gateway and DNS address dynamically from the
external PPPoE server.

+ Static Choose this option to assign the static IP settings
for the external interface.

DHCP

LAN Network Settings

LAN 1P Agsress: @OHCP (PPRoE ()5t
DHCP Falbeck © 182168101 ]
w1800
Enabls DMZ
Ao 1P Alasig

1P Adaves: | Configure..,

Charga MAC Addiess

DHCP Fallback IP If the AirRouter HP is set to Dynamic
IP Address mode (DHCP) and is unable to obtain an IP
address from a valid DHCP server, it will fall back to the
static IP address listed here.

A1 Ubiquiti Networks, Inc.
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DHCP Fallback Netmask If the AirRouter HP is set to
Dynamic IP Address mode (DHCP) and unable to obtain an
IP address from a valid DHCP server, it will fall back to the
static Netmask listed here.

MTU Defines the size (in bytes) of the largest protocol
data unit the layer can pass on. When using slow links,
large packets can cause some delays thereby increasing
lag and latency.

Enable DMZ The Demilitarized Zone (DMZ) can be
enabled and used so that services such as Web Servers,
Proxy Servers, and E-mail Servers can still serve the local
network and are at the same time isolated from it for
additional security. DMZ is commonly used with NAT
functionality as an alternative to Port Forwarding but DMZ
opens all ports of the host network device to the external
network.

+ DMZ Management Port Web Management Port for the
AirRouter HP (TCP/IP port 80 by default) will be used for
the host device if the DMZ Management Port option is
enabled.

« DMZIP Enter the IP address of the internal network
device and the device will be completely exposed to the
external network.

Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.

LAN [P Afisnen
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- IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

+ Netmask The network address space identifier for the
particular IP Alias.

« Comment Field used for a brief description of the
purpose of the alias.
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« Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.

Change MAC Address When enabled, the MAC address
of the respective interface can be changed. This is
especially useful if your ISP only assigns one valid IP
address and it is associated to a specific MAC address;
usually used by Cable operators or some WISPs.

PPPOE

Point-to-Point Protocol over Ethernet (PPPOE) is a

virtual private and secure connection between two
systems which enables encapsulated data transport. It is
commonly used as the medium for subscribers to connect
to Internet Service Providers (typically DSL).

Select the IP Address option PPPoE to configure a PPPoE
tunnel in order to connect to an ISP. Only the external
network interface can be configured as a PPPoE client as
all the traffic will be sent via this tunnel. The IP address,
Default gateway IP and DNS server IP address will be
obtained from the PPPOE server after PPPoE connection is
established. The broadcast address is used for the PPPoE
server discovery and tunnel establishment.

Chapter 6: Network Tab

A PPPoE tunnel reconnection routine can be initiated
using the Reconnect button which is located in the Main
tab next to the PPP interface statistics.

LAN Netwark Settings

LAN IF Address: @ omoP (PPRoE () Statg
DHEP Falback 1P 182.166.10.1

DHCP Falback Notask: 255 255.288.0
Erable DMZ- B
DMZ Maragemart Port. 9

oMz P

At 1 piasioy. &

i Alases: (Configure... )

Crarge MAC Address: [

LAN Network Saftings

1P Atases: | Configure...

A valid username and password are required for the PPPoE
connection:

PPPoE Username Username to connect to the server
(must match the configured on the PPPoE server).
PPPoE Password Password to connect to the server
(must match the configured on the PPPoE server).
Show Check this box to display the PPPoE password
characters.

PPPoE MTU/MRU The size (in bytes) of the Maximum
Transmission Unit (MTU) and Maximum Receive Unit
(MRU) used for data encapsulation while transferring
through the PPP tunnel; (MTU/MRU default value: 1492)
PPPoE Encryption Enables the use of MPPE encryption.
The IP address of the PPP interface will be displayed on
the Main tab next to the PPP interface statistics if it is

obtained through the established PPPoE connection,
otherwise a Not Connected message will be displayed.

A1 Ubiquiti Networks, Inc.

Enable DMZ The Demilitarized Zone (DMZ) can be
enabled and used so that services such as Web Servers,
Proxy Servers, and E-mail Servers can still serve the local
network and are at the same time isolated from it for
additional security. DMZ is commonly used with NAT
functionality as an alternative to Port Forwarding but DMZ
opens all ports of the host network device to the external
network.

+ DMZ Management Port Web Management Port for the
AirRouter HP (TCP/IP port 80 by default) will be used for
the host device if the DMZ Management Port option is
enabled.

« DMZIP Enter the IP address of the internal network
device and the device will be completely exposed to the
external network.

Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.
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+ IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

« Netmask The network address space identifier for the
particular IP Alias.

« Comment Field used for a brief description of the
purpose of the alias.
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« Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.

Change MAC Address When enabled, the MAC address
of the respective interface can be changed. This is
especially useful if your ISP only assigns one valid IP
address and it is associated to a specific MAC address;
usually used by Cable operators or some WISPs.

Static

IP Address and Netmask settings should be consistent
with the address space of the network segment where the
AirRouter HP resides. If the IP of the AirRouter HP and the
IP of the administrator PC use a different address space,
the AirRouter HP will become unreachable (Applicable for
Static mode only).

LAN Notwock Settings

LAN IP Adsress: (T \DHCP ((IPPPoE (35w

Gatoway 17 | 0.0.0.0
Primary DNS P
Secoedary DNE 1P
MTC: (1500 |
Enale Bz
OME Managament Pors: ¥
DMZ P
Ao 1P Alising
1P Adases Configure..,

Crange MAC Address:

Netmask This is used to define the device IP classification
for the chosen IP address range. 255.255.255.0 is a typical
netmask value for Class C networks, which support

IP address range 192.0.0.x to 223.255.255.x. A Class C
network Netmask uses 24 bits to identify the network
(alternative notation “/24") and 8 bits to identity the host.
(Applicable for Static mode only)

Gateway IP The IP address of the host router which
resides on the external network and provides the point
of connection to the next hop towards the Internet. This
can be a DSL modem, Cable modem, or a WISP gateway
router. The AirRouter HP will direct all the packets to the
gateway if the destination host is not within the local
network. (Applicable for Static mode only)

The Gateway IP address should be from the same address
space (on the same network segment) as the AirRouter
HP’s external network interface (Wireless interface in the
Station or Station WDS mode and the LAN interface in
Access Point or Access Point WDS mode). (Applicable for
Static mode only)

Primary DNS IP Enter the IP address of the Primary DNS
(Domain Name System) server.

Secondary DNS IP Enter the IP address of the Secondary
DNS (Domain Name System) server. This entry is optional

and only used if the primary DNS server is not responding.
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MTU Defines the size (in bytes) of the largest protocol
data unit the layer can pass on. When using slow links,
large packets can cause some delays thereby increasing
lag and latency.

Enable DMZ The Demilitarized Zone (DMZ) can be
enabled and used so that services such as Web Servers,
Proxy Servers, and E-mail Servers can still serve the local
network and are at the same time isolated from it for
additional security. DMZ is commonly used with NAT
functionality as an alternative to Port Forwarding but DMZ
opens all ports of the host network device to the external
network.

+ DMZ Management Port Web Management Port for the
AirRouter HP (TCP/IP port 80 by default) will be used for
the host device if the DMZ Management Port option is
enabled.

« DMZIP Enter the IP address of the internal network
device and the device will be completely exposed to the
external network.

Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.

LAN [P Afisnen

Save ) (Canesl |

« IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

+ Netmask The network address space identifier for the
particular IP Alias.

« Comment Field used for a brief description of the
purpose of the alias.

« Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.
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Change MAC Address When enabled, the MAC address
of the respective interface can be changed. This is
especially useful if your ISP only assigns one valid IP
address and it is associated to a specific MAC address;
usually used by Cable operators or some WISPs.

Router > VLAN Network Settings

Enable VLAN Defines the size (in bytes) of the largest
protocol data unit the layer can pass on. When using
slow links, large packets can cause some delays thereby
increasing lag and latency.

VLAN ID The VLAN ID is a unique value assigned to
each VLAN at a single device; every VLAN ID represents
a different Virtual Network. In AirOS 5.3.3 VLAN ID range
values between 2 and 4094 are allowed. AirOS 5.3.3 only
allows for one VLAN ID per device.

VLAN Network Defines which network interface will be
assigned to the specified VLAN ID.

Router > Multicast Routing Settings

With a multicast design, applications can send one copy
of each packet and address it to a group of computers
that want to receive it. This technique addresses packets
to a group of receivers rather than to a single receiver.

It depends on the network to forward the packets

to the hosts which need to receive them. Common
routers isolate all the broadcast (thus multicast) traffic
between the internal and external networks, however the
AirRouter HP provides the multicast traffic pass-through
functionality.

Multicast Routing Settings

Enabls Mukicast Routeg: 3
Mubicst Upsuesn: | WAN [

Enable Multicast Routing Option enables multicast
packet pass-through between internal and external
networks while the AirRouter HP is operating in Router
mode. Multicast intercommunication is based on Internet
Group Management Protocol (IGMP).

Multicast Upstream Specify the source of Multicast
traffic, i.e. defines where multicast traffic comes from.

A1 Ubiquiti Networks, Inc.
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Router > Firewall Settings

Firewall functionality on any router interface can be
enabled using the Enable Firewall option. Router Firewall
rules can be configured, enabled or disabled in the
Firewall configuration window which is opened by clicking
Configure.

o BePat Mo Deiteston Pl Mot Dt Commert

Firewall entries can be specified by using the following
criteria:

* Interface The interface (WLAN, LAN or PPP) where
filtering of the incoming/passing-through packets is
processed.

+ IP Type Sets which particular L3 protocol type (IP, ICMP,
TCP, UDP, P2P) should be filtered.

+ Source IP/Mask The source IP of the packet (specified
within the packet header), usually it is the IP of the host
system which sends the packets.

+ Src Port The source port of the TCP/UDP packet
(specified within the packet header), usually it is the port
of the host system application which sends the packets.

+ Destination IP/mask The destination IP of the packet
(specified within the packet header), usually it is the IP
of the system which the packet is addressed to.

« Dst Port The destination port of the TCP/UDP packet
(specified within the packet header), usually it is the
port of the host system application which the packet is
addressed to.

+ Comment Field used to enter a brief description of the
firewall entry.

+ On Enables or disables the effect of the particular
firewall entry. All the added firewall entries are saved in
the system configuration file, however only the enabled
firewall entries will be active during AirRouter HP
operation.

+ Not Can be used for inverting the Source IP/mask,
Source Port, Destination IP/mask and Destination Port
filtering criteria (i.e. if not is enabled for the specified
Destination Port value 443, the filtering criteria will be
applied to all the packets sent to any Destination Port
except the 443 which is commonly used by HTTPS).
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Firewall entries can be saved by clicking Save or discarded
by clicking Cancel in the Firewall configuration window.

All active firewall entries are stored in the FIREWALL chain
of the iptables filter table, while the device is operating

in Router mode. Please refer to the iptables tutorial for
detailed description of the firewall functionality in Router
mode.

Click Change to save the changes made on the Network
tab.

Router > Static Routes

In this section you can manually add static routing rules to
the System Routing Table, this allows you to specify that a
specific target IP address (es) passes through a determined
gateway. Click Configure to add an entry.

Static Routes

Target Natwork 10 Nezain Gty 1P Commant o
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For each entry you must specify a valid Target Network IP,
Netmask, Gateway IP, and optionally a comment. Select
On to enable the rule. Click Save to save your entries or
Cancel to discard them.
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SOHO Router

SOHO (Small Office/Home Office) Router mode is a
derivation of Router mode. In SOHO Router mode, the Main
Ethernet port labeled <-:-> functions as the WAN port. The
WLAN and LAN ports function as the Local Area Network
(LAN). This is the default operating mode of the AirRouter
HP.

air nouter
Network Mode: | SOHO Router
Dinatin Network | Nore
WAN Network Settings

WAN IP Adarass
DHCP Fambock P
DHCP Falback Melask

wru: (1500
Enabio DM
Ao 7 Nasing
1P Asas: | Configure..
Change MAC Addrass
LAN Natwork Settings
1P Addrean (192 16801 Muto 1P Abasing
Memsk: (255 255 2950 # Alases: | Configure..
Enatio WaT; &

Erable NAT Protocol
nTU
Enablo DHCP Sorver:

Pon Forwaedng

VLAN Notwork Settings

Enabio VLAN:

Multicast Routing Settings

Erable Muticast Routng:

(SIDHCP | PPPol e
THER1ER 101
2552552550

WsF @eeTe FFTF @RTSS

s0 |

Configure..

=

Muticast Upstraam: | WaAN

Frawn® Sohtings

Enably Frowal
Static Routes

Seatic Routes

Configure...

Confagure...

© Copyright 2004~ 211 Uniguti Netwara, Ine.

e Note: SOHO Router mode only works properly
i in Access Point or Access Point WDS mode, since

it has not been designed to act as a wireless

client.
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SOHO Router > WAN Network
Settings

WAN Natwork Settings

WAN P Address: (BIDHCP (IPPPoE ()Gt
DOHCP Faltack 1P 152.168.10.1
DHCP Falback Netsak: | 256,255 2560
e (iS00
Enabie DM
Auto 1P Afasing
1P Alanes: | Configure

Changs MAC Address

WAN IP Address This is the IP address to be represented
by the WAN interface which is connected to the external
network. This IP address can be used for routing and
device management purposes.

The WAN interface can be set for static IP or can be set to
obtain an IP address from the DHCP server which should
reside on the external network. One of the IP assignment
modes must be selected for the external network
interface:

+ DHCP Choose this option to obtain the IP address,
Gateway and DNS address dynamically from an external
DHCP server.

* PPPoE Choose this option to obtain the IP address,
Gateway and DNS address dynamically from an external
PPPoOE server.

+ Static Choose this option to assign static IP settings for
the external interface.

DHCP

WAN Network Settings

WAN 1P Agreey: (SIDHCP (_IPPPoE ('S

DHEP Falback 1P | 190.168.10,1
DHCP Faltack NotMask: 255255 255.0

wru: (1500
Erule DVZ: B
DMZ Masagement Pons: B
oMz
Ao 1P Mg

1P Atasea: | Configure...

Charge MAC Address:

DHCP Fallback IP If the AirRouter HP is set to DHCP but is
unable to obtain an IP address from a valid DHCP server, it
will fall back to the static IP address listed here.

DHCP Fallback Netmask If the AirRouter HP is set to
DHCP but is unable to obtain an IP address from a valid
DHCP server, it will fall back to the static Netmask listed
here.

MTU Defines the size (in bytes) of the largest protocol
data unit the layer can pass on. When using slow links,
large packets can cause some delays thereby increasing
lag and latency.
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Enable DMZ The Demilitarized Zone (DMZ) can be
enabled and used so that services such as Web Servers,
Proxy Servers, and E-mail Servers can still serve the local
network and are at the same time isolated from it for
additional security. DMZ is commonly used with NAT
functionality as an alternative to Port Forwarding but DMZ
opens all ports of the host network device to the external
network.

+ DMZ Management Port Web Management Port for the
AirRouter HP (TCP/IP port 80 by default) will be used for
the host device if the DMZ Management Port option is
enabled.

« DMZIP Enter the IP address of the internal network
device and the device will be completely exposed to the
external network.

Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.

LAN [P Alissen
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« IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

+ Netmask The network address space identifier for the
particular IP Alias.

+ Comment Field used for a brief description of the
purpose of the alias.

+ Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.
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Change MAC Address When enabled, the MAC address
of the respective interface can be changed. This is
especially useful if your ISP only assigns one valid IP
address and it is associated to a specific MAC address;
usually used by Cable operators or some WISPs.

PPPOE

Point-to-Point Protocol over Ethernet (PPPOE) is a

virtual private and secure connection between two
systems which enables encapsulated data transport. It is
commonly used as the medium for subscribers to connect
to Internet Service Providers (typically DSL).

Select the IP Address option PPPoE to configure a PPPoE
tunnel in order to connect to an ISP. Only the external
network interface can be configured as a PPPoE client as
all the traffic will be sent via this tunnel. The IP address,
Default gateway IP and DNS server IP address will be
obtained from the PPPOE server after PPPoE connection is
established. The broadcast address is used for the PPPoE
server discovery and tunnel establishment.

WAN Notwark Sattings

WAN 1P Address: (/DHCP (S)PPROE (Smne

At TP Akasing
1P Alases; | Configure.

Charge MAL Addroms.

A valid username and password are required for the PPPoE
connection:

PPPoE Username Username to connect to the server
(must match the configured on the PPPoE server).

PPPoE Password Password to connect to the server
(must match the configured on the PPPoE server).

Show Check this box to display the PPPoE password
characters.

PPPoE MTU/MRU The size (in bytes) of the Maximum
Transmission Unit (MTU) and Maximum Receive Unit
(MRU) used for data encapsulation while transferring
through the PPP tunnel; (MTU/MRU default value: 1492)

PPPoE Encryption Enables the use of MPPE encryption.

The IP address of the PPP interface will be displayed on
the Main tab next to the PPP interface statistics if it is
obtained through the established PPPoE connection,
otherwise a Not Connected message will be displayed.

A PPPoE tunnel reconnection routine can be initiated
using the Reconnect button which is located in the Main
tab next to the PPP interface statistics.
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Enable DMZ The Demilitarized Zone (DMZ) can be
enabled and used so that services such as Web Servers,
Proxy Servers, and E-mail Servers can still serve the local
network and are at the same time isolated from it for
additional security. DMZ is commonly used with NAT
functionality as an alternative to Port Forwarding but DMZ
opens all ports of the host network device to the external
network.

+ DMZ Management Port Web Management Port for the
AirRouter HP (TCP/IP port 80 by default) will be used for
the host device if the DMZ Management Port option is
enabled.

« DMZIP Enter the IP address of the internal network
device and the device will be completely exposed to the
external network.

Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.

LAN [P Afisnen
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« IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

+ Netmask The network address space identifier for the
particular IP Alias.

« Comment Field used for a brief description of the
purpose of the alias.

« Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.
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Change MAC Address When enabled, the MAC address
of the respective interface can be changed. This is
especially useful if your ISP only assigns one valid IP
address and it is associated to a specific MAC address;
usually used by Cable operators or some WISPs.

Static

WAN Notwark Sattings

WAN 1P Address: (IDHCP (/PPRE (SiSmie
1P Addross; (0000 ]
Motmank; [255 755 7550
Goloway IP; 0000
Primary DNS P:
Socondary ONS IF:
) T
Eratio OMZ: &
DAZ Maragemart Ports: B
DMZ P
Auto I Masing:
1P Alasos: [ Conbgare.

Chapter 6: Network Tab

Enable DMZ The Demilitarized Zone (DMZ) can be
enabled and used so that services such as Web Servers,
Proxy Servers, and E-mail Servers can still serve the local
network and are at the same time isolated from it for
additional security. DMZ is commonly used with NAT
functionality as an alternative to Port Forwarding but DMZ
opens all ports of the host network device to the external
network.

Chacgs MAC Address:

IP Address This is the IP address to be represented by
the WAN interface which is connected to the external
network. This IP address can be used for the routing and
device management purposes.

Netmask This is used to define the device IP classification
for the chosen IP address range. 255.255.255.0 is a typical
netmask value for Class C networks, which support

IP address range 192.0.0.x to 223.255.255.x. A Class C
network Netmask uses 24 bits to identify the network
(alternative notation “/24") and 8 bits to identity the host.

Gateway IP The IP address of the host router which
resides on the external network and provides the point of
connection to the next hop towards the Internet. This can
be a DSL modem, Cable modem, or a WISP gateway router.
The AirRouter HP will direct all the packets to the gateway
if the destination host is not within the local network.

Primary DNS IP Enter the IP address of the Primary DNS
(Domain Name System) server.

Secondary DNS IP Enter the IP address of the Secondary
DNS (Domain Name System) server. This entry is optional
and only used if the primary DNS server is not responding.
MTU Defines the size (in bytes) of the largest protocol
data unit the layer can pass on. When using slow links,

large packets can cause some delays thereby increasing
lag and latency.

A1 Ubiquiti Networks, Inc.
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WAN 1P Address: (IDHCP (/PPRE (SiSmie
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Motmank; [255 755 7550
Goloway IP; 0000
Primary DNS P:
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Chacgs MAC Address:

+ DMZ Management Port Web Management Port for the
AirRouter HP (TCP/IP port 80 by default) will be used for
the host device if the DMZ Management Port option is
enabled.

« DMZIP Enter the IP address of the internal network
device and the device will be completely exposed to the
external network.

Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.

LAN [P Afisnen
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+ IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

« Netmask The network address space identifier for the
particular IP Alias.

« Comment Field used for a brief description of the
purpose of the alias.
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« Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.

Change MAC Address When enabled, the MAC address
of the respective interface can be changed. This is
especially useful if your ISP only assigns one valid IP
address and it is associated to a specific MAC address;
usually used by Cable operators or some WISPs.

SOHO Router > LAN Network
Settings

LAN Network Sattings

P Asdross: TRZABAIN | Aute 1P Alasig
Motmask: (755 295 2580 1P Atases | Configure.,
Enatio NAT: &
Enable AT Prosacct (SP @IPPTP @4FTP @RTSP
wru: (188
Ersbio DHCP Sarvor ':g
Rarge Strt; | 192,168.1.2
Ruange End: | 762 1681 254
Neotmask; 25525523550
Loase Tne: 507 M<Onds
Erstin DNS Proxy:
Port Forvardng: | | Configure...

IP Address This is the IP address to be represented by
the LAN (including WLAN) interface which is connected
to the internal network. This IP will be used for the routing
of the internal network (it will be the Gateway IP for all
the devices connected on the internal network). This IP
address is used for the management of the AirRouter HP.

Netmask This is used to define the device IP classification
for the chosen IP address range. 255.255.255.0 is a typical
netmask value for Class C networks, which support

IP address range 192.0.0.x to 223.255.255.x. A Class C
network Netmask uses 24 bits to identify the network
(alternative notation “/24”) and 8 bits to identity the host.

Enable NAT Network Address Translation (NAT) enables
packets to be sent from the external network (WAN) to the
local interface IP address and then sub-routed to other
client devices residing on the local network while the
AirRouter HP is operating in Access Point or Access Point
WDS wireless mode.

Enable NAT Protocol While NAT is enabled, data packets
could be modified in order to allow pass-through to the
Router. To avoid packet modification of some specific
packets, like: SIP, PPTP, FTP, RTSP; uncheck the respective
checkbox.

NAT is implemented using the masquerade type firewall
rules. NAT firewall entries are stored in the iptables nat
table, while the device is operating in Router mode. Please
refer to the iptables tutorial for detailed description of the
NAT functionality in Router mode.
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Static routes should be specified in order for the packets
to pass-through the AirRouter HP if NAT is disabled while
operating in SOHO Router network mode.

MTU Defines the size (in bytes) of the largest protocol
data unit the layer can pass on. When using slow links,
large packets can cause some delays thereby increasing
lag and latency.

Enable DHCP Server Dynamic Host Configuration
Protocol (DHCP) Server assigns IP addresses to clients
connected to the wireless interface and LAN interface
while the AirRouter HP is operating in Access Point or
Access Point WDS wireless mode. IP addresses are assigned
to clients that connect to the LAN interface while the
AirRouter HP is operating in Station or Station WDS mode.

+ Range Start/End This range determines the IP
addresses given out by the DHCP server to client
devices on the internal network which use dynamic IP
configuration.

* Netmask This is used to define the device IP
classification for the chosen IP address range.
255.255.255.0 is a typical netmask value for Class C
networks, which support IP address range 192.0.0.x to
223.255.255.x. A Class C network Netmask uses 24 bits
to identify the network (alternative notation “/24") and 8
bits to identity the host.

+ Lease Time The IP addresses given out by the DHCP
server will only be valid for the duration specified
by the lease time. Increasing the time ensures client
operation without interruption, but could introduce
potential conflicts. Lowering the lease time will avoid
potential address conflicts, but might cause more slight
interruptions to the client while it will acquire new IP
addresses from the DHCP server. The time is expressed
in seconds.

Enable DNS Proxy The DNS Proxy forwards the Domain
Name System requests from the hosts which reside in the
internal network to the DNS server while AirRouter HP

is operating in SOHO Router mode. A valid Primary DNS
Server IP needs to be specified for DNS Proxy functionality.
The internal network interface IP of the AirRouter HP
should be specified as the DNS server in the host
configuration in order for the DNS Proxy to be able to get
DNS requests and translate domain names to IP addresses
afterwards.
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Port Forwarding Port forwarding allows specific ports of
the hosts residing in the internal network to be forwarded
to the external network (WAN). This is useful for a number
of applications such as FTP servers, VoIP, gaming, etc.
where different host systems need to be seen using a
single common IP address/port.

Port Forwarding rules can be set in the Port Forwarding
window, which is opened by enabling Port Forwarding
and then clicking Configure.
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Port Forwarding entries can be specified by using the
following criteria:

* Private IP The IP of the host which is connected to the
internal network and needs to be accessible from the
external network.

+ Private Port The TCP/UDP port of the application
running on the host which is connected to the internal
network. The specified port will be accessible from the
external network.

» Type The L3 protocol (IP) type which needs to be
forwarded from the internal network.

* Source IP/mask Source IP/mask is the source IP of the
packet (specified within the packet header), usually it is
the IP of the host system that sends the packets.

* Public Port The TCP/UDP port of the AirRouter HP
which will accept and forward the connections from the
external network to the host connected to the internal
network.

+ Comment Enter a brief description of the port
forwarding functionality such as FTP server, Web server,
or game server.

« Enabled Enables or disables the effect of the particular
port forwarding entry. All the added firewall entries are
saved in the system configuration file, however only
the enabled port forwarding entries are used on the
AirRouter HP.

Save your port forwarding entries by clicking Save or
discard your changes by clicking Cancel.
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Auto IP Aliasing Automatically generates an IP Address
for the corresponding WLAN/LAN interface if enabled.
The generated IP address is a unique Class B IP address
from the 169.254.X.Y range (Netmask 255.255.0.0) which is
intended for use within the same network segment only.
Auto IP always starts with 169.254.X.Y while X and Y are
last 2 digits from the MAC address of the device (i.e. if the
MAC is 00:15:6D:A3:04:FB, Generated unique Auto IP will
be 169.254.4.251).

IP Aliases IP aliases for the internal and external network
interface can be configured. IP Aliases can be specified
using the IP Aliases configuration window which is opened
when you click Configure.
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« IP The alternative IP address for the LAN or WLAN
interface, which can be used for the routing or device
management purposes.

+ Netmask The network address space identifier for the
particular IP Alias.

« Comment Field used for a brief description of the
purpose of the alias.

« Enabled Enables or disables the particular IP Alias. All
added IP Aliases are saved in the system configuration
file, however only the enabled IP Aliases are active on
the AirRouter HP.

Newly-added IP Aliases can be saved by click the Save
button or discarded by clicking the Cancel button in the
Aliases configuration window.

SOHO Router > VLAN Network
Settings

Enable VLAN Defines the size (in bytes) of the largest
protocol data unit the layer can pass on. When using

slow links, large packets can cause some delays thereby
increasing lag and latency.

VLAN ID The VLAN ID is a unique value assigned to
each VLAN at a single device; every VLAN ID represents
a different Virtual Network. In AirOS 5.3.3 VLAN ID range
values between 2 and 4094 are allowed. AirOS 5.3.3 only
allows for one VLAN ID per device.

VLAN Network Defines which network interface will be
assigned to the specified VLAN ID.
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SOHO Router > Multicast Routing
Settings

With a multicast design, applications can send one copy
of each packet and address it to a group of computers
that want to receive it. This technique addresses packets
to a group of receivers rather than to a single receiver.

It depends on the network to forward the packets

to the hosts which need to receive them. Common
routers isolate all the broadcast (thus multicast) traffic
between the internal and external networks, however the
AirRouter HP provides the multicast traffic pass-through
functionality.

Multicast Routing Settings

Enable Mukieas! Routeg,
Mubicst Upsuesn: | WAN [

Enable Multicast Routing Option enables multicast
packet pass-through between internal and external
networks while the AirRouter HP is operating in Router
mode. Multicast intercommunication is based on Internet
Group Management Protocol (IGMP).

Multicast Upstream Specify the source of Multicast
traffic, i.e. defines where multicast traffic comes from.

SOHO Router > Firewall Settings

Firewall functionality on any router interface can be
enabled using the Enable Firewall option. Router Firewall
rules can be configured, enabled or disabled in the
Firewall configuration window which is opened by clicking
Configure.

Pl e o S ot Dt bl e GutPon Comenrt o
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RGO
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Firewall entries can be specified by using the following
Criteria:

 Interface The interface (WLAN, LAN or PPP) where
filtering of the incoming/passing-through packets is
processed.

+ IP Type Sets which particular L3 protocol type (IP, ICMP,
TCP, UDP, P2P) should be filtered.

+ Source IP/Mask The source IP of the packet (specified
within the packet header), usually it is the IP of the host
system which sends the packets.

A1 Ubiquiti Networks, Inc.
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« Src Port The source port of the TCP/UDP packet
(specified within the packet header), usually it is the port
of the host system application which sends the packets.

« Destination IP/mask The destination IP of the packet
(specified within the packet header), usually it is the IP
of the system which the packet is addressed to.

« Dst Port The destination port of the TCP/UDP packet
(specified within the packet header), usually it is the
port of the host system application which the packet is
addressed to.

« Comment Field used to enter a brief description of the
firewall entry.

« On Enables or disables the effect of the particular
firewall entry. All the added firewall entries are saved in
the system configuration file, however only the enabled
firewall entries will be active during AirRouter HP
operation.

« Not Can be used for inverting the Source IP/mask,
Source Port, Destination IP/mask and Destination Port
filtering criteria (i.e. if not is enabled for the specified
Destination Port value 443, the filtering criteria will be
applied to all the packets sent to any Destination Port
except the 443 which is commonly used by HTTPS).

Firewall entries can be saved by clicking Save or discarded
by clicking Cancel in the Firewall configuration window.

All active firewall entries are stored in the FIREWALL chain
of the iptables filter table, while the device is operating

in Router mode. Please refer to the iptables tutorial for
detailed description of the firewall functionality in Router
mode.

Click Change to save the changes made on the Network
tab.
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SOHO Router > Static Routes

In this section you can manually add static routing rules to
the System Routing Table, this allows you to specify that a
specific target IP address (es) passes through a determined
gateway. Click Configure to add an entry.

Static Foutes

Target Metwort (B Mesmath Gatovesy 1P Comment

DO00DDLDDODDRDODOOY

ONOD0DDO00

For each entry you must specify a valid Target Network IP,
Netmask, Gateway IP, and optionally a comment. Select
On to enable the rule. Click Save to save your entries or
Cancel to discard them.
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air nouter

RTS Threshold:

Fragmentation Threshold: o

N

ACK Timeout: | 31 Auto Adjust

Aggregation: ¥ Enable

32 Frames 50000
Mutticast Data: (FAlow Al
Enable Installer EIRP Controt

Erable Extra Reporting: @
Enable Client Isolation: |

Sensitivity Threshold, dBm:  -96
Advanced Ethernet Settings

Enable Autonegotiation:
Link Speed, Mbps: 10
Enable Full Duplex:

Traffic Shaping

Enable Traffic Shaping:

Chapter 7: Advanced Tab

The Advanced tab handles advanced routing and wireless
settings. The advanced wireless settings should be used
by technically advanced users who have a sufficient
knowledge about wireless LAN technology. These settings
should not be changed unless you know the effect the
changes will have on your AirRouter HP.

Advanced Wireless Settings

The 802.11n data rates include MCS0, MCS1, MCS2, MCS3,
MCS4, MCS5, MCS6, MCS7 for 1x1 chain devices and MCS8,
MCS9, MCS10, MCS11, MCS12, MCS13, MCS, MCS15 for
2x2 chains devices. The ACK timeout has a critical impact
on performance in 802.11n outdoor links.

Advanced Wiraless Settings

RTS Thisshok: 248 o
Fragmaststion Thssholt 2346 on

Dmtance: [ = 04 e (0.6 km)
ACKTmeout (31 | [|Auto Adpst
Aggragatice: (¥ Eratia
) Frames 50000 | Bytes
Mukicast Data: [ Atow A
Enabhs Instalior EIRP Controt
Enable Extra Risportig:
Eratie Cheet Inolation

Seraivity Theeshold, cBm: -B6 o
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miles (0.6 km)

RTS Threshold Determines the packet size of a
transmission and, through the use of an access point,
helps control traffic flow. The range is 0-2346 bytes, or
word “off” The default value is 2346 which means that RTS
is disabled.

RTS/CTS (Request to Send/Clear to Send) are the
mechanisms used by the 802.11 wireless networking
protocol to reduce frame collisions introduced by the
hidden terminal problem. RTS/CTS packet size threshold is
0-2346 bytes. If the packet size the node wants to transmit
is larger than the threshold, the RTS/CTS handshake

gets triggered. If the packet size is equal to or less than
threshold the data frame gets sent immediately.

The system uses a Request to Send/Clear to Send frames
for the handshake which provide collision reduction

for access point with hidden stations. The stations are
sending a RTS frame first while data is send only after
handshake with an AP is completed. Stations respond
with the CTS frame to the RTS which provides clear media
for the requesting station to send the data. CTS collision
control management has a time interval defined during
which all other stations hold off transmission and wait
until the requesting station finishes transmission.
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Fragmentation Threshold Specifies the maximum size
for a packet before data is fragmented into multiple
packets. The range is 256-2346 bytes, or word “off" Setting
the Fragmentation Threshold too low may result in poor
network performance.

The use of fragmentation can increase the reliability

of frame transmissions. When sending smaller frames,
collisions are much less likely to occur. However lower
values of the Fragmentation Threshold will result in lower
throughput as well. It is recommended that you only make
slight modifications or none at all to the Fragmentation
Threshold value. The default setting of 2346 is optimum in
most wireless network use cases.

The AirRouter HP has a new auto-acknowledgement
timeout algorithm which dynamically optimizes the
frame acknowledgement timeout value without user
intervention. This is a critical feature required for
stabilizing long-distance 802.11n outdoor links. The user
also has the ability to enter the value manually, but it's not
recommended.

Distance Specify the distance value in miles (or
kilometers) using the slider or entering the value manually.
The signal strength and throughput falls off with range.
Changing the distance value will change the ACK Timeout
to the appropriate value of the distance.

ACK Timeout Specify the ACK Timeout. Every time the
station receives the data frame it sends an ACK frame to
the AP (if transmission errors are absent). If the station
receives no ACK frame from the AP within set timeout it
re-sends the frame. The performance drops because if too
many data frames are re-sent, thus if the timeout is set
too short or too long, it will result poor connection and
throughput performance.

Changing the ACK Timeout value will change the Distance
to the appropriate distance value for the ACK Timeout.

+ Auto Adjust Control will enable the ACK Timeout
Self-Configuration feature. If enabled, ACK Timeout
value will be derived dynamically using an algorithm
similar to the Conservative Rate Algorithm (used in
AirOS v3.4). It is very recommended to use the Auto
Adjust option for 802.11n.

If two or more stations are located at a considerably
different distance from the Access Point they are
associated with, the highest ACK Timeout for the
farthest station should be set on the AP side. The
AirRouter HP includes an improved ACK Timeout
algorithm.
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Aggregation A part of the 802.11n standard that allows
sending multiple frames per single access to the medium
by combining frames together into one larger frame. It
creates the larger frame by combining smaller frames with
the same physical source and destination end points and
traffic class (i.e. QoS) into one large frame with a common
MAC header.

+ Frames Determines the number of frames combined
on the new larger frame.

« Bytes Determines the size (in Bytes) of the larger frame.

Multicast Data This option allows all the Multicast packet
pass-through functionality. By default this option is
disabled.

Enable Extra Reporting Feature will report additional
information (i.e. Device Name) in the 802.11 management
frames. This information is commonly used for system
identification and status reporting in discovery utilities
and Router operating systems.

Enable Client Isolation This option allows packets only
to be sent from the external network to the CPE and vice
verse (applicable for Access Point and Access Point WDS
mode only). If Client Isolation is enabled, wireless stations
connected to the same AP will not be able to interconnect
on both the layer 2 (MAC) and layer 3 (IP) level. This is
effective for associated stations and WDS peers as well.

Sensitivity Threshold, dBm Defines the minimum client
signal level accepted by the Access Point, for the client to
remain associated. Any client with a signal level lower than
that specified will be kicked out. This feature is helpful to
maintain good signal levels within associated stations,
assuring better overall performance.

+ Off Clearing the checkbox disables the feature.
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Advanced Ethernet Settings

Acvanced Etharnat Setiings

Enabin Astorsgetation: B
Lirk Spoed, Mbps: 100
Enablo Ful Dupies:

Enable Autonegotiation When enabled, the device will
automatically negotiate transmission parameters with the
counterpart, such as speed and duplex. In this process, the
connected devices first share their capabilities and then
choose the fastest transmission mode they both support.
If you want to specify the values manually, disable the
Enable Autonegotiation option and select the values:

» Link Speed, Mbps Selects the maximum transmission
link speed. There are two options: 10Mbps or 100Mbps.
If running extra long Ethernet cables, a link speed of
10Mbps could help to achieve better stability.

» Enable Full Duplex Selects the duplex mode;
if enabled, the device operates in Full Duplex
(allowing bidirectional communication in both
directions simultaneously). While disabled, the
device operates in Half-Duplex mode (allowing
bidirectional communication in both directions, but not
simultaneously and only in one direction at a time.

Traffic Shaping

Wireless Traffic shaping is dedicated to upstream and
downstream bandwidth control while looking from the
client (connected on the Ethernet interface) perspective.

The traffic can be limited at the AirRouter HP in the upload

and download direction based on a user defined rate limit.

This is layer 3 QoS.

Traftic Shaping

Incaming Traffe Lime: 12 | kbl
Incomieg Trafle Bort 0 KBy
Ouigoing Traffe Limk: 512 Kbt
Oulgoeg Traffe Borst: [0 | hBytes

Enable Traffic Shaping This option will enable
bandwidth control on the device.

* Incoming Traffic Limit Specify the maximum
bandwidth value (in kilobits per second, Kbps) for traffic
passing from the wireless interface to the Ethernet
interface.

+ Incoming Traffic Burst Specify the data volume (in
kilobytes) to which the Incoming Traffic Limit will not be
effective afterwards data connection is initiated.

+ Outgoing Traffic Limit Specify the maximum
bandwidth value (in kilobits per second, Kbps) for traffic
passing from the Ethernet interface to the wireless
interface.

+ Outgoing Traffic Burst Specify the data volume (in
kilobytes) to which the Outgoing Traffic Limit will not be
effective after data connection is initiated.
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airnouter

SERVICES |

Ping Watchdog

Enable Ping Watchdog: (]
IP Address To Ping:
Ping Intervak 300
Startup Delay: 300

Failure Count To Reboot: 3
Web Server

Use Secure Connection (HTTPS):
Secure Server Port 443
Server Port; | 80
Session Timeout: (15 |

Teinet Sarver

Enable Teinot Server: |

Server Port: 23

DynamicDNS =

Enable Dynamic DNS: ||
Host Name:

Username:

Chapter 8: Services Tab

The Services tab covers the configuration of system
management services including: Ping Watchdog,
SNMP Agent, Web Server, SSH Server, Telnet Server,
NTP Client, Dynamic DNS and System Log.

Ping Watchdog

Ping Watchdog sets the AirRouter HP to continuously ping
a user defined IP address (it can be the Internet gateway
for example). If it is unable to ping under the user defined
constraints, the AirRouter HP will automatically reboot.
This option creates a kind of “fail-proof” mechanism.

Ping Watchdog is dedicated for continuous monitoring
of the particular connection to remote host using the
Ping tool. The Ping works by sending ICMP “echo request”
packets to the target host and listening for ICMP “echo
response” replies. If the defined number of replies is not
received, the tool reboots the device.

Ping Watchdog

Enable Ping Woichdog: B

P Ascreas To Ping:
Ping Intorvat (360 soconds
Surtup Dety: | 300 " woconds

Fasure Coun To Reboot: |3
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SNMP Agent

Enable SNMP Agent: [
SNMP Community: public
Contact:

Location:

SSH Server_

Enable SSH Server: &
Server Port: | 22
Enable Password Authentication; El

Authorized Keys: _i_x_i_i_r,_:_._

LA S

Enabie NTP Client:

NTP Server: poolntp.org

Systemlog =~

Enable Log: ||
Enable Remote Log:

Remote Log IP Address:

Enable Ping Watchdog Enables the Ping Watchdog tool.

+ IP Address To Ping Specify the IP address of the target
host which to be monitored by the Ping Watchdog tool.

+ Ping Interval Specify time interval (in seconds)
between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. The default value is 300 seconds.

+ Startup Delay Specify initial time delay (in seconds)
until the first ICMP echo requests are sent by the Ping
Watchdog tool. The default value is 300 seconds.

The value of Startup Delay should be at least 60 seconds
as the network interface and wireless connection
initialization takes a considerable amount of time if the
device is rebooted.

+ Failure Count to Reboot Specify the number of ICMP
echo response replies. If the specified number of ICMP
echo response packets is not received continuously, the
Ping Watchdog tool will reboot the device. The default
value is 3.
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SNMP Agent

Simple Network Monitor Protocol (SNMP) is used

in network management systems to monitor
network-attached devices for conditions that warrant
administrative attention. The AirRouter HP contains an
SNMP agent which allows it to communicate to SNMP
manage applications for network provisioning.

The SNMP Agent provides an interface for device
monitoring using the Simple Network Management
Protocol (an application layer protocol that facilitates the
exchange of management information between network
devices). SNMP Agent allows network administrators to
monitor network performance, find and solve network
problems. For the purpose of equipment identification,

it is always a good idea to configure SNMP agents with
contact and location information:

SHMP Agam

Enabio SNMP Agent: 7
ENMP Communty: | publc
Contact

Location

Enable SNMP Agent Enables the SNMP Agent.

+ SNMP Community Specify the SNMP community
string. It is required to authenticate access to MIB
objects and functions as an embedded password. The
device supports a Read-only community string that
gives read access to authorized management stations
to all the objects in the MIB except the community
strings, but does not allow write access. The AirRouter
HP supports SNMP v1. The default SNMP Community is
public.

+ Contact Specify the contact who that should be
notified in case an emergency situation arises.

+ Location Specify the physical location of the device.

Web Server

Wb Sarvor

Use Secore Coerection (HTTRS): [
Secura Sarvar Fort: 443

Sarver Port: |80

Seasion Tamoout (15 miutos

The following Web Server parameters can be set:

Use Secure Connection (HTTPS) If checked Web server
will use secure HTTPS mode. HTTPS mode is unchecked by
default.

» Secure Server Port Defines the Web Server TCP/IP port
Use Secure Connection (HTTPS) is enabled.

Server Port Web Server TCP/IP port setting while using
HTTP mode.

Session timeout Specifies the maximum timeout before
the session expires. Once a session expires, you must login
again using the username and password.
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SSH Server

The following SSH Server parameters can be set:

S8H Server

Enabls 554 Sorver, ¥
Servor Port |22
Ensbie Password Autherticsson:

Autrorizes Koys: (EGiL

Enable SSH Server This option enables SSH access to the
AirRouter HP.

» Server Port SSH service TCP/IP port setting.

+ Enable Password Authentication When enabled, you
must authenticate using Administrator credentials in
order to grant SSH access to the device, otherwise an
Authentication Key will be required.

+ Authorized Keys Click Edit to import a public key file
working to get SSH access to the device instead of using
an admin password. Click Browse to locate and select
the key file, then click Import. Click Save to save your
changes or Close to discard your changes.

Telnet Server
The following Telnet Server parameters can be set:

Tainet Sarver

Eratie Taket Sorver. ¥
Server Port 23

Enable Telnet Server This option activates the Telnet
access to the AirOS Device.

Server Port Telnet service TCP/IP port setting.

NTP Client

The Network Time Protocol (NTP) is a protocol for
synchronizing the clocks of computer systems over
packet-switched, variable-latency data networks. It can
be used to set the AirRouter HP system time. System Time
is reported next to the every System Log entry while
registering system events if the Log option is enabled.

NTP Client

Enabin NTP Clert: ¥
TP Servor: poolntp oeg

Enable NTP Client Enables the AirRouter HP to obtain the
system time from a time server on the Internet.

+ NTP Server Specify the IP address or domain name of
the NTP Server.
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System Log

Syatom Log
Eratio Log: (]
Enabls Romote Log:
Romote Log IP Address:

Rencte Lo Port: 514

Enable Log This option enables the registration routine
of the system log messages. By default it is disabled.

+ Enable Remote Log Enables the syslog remote sending
function while System log messages are sent to a
remote server specified in the Remote Log IP Address and
Remote Log Port fields.

- Remote Log IP Address The host IP address where
syslog messages should be sent. Remote host should
be configured properly to receive syslog protocol
messages.

- Remote Log Port The TCP/IP port of the host syslog
messages should be sent. 574 is the default port for
the commonly used system message logging utilities.

Every logged message contains at least a System Time
and a Host Name. Usually a particular service name which
generates the system event is specified also within the
message. Messages from different services have different
context and different level of the details. Usually error,
warning or informational system service messages are
reported, however more detailed Debug level messages
can be reported also. The more detailed system messages
are reported, the greater volume of log messages will be
generated.

Device Discovery

Enable Discovery Enables device discovery, allowing the
AirRouter HP to be discovered by other Ubiquiti Networks’
devices through the built-in Device Discovery tool.

See “Discovery” on page 44.
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Device Name: Ubiquiti

Imerface Language: | English

System Accounts

Administrator Username: | ubnt

Enable Read-Only Account; |

Miscelianeous

Enable Reset Button: (¥

Enable AirMax Technology Features: |

Configuration Management

Backup Configuration: | Download...

Chapter 9: System Tab

Air0S

SYSTEM

Dats Settings

Timezone: | (GMT) Western Europ: : |

Enable Startup Date: |_|

Latitude:

Longitude:

Upkoad Configuration: | Choose File | no file selected

Device Maintenance

Chapter 9: System Tab

The System tab contains administrative options. This
tab enables the administrator to reboot the device, set
it back to factory defaults, upload new firmware, enable
AirMax Technology Features (and the Ubiquiti Logo tab),
backup or update the configuration and configure the
administrator account.

Device

Device Name (Host name) is the system wide device
identifier. It is reported by the SNMP Agent to authorized
management stations. Device Name will be represented
in popular Router Operating Systems registration screens
and discovery tools.

Device

Dovice Name:  Ubquil

Iraprtace Lacguage: | English =

Device Name Specifies the system identity.

Interface Language Allows you to select the language
displayed in the management interface. English is the
default language.

Additional language profiles may be uploaded.
Refer to our wiki page at the following URL:

www.ubnt.com/wiki/How to import Language Profile

A1 Ubiquiti Networks, Inc.
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Date Sattings

Tenazona: |_{GMT) Western furop: 18]
Ensbir Stamug Dater |

Stamup Date

Timezone Specifies the timezone according to GMT
(Greenwich Mean Time).

Enable Startup Date When enabled, you are able to
modify the device’s startup date.

+ Startup Date Specifies the device's startup date. You
can select a date by clicking the Calendar icon or typinh
it in manually. Type the date in the following format:

2 digit month/2 digit day/4 digit year. An example would
be for May 20th, 2010 your would type 05/20/2010
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System Accounts

In this section you can modify the administrator password
to protect your device from unauthorized configuration.
The default administrator’s password should be changed
on the very first system setup:

Systam Accounts

Admirstrasor Usernama: | ubnt

Enable Read-Orly Accourt: [

Administrator Username Specifies the name of the
system user.

Key Button Press this button in order to change the
administrator password.

+ Current Password Enter the current password
associated with the administrator account. It is required
to change the Password or Administrator Username.

+ New Password Enter the new password for the
administrator account.

+ Verify New Password Re-enter the new password for
the administrator account.

<2

Note: Password length is 8 characters maximum,
passwords exceeding 8 characters will be
truncated.

Enable Read-Only Account Click to enable the read-only
account and configure the username and password to
protect your device from unauthorized access. The default
option is disabled.

* Read-Only Username Specifies the name of the system
user.

» Key button Press this button in order to change the
Read-only password.

- New Password New password used for read-only
administrator authentication should be specified.

- Show Check this to display the read-only password
characters you have typed.

Change Click to save changes to any of the fields on the
System tab.

Miscellaneous

Enable Reset Button To prevent accidental device reset
to default settings, check to enable the AirRouter HP's
physical reset button. Clear to disable the AirRouter HP's
physical reset button.

Miscellanoous

Eratic Rnss Suton: 9

Erable ArMax Tochnoiogy Fesures: ¥

Even if the option is disabled, the device may still reset
through the TFTP Recovery Procedure.
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Enable AirMax Technology Features

Adds the Ubiquiti Logo tab to the AirRouter HP Web

Management interface which lists options for enabling,

launching and modifying settings for Ubiquiti proprietary

features including:

« AirMax When enabled, provides superior wireless
performance, more clients per Access Point (Access
Point) and lower latency.

+ AirSelect Aninnovative technology that dynamically
changes the wireless channel used in order to avoid
interference.

» AirView Ubiquiti's spectrum analyzer.

Location

Latitude and Longitude define the device coordinates;
they are used to automatically update device location in
AirControl.

Latiude:

Configuration Management

The AirRouter HP configuration is stored in plain text file
(cfg file). Use the Configuration Management controls to
backup, restore or update the system configuration file:

Configuration Managamant

Bazkup Configuration: | Download... )

Upload Configuration: ( Choose File ) ro i sskciod ((upioad’)

Backup Configuration Click Download to download the
current system configuration file.

Upload Configuration Click Choose File to navigate to
and select the new configuration file or specify the full
path to the configuration file location. Click Upload to use
a previously downloaded configuration file to the system.
The settings of the new configuration will be visible in the
Wireless, Network, Advanced, Services and System tabs of
the Web Management Interface.

%3

Note: The new configuration is active after
clicking Apply and the system reboot

cycle is completed. The previous system
configuration is deleted after you click Apply. It
is highly recommended to backup the system
configuration before uploading the new
configuration.
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Device Maintenance

The controls in this section are dedicated for the device
maintenance routines: rebooting, resetting, generating of
the support information report.

Davics Maintenance

Firmware Version: XM.yS33
Build Humber: S634

Firmware Version Shows the current firmware version.

Build Number Displays the build number of the firmware
version loaded.

Update Click to update the device with new firmware.

FIRMWARE UPLOAD
Current Firmware: ArCam.v1.0
Firmware File: | Choose File | no file selected Upload |

Close this window

* Firmware Upload

The device firmware update is compatible with all
configuration settings. System configurations are
preserved while the device is updated with a new
firmware version.

- Current Firmware Displays the version of the AirOS
firmware which is currently operating.

- Firmware File Click Browse to locate new firmware
file. Select the file and click Open. Once you've
selected a new firmware file, click Upload to upload
the new firmware to the device. Click Close this
window to cancel the new firmware upload process.

- Update Click the Update button to proceed with
the firmware upgrade routine (new firmware image
should be uploaded into the system first). Please be
patient, as the firmware upgrade routine can take 3-7
minutes. The AirRouter HP will be inaccessible until
the firmware upgrade routine is completed.

- Do not switch off, do not reboot and do not
disconnect the device from the power supply during
the firmware upgrade process as these actions will
damage the device!

- Itis highly recommended that you back up the
system configuration and the Support Info file before
uploading the new configuration.

- Close this window At this point, closes the firmware
upgrade window if activated. This action will not
cancel the firmware upgrade process.

Reboot Click Reboot in order to initiate the full reboot
cycle of the device. Reboot is the same as the hardware
reboot which is similar to the power off - power on cycle.
The system configuration is not modified after the reboot
cycle completes. Any non-applied changes will be lost.
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Reset to Defaults Use this to reset the AirRouter HP

to the factory default settings. This option will reboot

the AirRouter HP and all factory default settings will be
restored. You may want to use the Backup Configuration
option to download your current settings before selecting
this option.

Support Info This will generate a support information
file that the Ubiquiti support engineers can use when
providing customer support. This file only needs be
generated at their request.

Tools

AirOS on the AirRouter HP includes network
administration and monitoring tools that are available on
every tab.

+ Align Antenna + Traceroute

« Site Survey + Speed Test

* Ping + AirView

Align Antenna

The Align Antenna utility allows the installer to point and
optimize the antenna in the direction of maximum link
signal.

Selection of the Align Antenna tool will open a new
window with signal strength indicator. Window reloads
every second displaying the signal strength of the last
received packet.

Antenna Alignment
Sigral Level [MEET
Horizontal f Verticak:  -63 /-75 ¢Bm
MNoiso Level -B7 dBm
MaxSignak  m={ Je—— g5 |0Bm

LIS ] .63 dBm

Signal Level/Horizontal/Vertical Displays the received
wireless signal levels for each polarity, while operating
in Station (or Station WDS) mode on MIMO 2x2 devices.
Signals Strength is measured in dBm.

Noise Level Value displays the value of the noise level
wireless signal was received.

Max Signal The Max Signal slider bar allows the range of
the meter to be either increased or reduced. If the range
is reduced, the color change will be more sensitive to
signal fluctuations indicating the offset of the maximum
indicator value and the scale itself.
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Site Survey

The Site Survey tool will search for wireless networks

in range on all supported channels while the device is
operating in Access Point or Station mode. In Station mode,
the channel list can be modified.

Site Survey reports the MAC Address, SSID, Device
Name, Encryption type (if any), Signal Strength/Noise in
dBm, Frequency in GHz and the wireless channel of all
surrounding Access Points.

Chapter 9: System Tab

Ping

The Ping tool will ping other devices on the network
directly from the AirOS device and is used to check the
preliminary link quality and packet latency estimation
between two network devices using ICMP packets.

Network Ping

Site Gurvey

" 2.4120Hz 2.417GHz 242264z 2 42TGH: 2432GHz 3. 6T7GHE 243GH: 2 447GHE 2452GHz 2457GHz 24E3GHE

711 |

Scan Refresh the window using the Scan button.

Discovery

The Device Discovery tool will scan for all Ubiquiti Networks
devices within the network the AirRouter HP is a member
of. The search field will automatically filter devices
containing specified names or numbers as you type them.

Network Ping

Selsct Destination 1P [_or specity manually 8] ¢, PacketCount: |8

Packet Size: 56

Host Time TIL

0010 packets recoled, 0% loss
Min: O ms g Dms Max: 0 ms

Seart )

Device Discovery

Search

MAC Address Devco Name - Mode  SSID Product Famwany
OIS E0D4TFE0 Mecn_casa " wapeed_ngd PeoSueon? w5y
CoSEDAD BATY CPE_ADSAY STA wHpeed_mas NaroSiaieel L wist
COAZATASELD CPE_ADSASS AP PTP_ALCON NaroSiationd L vag

00 1580-A5:60:1C Tigre_sbet STA  PTP_ALCON MaroStator2 s

0C: 1560 DA ERFR uanNT L wapesd_max Bt N2 va3

Showieg 115500 5 orvies
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Device Discovery Shows device MAC Address, Device
Name, Wireless Mode, SSID, Product type, Firmware
version and IP Address. To access a device configuration
through his Web GUI, click the device’s IP Address.

Scan Discovery can be updated using the Scan button.

A1 Ubiquiti Networks, Inc.
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Select Destination IP A remote system IP can be selected
from the list which is generated automatically or can be
specified manually.

Packet Count Enter the number of packets to send for
the ping test.

Packet Size The size of the ICMP packets can be specified
in this field.

Start The test is started using this button.

Packet loss statistics and latency time evaluation is
provided after the test is completed.

Traceroute

The TraceRoute tool allows tracing the hops from the
AirRouter HP to a selected outgoing IP address. It should
be used for finding the route taken by ICMP packets across
the network to the Destination host.

Network Traceroute
Dostination Host 1 | Resche IP Addresses

o Host (L Resporses

Destination Host Enter the IP address of the destination
host to which you want to find the route.

Resolve IP Addresses Resolution of the IP addresses
(symbolically rather than numerically) can be enabled by
selecting this option.

Start The test is started using this button.
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Speed Test

The Speed Test tool allows you to test the connection
speed between two Ubiquiti Networks devices that are
using firmware version 5.2 or above. It should be used
for a preliminary throughput estimation between two
network devices.

Natwork Spead Test

p Test R
Seloct Destination IP; | or specify manually 18] ¢, adizones

ROC NI
™ N
user: | Totak Nif

Pasgword:
Remoto WEB Port: |80 ]
(] Show Asvancod Options

[ Run Test )

Select Destination IP A remote system IP can be selected
from the list, which is generated automatically (Select
destination IP) or may be specified manually.

Remote system access credentials (administrator
username - User and Password) should be provided for
the communication between two AirOS-powered devices.
This is required in order to establish the TCP/IP based
throughput test.

Remote WEB port The remote Web port the AirOS
powered device should be specified in order to establish
TCP/IP based throughput test (i.e. 443 port should be
specified if HTTPS is enabled in the remote system). The
ICMP throughput measurement routine will be initiated if
the WEB port of the remote system is incorrect.

Show Advanced Options Enables additional Speed Test
tool options. There are 3 options available for the traffic
direction while estimating the throughput maximum:
Direction There are three directions to choose from:

» Duplex Estimates the incoming (Rx) and the outgoing
(Tx) throughput at the same time.

» Receive Estimates the incoming (Rx) throughput.

» Transmit Estimates the outgoing (Tx) throughput.
Test Results Displays three result categories:

» Rx Displays the estimated incoming throughput.

» Tx Displays the estimated out-coming throughput.
» Total Displays the aggregated throughput.
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AirView

AirView is a Spectrum Analyzer allowing you to see the
crowdedness of the radio spectrum. You need to run
this tool on a system connected to the AirRouter HP via
Ethernet. All wireless connections will be disconnected
from the AirRouter HP.

AirView Click Airview from the Tools menu to launch
AirView. On first use, the following window appears.

AlrView Spectral Analysls

WARNING: Launching ArView Spectral Anolyss
WILL TERMINATE
all wirgiess cornections on the device!

Do NOT warn me about this in the future,

I_‘_,‘;Launch AirView

Close this window

* Do NOT warn me about this in the future Select the
check box to bypass this window in future launches of
AirView Spectrum Analyzer.

Launch AirView Click Launch Airview to download the
Java Network Launch Protocol (jnlp) file and complete
launch of AirView. Java Runtime Environment 1.6 (or
above) is required on the client machine to use AirView.

AV Spesmad Anaryals

A aheat b aiaewg rew
# o e ot prvang 5 el s weet oo e
10 DM a0 DBl L8 0O By i Wl B
i e camn po i dowriiad P Deua 4 Pt Ui

-
o e | v Vst Beart) progren.

Thm o il b ctomrst sty ciosnd F 48 satons

Ciota i windlemr

Close this window Click Close this window to cancel
AirView launch and close this window.

Note: Launching AirView will terminate all
wireless connections on the device.
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Main View

Device Displays the device name, MAC and IP Address of
the device running AirView.

Total RF Frames Displays the total number of RF frames
gathered for as long as AirView has been running or since
the “Reset All Data” button was pressed.

FPS Indicates the total number of frames gathered per
second. The wider the interval amplitude, the fewer frames
per second will be gathered.

Reset All Data Press this button to reset all gathered data.
Use this function when you want to analyze the spectrum
for another place or address.

Device Alrfouter 10013603A007) on wbnt:/ /192 \65.76.1: 10888 Total #F Frames 133 FPS 10.5

View

Enable Chart Panel 1 (top) Enable this option to display
the top chart, Waterfall or Channel Usage, depending

on which you have selected in Preferences. These are
time-based graphs showing the aggregate energy
collected or Channel Usage over time for each frequency
for as long as AirView has been running.

Enable Chart Panel 2 (middle) Enable this option to
display the middle chart, Waveform. This a time-based
graph showing the aggregate energy collected for each
frequency over time. The color of the energy designates
its amplitude: colder colors stand for lower energy

levels (with blue representing the lowest levels) at that
frequency bin, whereas warmer colors (like yellow, orange
or red) mean higher energy levels at that frequency bin.

Enable Chart Panel 3 (bottom) When enabled, this graph
displays a traditional Spectrum Analyzer in which energy
(in dBm) is shown in real-time as a function of frequency.

Clear All Markers Press to reset all previously assigned
markers. Markers are assigned by clicking a point, which
corresponds with a frequency, on the third chart.
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Preferences In this section you can modify AirView
Settings, such as enabling or disabling charts, or
specifying the frequency interval.

Preferences
Charts

Y Preferences - AirView Spectrum Analyzer

{(Charts  Realtime Traces |

Chart Chooser
Z Enable top chart

(*) waterfall (O Channel Usage

¥ Enable Waveform chart (middle)

f Enable Real-time chart (bottom)

;T | AR
Ok ) Cancel

Enable Top Chart Select the chart to be displayed in the
top chart on the main view. There are two options:

« Waterfall This is a time-based graph showing the
aggregate energy collected over time for each
frequency while AirView has been running. The color of
energy designates its amplitude. Colder colors stand for
lower energy levels (with blue representing the lowest
levels) at that frequency bin, whereas warmer colors
(like yellow, orange or red) mean higher energy levels at
that frequency bin.

The Waterfall View’s legend (top-right corner) provides a
numerical guide associating the various colors to power
levels (dBm). The low end of that legend (left) is always
adjusted to the calculated noise floor, and the high end
(right) is set to the highest detected power level since
the start of the session.

« Channel Usage In this graph, each 2.4GHz Wi-Fi
channel is represented by a bar displaying a percentage
showing the relative “crowdedness” of that specific
channel. This percentage is calculated by analyzing both
the popularity and the strength of RF energy in that
channel since the start of an AirView session.

Enable Waveform chart (middle) Like the Waterfall
chart, this a time-based graph showing the aggregate
energy collected for each frequency over time while
AirView has been running. The color of the energy
designates its amplitude: colder colors stand for lower
energy levels (with blue representing the lowest levels)
at that frequency bin, whereas warmer colors (like
yellow, orange or red) mean higher energy levels at that
frequency bin.

The spectral view over time will essentially display the
steady-state RF energy signature of a given environment.
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Enable Real-time chart (bottom) This graph displays a
traditional Spectrum Analyzer in which energy (in dBm)
is shown in real time as a function of frequency. There are
three traces in this view:

+ Current (Yellow) Shows the real-time energy seen by
the AirRouter HP as a function of frequency.

+ Average (Green) Shows the running average energy
across frequency.

* Maximum (Blue) This trace will update and hold
maximum power levels across the frequency since the
start of an AirView session.

Realtime Traces

The following settings apply only to the Real-time chart:

M " Preferences - AirView Spectrum Analyzer

[Charts | Realtime Traces |

Current Real-time Trace

E Enable

Averages Trace

# Enable ™ Shaded Area

Maximum Power Levels Trace

# Enable | Shaded Area

Frequency Range

| 2.402-2.477 (ch 1-11 - US allocation) 3']

Start: 2402 End: 2477

Ol Cancel=\
( Ok | [ Cancel

Current Real-time Trace When enabled, the real-time
trace will be turned on. This is the yellow outline on the
Real-time chart, which represents real-time power level of
each frequency. The refresh speed depends on the FPS.

Averages Trace This is the green area on the Real-time
chart, which represents the average received power
level and considers data for as long as AirView has been
running. You can disable this graph by unchecking the
Enable checkbox. You may enable only a green outline,
without the shaded area, by unchecking the Shaded Area
checkbox.

Maximum Power Trace This is the blue area on the third
chart, which represents the maximum received power
level and considers data for as long as AirView has been
running. You can disable this graph by unchecking the
Enable checkbox. You may enable only a blue outline,
without the shaded area, by unchecking the Shaded Area
checkbox.
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Frequency Range Here you can select the amplitude of
the frequencies interval to be scanned. There are some
pre-defined ranges for the most popular bands. However,
you can specify a custom range according to your needs.
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Chapter 10: Ubiquiti Logo Tab

The Ubiquiti Logo tab lists options for enabling, launching
and modifying settings for Ubiquiti proprietary features
including:

« AirMax When enabled, provides superior wireless
performance, more clients per Access Point (Access
Point) and lower latency.

+ AirSelect An innovative technology that dynamically
changes the wireless channel used in order to avoid
interference.

+ AirView Ubiquiti's spectrum analyzer.

Note: The Ubiquiti Logo tab is only visible when
Enable AirMax Technology Features is selected
under System tab > Miscellaneous.

A1 Ubiquiti Networks, Inc.

AirMax Settings

AirMax is Ubiquiti’s proprietary Time Division Multiple
Access (TDMA) polling technology. AirMax offers better
tolerance against interference and increases the maximum
number of users associated to an Access Point (Access
Point) that is AirMax capable. AirMax works by assigning
time slots for each device communication, to avoid the
“hidden node” problem, which occurs when a node is
visible from a wireless access Access Point, but not from
other nodes communicating with the originating Access
Point.

While operating in Access Point or Access Point WDS mode
with AirMax enabled, the device only accepts AirMax
stations.

<2

Note: Disable AirMax for legacy 802.11a/b/g
device compatibility.
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AirMax Settings include:

AlrMax Settings
Eratio Arttox;
o ACK Mode for P1e: (7] &

« Enable AirMax This feature is available when the
device is in Access Point or Access Point WDS mode under
the Wireless tab > Wireless Mode. If enabled, the device
will operate in AirMax mode, including all its benefits.
When AirMax is activated, the device only accepts
connections from AirMax stations.

&

Note: When the device is in Station or Station
WDS mode under the Wireless tab > Wireless
Mode, AirMax will be selected automatically
when connecting to an AirMax Access Point.

+ No ACK Mode for PtP Acknowledgment (ACK) timeout
settings are limited by device hardware specifications.
No ACK Mode for PtP should be used in a Point to Point
(PtP) situation where actual link distance exceeds
hardware ACK timeout limits (17km in 40MHz mode or
51km in 20MHz mode). In all other scenarios, static or
automatically-adjusted values should be used (See the
Advanced tab > Advanced Wireless Settings > ACK Timeout
to adjust ACK timeout settings).

-3

g Important: While No ACK Mode for PtP is

E enabled, only one station can be connected.
To connect more than one station, select
Auto Adjust mode under the Advanced tab >
Advanced Wireless Settings > ACK Timeout.

+ AirMax Priority This feature (available when the device
is in Station or Station WDS mode under the Wireless tab
> Wireless Mode), defines the amount of time slots (or
Airtime) assigned to each client.

+ By default the Access Point will give all active clients
the same amount of time. However, if the clients are
configured with different priorities, the Access Point will
give clients more or less time, depending on the priority.

AirMax Priority options include:

* None: 1 time slot (Default setting for clients; 1:1 ratio)
* Low: 2 time slots (2:1 ratio)

* Medium: 3 time slots (3:1 ratio)

+ High: 4 time slots (4:1 ratio)

A1 Ubiquiti Networks, Inc.
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Clients with a higher priority have access to more of

the Access Point’s airtime, providing higher possible
throughput and lower latency when sharing with other
active clients. For example, if there are 3 clients, 1 set to
None, 1 set to Medium, and 1 set to High, the None client
will get 1 time slot, the Medium client will get 3 time
slots, and the High client will get 4 time slots.

Note: AirMax Priority only functions when
multiple clients have it enabled.

AirSelect

AirSelect is a technology that avoids interference and
increases throughput by dynamically changing the
wireless channel by periodically hopping to the least-
used channel in the Frequency List (user defined)
within a designated time interval (user-defined in ms, or
milliseconds). Furthermore, AirSelect tracks interference
levels on each channel used, hopping to those with the
least amount of interference more frequently.

Note: AirMax Priority only functions when
multiple clients have it enabled.

AirSelect options include:

Frequency List (B

+ Enable AirSelect Selecting the check box enables
AirSelect. Clearing the check box disables AirSelect.
When AirSelect is enabled, the Access Point and all
associated clients will quickly hop between frequencies
attempting to avoid interference.

» Frequency List Available when AirSelect is enabled.
Clicking Edit allows the selection of frequencies that the
Access Point will use for AirSelect. Available frequencies
will vary based on the Ubiquiti M Series product being
configured.

Frequancy List
[ Select A
(15745 MHz (15785 MHz []5785 MHz [[]5605 MHz

ok )( Cose )

+ Hop Interval Available when AirSelect is enabled. The
duration (in milliseconds) that the Access Point will
stay on one frequency before moving to the next. The
default value is 3000ms.

49



AirRouter HP User Guide Chapter 10: Ubiquiti Logo Tab

« Announce Count Available when AirSelect is enabled.
Announce Count is the number of times between
hops the Access Point will announce the next hop
information (frequency, etc) to clients . For instance, if
the Hop Interval is set to 10000ms, and Announce Count
is set to 10, every 1000ms the Access Point will send
an announcement to the clients with upcoming hop
information. The larger the time period between
Announce Count and Hop Interval, the higher risk
of timing drift (hops not being synchronized), so it is
recommended to keep the Hop Interval set to every
100ms (or Announce Count to 1/100th of Hop Interval).

AirView
AirView Click Launch Airview.

__j Launch AlrView

For more information on configuration and usage, see

Y/

‘AirView” on page 45.
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Appendix A: Specifications

Dimensions
Weight
Ports

Buttons
LEDs

Wireless Security
Wi-Fi Standards
Bands

Antennas

Power Method

Operating Temperature
Storage Temperature
Certifications

162X 132X 30mm
318¢g
(1) 10/100 WAN Ethernet Port

(4) 10/100 LAN Ethernet Ports
1 USB 2.0 Port
1 Power Port

1 Reset Button

4 LAN

1 Main (WAN by default)

1 Internet

1 WLAN (Wireless LAN)

1 Power

WEP, WPA, and WPA2
802.11 b/g/n

2.4 GHz

RP-SMA External Antenna
Passive Power over Ethernet
5V DC Input via WAN Port
-20to 60° C

-40to 70° C

CE, FCC, IC
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Appendix B: Safety Notices

1. Read, follow, and keep these instructions.

2. Heed all warnings.

3. Only use attachments/accessories specified by the

manufacturer.

& WARNING: Do not use this product in location that can

be submerged by water.

& WARNING: Avoid using this product during an

electrical storm. There may be a remote risk of electric
shock from lightning.

Electrical Safety Information

1.

Compliance is required with respect to voltage,
frequency, and current requirements indicated on the
manufacturer’s label. Connection to a different power
source than those specified may result in improper
operation, damage to the equipment or pose a fire
hazard if the limitations are not followed.

There are no operator serviceable parts inside this
equipment. Service should be provided only by a
qualified service technician.

This equipment is provided with a detachable power
cord which has an integral safety ground wire intended
for connection to a grounded safety outlet.

a. Do not substitute the power cord with one that
is not the provided approved type. Never use an
adapter plug to connect to a 2-wire outlet as this
will defeat the continuity of the grounding wire.

b. The equipment requires the use of the ground wire
as a part of the safety certification, modification or
misuse can provide a shock hazard that can result in
serious injury or death.

c. Contact a qualified electrician or the manufacturer
if there are questions about the installation prior to
connecting the equipment.

d. Protective earthing is provided by Listed AC
adapter. Building installation shall provide
appropriate short-circuit backup protection.

e. Protective bonding must be installed in accordance
with local national wiring rules and regulations.
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Appendix C: Warranty

General Warranty

UBIQUITI NETWORKS, Inc (“UBIQUITI NETWORKS")
represents and warrants that the Products furnished
hereunder shall be free from defects in material and
workmanship for a period of one (1) year from the date

of shipment by UBIQUITI NETWORKS under normal use
and operation. UBIQUITI NETWORKS sole and exclusive
obligation under the foregoing warranty shall be to repair
or replace, at its option, any defective Product that fails
during the warranty period. The expense of removal and
reinstallation of any item is not included in this warranty.

The foregoing warranty is exclusive and in lieu of all other
warranties, express or implied, including the implied
warranties of merchantability and fitness for a particular
purpose and any warranties arising from a course of
dealing, usage or trade practice with respect to the
products. Repair or replacement in the manner provided
herein shall be the sole and exclusive remedy of Buyer
for breach of warranty and shall constitute fulfillment

of all liabilities of UBIQUITI NETWORKS with respect to
the quality and performance of the Products. UBIQUITI
NETWORKS reserves the right to inspect all defective
Products (which must be returned by Buyer to UBIQUITI
NETWORKS factory freight prepaid).

No Products will be accepted for replacement or repair
without obtaining a Return Materials Authorization (RMA)
number from UBIQUITI NETWORKS. Products returned
without an RMA number will not be processed and will
be returned to Buyer freight collect. UBIQUITI NETWORKS
shall have no obligation to make repairs or replacement
necessitated by catastrophe, fault, negligence, misuse,
abuse, or accident by Buyer, Buyer’s customers or any
other parties. The warranty period of any repaired or
replaced. Product shall not extend beyond its original
term.

Warranty Conditions
The foregoing warranty shall apply only if:

(I) The Product has not been subjected to misuse,
neglect or unusual physical, electrical or
electromagnetic stress, or some other type of
accident.

(I No modification, alteration or addition has been
made to the Product by persons other than UBIQUITI
NETWORKS or UBIQUITI NETWORK'S authorized
representatives or otherwise approved by UBIQUITI
NETWORKS.

(Il The Product has been properly installed and used at
all times in accordance, and in all material respects,
with the applicable Product documentation.

(IV) All Ethernet cabling runs use CAT5 (or above) shielded
cabling.
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Disclaimer

UBIQUITI NETWORKS does not warrant that the operation
of the products is error-free or that operation will be
uninterrupted. In no event shall UBIQUITI NETWORKS

be responsible for damages or claims of any nature

or description relating to system performance,

including coverage, buyer’s selection of products for
buyer’s application and/or failure of products to meet
government or regulatory requirements.

Returns

In the unlikely event a defect occurs, please work through
the dealer or distributor from which this product was
purchased.
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Appendix D: Compliance
Information

Installer Compliance Responsibility

Devices must be professionally installed and it is the
professional installer’s responsibility to make sure the
device is operated within local country regulatory
requirements.

FCC

Changes or modifications not expressly approved by the
party responsible for compliance could void the user’s
authority to operate the equipment.

NOTE: This equipment has been tested and found

to comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are
designed to provice reasonable protection against
harmful interference when the equipment is operated in
a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instruction
manual, may cause harmful interference to radio
communications. Operations of this equipment in a
residential area is likely to cause harmful interference

in which case the user will be required to correct the
interference at his own expense.

RF Exposure Warning

The transceiver described here emits radio frequency
energy. Although the power level is low, the concentrated
energy from a directional antenna may pose a health
hazard. Do not allow people to come closer than 20 cm to
the antenna when the transmitter is operating.

Additional information on RF exposure is available on the
Internet at www.fcc.gov/oet/info/documents/bulletins

L'émetteur-récepteur décrit ici @met de I'énergie de
fréquence radio. Bien que le niveau de puissance est faible,
I'énergie concentrée a partir d'une antenne directionnelle
peut présenter un danger pour la santé. Ne pas permettre
aux gens de se rapprocher de 20 cm a I'antenne lorsque
I'émetteur est en marche.

Des renseignements supplémentaires sur I'exposition aux
RF est disponible sur Internet a www.fcc.gov/oet/info/
documents/bulletins
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Industry Canada

This Class A digital apparatus complies with Canadian
ICES-003.0peration is subject to the following two
conditions:

1. This device may not cause interference, and

2. This device must accept any interference, including
interference that may cause undesired operation of the
device.

To reduce potential radio inteference to other users, the
antenna type and its gain should be so chosen that the
equivalent isotropically radiated power (e.i.r.p.) is not more
than that permitted for successful communication.

Cet appareil numérique de la classe A est confrome a la
norme NMB-003 Canada. Son fonctionnement est soumis
aux deux conditions suivantes:

1. Cet appareil ne peut pas provoquer d’interférences et

2. Cet appareil doit accepter toute interférence, y compris
les interférences susceptibles de provoquer un
fonctionnement du dispositif.

Pour réduire le risque d’interférence aux autres
utilisateurs, I'antenne type et son gain doivent étre
choisies de facon que I'équivalent puissance isotrope
rayonnée équivalente (pire) n'est pas plus que cela
autorisé pour une communication réussie.

CE Marking

CE marking on this product represents the product is in
compliance with all directives that are applicable to it.

Alert sign! Follows CE marking

Alert sign must be indicated if a restriction on use applied
to the product and it must follow the CE marking.

430,

NB-ldentification number (if there is any)

Notified body number is indicated if it is involved in the
conformity assessment procedure.

CEXXXX O

Please check the CE mark on the product label to find out
which notified body was involved during assessment.
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RoHS/WEEE Compliance Statement

English

European Directive 2002/96/EC requires that the
equipment bearing this symbol on the product and/

or its packaging must not be disposed of with unsorted
municipal waste. The symbol indicates that this product
should be disposed of separately from regular household
waste streams. It is your responsibility to dispose

of this and other electric and electronic equipment

via designated collection facilities appointed by the
government or local authorities. Correct disposal

and recycling will help prevent potential negative
consequences to the environment and human health. For
more detailed information about the disposal of your old
equipment, please contact your local authorities, waste
disposal service, or the shop where you purchased the
product.

Deutsch

Die Europaische Richtlinie 2002/96/EC verlangt, dass
technische Ausriistung, die direkt am Gerat und/oder an
der Verpackung mit diesem Symbol versehen ist, nicht
zusammen mit unsortiertem Gemeindeabfall entsorgt
werden darf. Das Symbol weist darauf hin, dass das
Produkt von regularem Haushaltmll getrennt entsorgt
werden sollte. Es liegt in lhrer Verantwortung, dieses Gerat
und andere elektrische und elektronische Geréate Gber die
daflir zustandigen und von der Regierung oder ortlichen
Behorden dazu bestimmten Sammelstellen zu entsorgen.
Ordnungsgemafes Entsorgen und Recyceln tréagt dazu
bei, potentielle negative Folgen fur Umwelt und die
menschliche Gesundheit zu vermeiden. Wenn Sie weitere
Informationen zur Entsorgung Ihrer Altgerate benétigen,
wenden Sie sich bitte an die értlichen Behdrden oder
stadtischen Entsorgungsdienste oder an den Handler, bei
dem Sie das Produkt erworben haben.

. Ubiquiti Networks, Inc.

Appendix D: Compliance Information

Espanol

La Directiva 2002/96/CE de la UE exige que los equipos
que lleven este simbolo en el propio aparato y/o en su
embalaje no deben eliminarse junto con otros residuos
urbanos no seleccionados. El simbolo indica que el
producto en cuestion debe separarse de los residuos
domeésticos convencionales con vistas a su eliminacion. Es
responsabilidad suya desechar este y cualesquiera otros
aparatos eléctricos y electrénicos a través de los puntos
de recogida que ponen a su disposicion el gobierno y las
autoridades locales. Al desechar y reciclar correctamente
estos aparatos estara contribuyendo a evitar posibles
consecuencias negativas para el medio ambiente y la
salud de las personas. Si desea obtener informacién mas
detallada sobre la eliminacién segura de su aparato usado,
consulte a las autoridades locales, al servicio de recogida
y eliminacién de residuos de su zona o pregunte en la
tienda donde adquirié el producto.

Francais

La directive européenne 2002/96/CE exige que
I'équipement sur lequel est apposé ce symbole sur le
produit et/ou son emballage ne soit pas jeté avec les
autres ordures ménageéres. Ce symbole indique que

le produit doit étre éliminé dans un circuit distinct

de celui pour les déchets des ménages. Il est de votre
responsabilité de jeter ce matériel ainsi que tout autre
matériel électrique ou électronique par les moyens de
collecte indiqués par le gouvernement et les pouvoirs
publics des collectivités territoriales. L'élimination et le
recyclage en bonne et due forme ont pour but de lutter
contre I'impact néfaste potentiel de ce type de produits
sur I'environnement et la santé publique. Pour plus
d’'informations sur le mode d’élimination de votre ancien
équipement, veuillez prendre contact avec les pouvoirs
publics locaux, le service de traitement des déchets, ou
I'endroit ol vous avez acheté le produit.

Italiano

La direttiva europea 2002/96/EC richiede che le
apparecchiature contrassegnate con questo simbolo sul
prodotto e/o sull'imballaggio non siano smaltite insieme
ai rifiuti urbani non differenziati. Il simbolo indica che
questo prodotto non deve essere smaltito insieme ai
normali rifiuti domestici. E responsabilita del proprietario
smaltire sia questi prodotti sia le altre apparecchiature
elettriche ed elettroniche mediante le specifiche strutture
di raccolta indicate dal governo o dagli enti pubblici
locali. Il corretto smaltimento ed il riciclaggio aiuteranno
a prevenire conseguenze potenzialmente negative per
I'ambiente e per la salute dell’essere umano. Per ricevere
informazioni piu dettagliate circa lo smaltimento delle
vecchie apparecchiature in Vostro possesso, Vi invitiamo
a contattare gli enti pubblici di competenza, il servizio di
smaltimento rifiuti o il negozio nel quale avete acquistato
il prodotto.
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Appendix E: Declaration of
Conformity

Cesky UBIQUITI NETWORKS timto prohla uje, e tento UBIQUITI
[Czech] NETWORKS device, je ve shod se zékladnimi po adavky a dal imi
p islu n mi ustanovenimi sm rnice 1999/5/ES.

Dansk Undertegnede UBIQUITI NETWORKS erklaerer herved, at
[Danish] folgende udstyr UBIQUITI NETWORKS device, overholder de

vaesentlige krav og gvrige relevante krav i direktiv 1999/5/EF.

Nederlands Hierbij verklaart UBIQUITI NETWORKS dat het toestel UBIQUITI
[Dutch] NETWORKS device, in overeenstemming is met de essentiéle
eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

Bij deze verklaart UBIQUITI NETWORKS dat deze UBIQUITI
NETWORKS device, voldoet aan de essentiéle eisen en aan de
overige relevante bepalingen van Richtlijn 1999/5/EC.

English Hereby, UBIQUITI NETWORKS, declares that this UBIQUITI
NETWORKS device, is in compliance with the essential
requirements and other relevant provisions of Directive 1999/5/
EC.

Eesti Kédesolevaga kinnitab UBIQUITI NETWORKS seadme UBIQUITI

[Estonian] NETWORKS device, vastavust direktiivi 1999/5/EU péhinduetele
ja nimetatud direktiivist tulenevatele teistele asjakohastele
satetele.

Suomi UBIQUITI NETWORKS vakuuttaa taten etta UBIQUITI NETWORKS

[Finnish] device, tyyppinen laite on direktiivin 1999/5/EY oleellisten
vaatimusten ja sitd koskevien direktiivin muiden ehtojen
mukainen.

Francais Par la présente UBIQUITI NETWORKS déclare que I'appareil

[French] UBIQUITI NETWORKS, device est conforme aux exigences
essentielles et aux autres dispositions pertinentes de la directive
1999/5/CE.
Par la présente, UBIQUITI NETWORKS déclare que ce UBIQUITI
NETWORKS device, est conforme aux exigences essentielles et
aux autres dispositions de la directive 1999/5/CE qui lui sont
applicables.

Deutsch Hiermit erklart UBIQUITI NETWORKS, dass sich diese UBIQUITI

[German] NETWORKS device, in Ubereinstimmung mit den grundlegenden
Anforderungen und den anderen relevanten Vorschriften der
Richtlinie 1999/5/EG befindet”. (BMWi)
Hiermit erklart UBIQUITI NETWORKS die Ubereinstimmung des
Gerétes UBIQUITI NETWORKS device, mit den grundlegenden
Anforderungen und den anderen relevanten Festlegungen der
Richtlinie 1999/5/EG. (Wien)

EAANVIKA ME THN NMAPOYZXA UBIQUITI NETWORKS AHAQNEI OTI UBIQUITI

[Greek] NETWORKS device, ZYMMOPOQNETAI MPOX TIZ OYZIQAEIX
AMAITHZEIX KAITIXZ AOINEX XXETIKEX AIATAZEIX THX OAHTIAX
1995/5/EK.

Magyar Alulirott, UBIQUITI NETWORKS nyilatkozom, hogy a
[Hungarian] UBIQUITI NETWORKS device, megfelel a vonatkozé alapvetd
kovetelményeknek és az 1999/5/EC irdnyelv egyéb elbirasainak.

islenska Hér me [ sir UBIQUITI NETWORKS yfir vi a UBIQUITI NETWORKS

[Icelandic] device, er i samraemi vi grunnkréfur og a rar krofur, sem ger ar
eru i tilskipun 1999/5/EC.

Italiano Con la presente UBIQUITI NETWORKS dichiara che questo

[ltalian] UBIQUITI NETWORKS device, & conforme ai requisiti essenziali ed
alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/
CE.

Latviski Ar o UBIQUITI NETWORKS deklar , ka UBIQUITI NETWORKS

[Latvian] device, atbilst Direkt vas 1999/5/EK b tiskaj m pras b m un citiem

ar to saist tajiem noteikumiem.

Lietuvi UBIQUITI NETWORKS deklaruoja, kad 3is UBIQUITI NETWORKS
[Lithuanian] jrenginys atitinka esminius reikalavimus ir kitas 1999/5/EB
Direktyvos nuostatas.

Malti Hawnhekk, UBIQUITI NETWORKS, jiddikjara li dan UBIQUITI

[Maltese] NETWORKS device, jikkonforma mal- ti ijiet essenzjali u ma
provvedimenti o rajn relevanti li hemm fid-Dirrettiva 1999/5/EC.
Norsk UBIQUITI NETWORKS erklzerer herved at utstyret UBIQUITI

[Norwegian] ~ NETWORKS device, er i samsvar med de grunnleggende krav og
ovrige relevante krav i direktiv 1999/5/EF.

A1 Ubiquiti Networks, Inc.

Slovensky
[Slovak]

Svenska
[Swedish]

Espaiiol
[Spanish]

Polski
[Polish]

Portugués
[Portuguese]

Appendix E: Declaration of Conformity

UBIQUITI NETWORKS t mto vyhlasuje, e UBIQUITI NETWORKS
device, sp a zdkladné po iadavky a v etky prislu né ustanovenia
Smernice 1999/5/ES.

Héarmed intygar UBIQUITI NETWORKS att denna UBIQUITI
NETWORKS device, star | dverensstimmelse med de vésentliga
egenskapskrav och 6vriga relevanta bestdmmelser som framgar
av direktiv 1999/5/EG.

Por medio de la presente UBIQUITI NETWORKS declara que
el UBIQUITI NETWORKS device, cumple con los requisitos
esenciales y cualesquiera otras disposiciones aplicables o
exigibles de la Directiva 1999/5/CE.

Niniejszym, firma UBIQUITI NETWORKS o wiadcza, e produkt serii
UBIQUITI NETWORKS device, spetnia zasadnicze wymagania i
inne istotne postanowienia Dyrektywy 1999/5/EC.

UBIQUITI NETWORKS declara que este UBIQUITI NETWORKS
device, esta conforme com os requisitos essenciais e outras
disposicdes da Directiva 1999/5/CE.
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Appendix F: Contact
Information

Ubiquiti Networks Support

Ubiquiti Support Engineers are located in the U.S. and
Europe and are dedicated to helping customers resolve
software, hardware compatibility, or field issues as quickly
as possible. We strive to respond to support inquiries
within a 24 hour period.

Email: support@ubnt.com

Phone: 408-942-1153 (9 a.m. - 5 p.m. PST)

Online Resources

Wiki Page: www.ubnt.com/wiki

Support Forum: www.ubnt.com/forum

Downloads: www.ubnt.com/support/downloads

UBIQUITI

NETWORKS

91 E. Tasman Drive
San Jose, CA 95134
www.ubnt.com

© 2011 Ubiquiti Networks, Inc. All rights reserved.
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